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4.1
Main GSM Concepts

For GPRS, specific GSM radio channels are defined, and the allocation of these channels is flexible: from 1 to 8 radio interface timeslots can be allocated per TDMA frame. The active users share timeslots, which are allocated separately for uplink and downlink. The radio interface resources can be shared dynamically between speech and data services as a function of service load and operator preference. Various radio channel coding schemes are specified to allow bit rates from 9 to more than 150 kbit/s per user. EGPRS is an enhancement of GSM allowing higher bit rates on the radio interface. The higher bit rates are achieved by using a new modulation and new coding schemes in the MS and the BSS.

Three GSM MS modes of operation are supported. An MS in class‑A mode of operation operates GPRS and other GSM services simultaneously. An MS in class‑B mode of operation monitors control channels for GSM GPRS and other GSM services simultaneously, but can only operate one set of services at one time. An MS in class‑C mode of operation exclusively operates GPRS services.

User data can be compressed and protected with retransmission protocols for efficiency and reliability.

GPRS uses a ciphering algorithm optimised for packet data transmission. A GPRS ME can access the GPRS services with SIMs that are not GPRS-aware, and with GPRS-aware SIMs.

An MS may autonomously select a cell, or the base station system may instruct the MS to select a certain cell. The MS informs the network when it re-selects another cell or group of cells known as a routeing area.

4.2
Main UMTS Concepts

In Iu mode, radio resources are allocated to MSs in a very flexible manner. Depending on the level of activity, MSs are allocated shared contention-based radio resources or dedicated radio resources for user packet transmission.
Three UMTS MS modes of operation are supported in Iu mode: The PS/CS mode of operation corresponds to class‑A mode of operation in A/Gb mode. The PS mode of operation corresponds to class‑C mode of operation in A/Gb mode. The CS mode of operation is the outside the scope of this specification.
UMTS may use a security algorithm different from GSM. The 3G‑SGSN performs the authentication procedure, and the RNC performs the ciphering procedure based on the algorithm for UMTS.

In Iu mode, different levels of mobility procedures are executed depending upon the MS state. When an MS has an active RRC connection to UTRAN, the MS performs either UTRAN Registration Area updating procedures or handover or cell update procedures depending on the level that UTRAN is tracking the MS position. When an MS does not have an active RRC connection (i.e., it is in idle mode), the MS performs RA updating procedures. In all the procedures, the network controls the cell selection by setting cell selection parameters and/or restriction information.
6.8
Security Function

The Security function:

-
Guards against unauthorised packet-domain service usage (authentication of the MS by the network and service request validation).

-
Provides user identity confidentiality (temporary identification and ciphering).

-
Provides user data and signalling confidentiality (ciphering).

-
Provides, for UMTS radio access only, data integrity and origin authentication of signalling data (integrity protection).

-
Provides, by UMTS authentication (USIM) only, authentication of the network by the MS.

Security-related network functions are described in GSM 03.20 and in 3G TS 33.102.

6.8.1
Authentication

The Authentication function includes two types of authentication: "UMTS authentication" and "GSM authentication". These procedures are used independent of the GSM or UTRAN RANs, i.e. each procedure may be executed in A/Gb mode or in Iu mode. UMTS authentication requires a USIM for the MS and Authentication Quintets in the SGSN. GSM authentication bases on a SIM or a GSM capable USIM for the MS and Authentication Triplets in the SGSN.
"UMTS authentication" implies mutual authentication, i.e., authentication of the MS by the network and authentication of the network by the MS. It also implies establishment of a new UMTS ciphering key (CK) and integrity key (IK) agreement between the SGSN and the MS.

"GSM authentication" implies authentication of the MS by the network and establishment of a new GSM ciphering key (Kc) agreement between the SGSN and the MS.

6.8.1.1
GSM Authentication
The GSM Authentication procedure performs subscriber authentication, or selection of the ciphering algorithm, or both. In A/Gb mode it performs in addition the synchronisation of the start of ciphering. Authentication triplets are stored in the SGSN. The MSC/VLR shall not authenticate the MS via the SGSN upon IMSI attach, nor location update, but may authenticate the MS during CS connection establishment. Security-related network functions are described in GSM 03.20 [6].

The GSM Authentication procedure is illustrated in Figure 27.

[image: image1.wmf] 1. Send Authentication Info

 2. Authentication and Ciphering Request

 1. Send Authentication Info Ack

 2. Authentication and Ciphering Response

MS

BSS/UTRAN

HLR

SGSN


Figure 27: GSM Authentication Procedure

1)
If the SGSN does not have previously stored authentication triplets, a Send Authentication Info (IMSI) message is sent to the HLR. The HLR responds with a Send Authentication Info Ack (Authentication Triplets) message. Each Authentication Triplet includes RAND, SRES, and Kc.

2)
The SGSN sends an Authentication and Ciphering Request (RAND, CKSN, Ciphering Algorithm) message to the MS. The MS responds with an Authentication and Ciphering Response (SRES) message.

In A/Gb mode, the MS starts ciphering after sending the Authentication and Ciphering Response message as described in subclause "Start of Ciphering".

In Iu mode, the 3G‑SGSN and the MS shall generate the UMTS CK and IK from the GSM Kc using the standardised conversion functions specified for this purpose in 3G TS 33.102.

In Iu mode, the start of ciphering is controlled by the security mode procedure described in 3G TS 33.102.

If the SGSN cannot determine the HLR address to establish the Send Authentication Info dialogue, the GSM Authentication Procedure fails.

6.8.1.2
UMTS Authentication
The UMTS authentication procedure is described in 3G TS 33.102. The UMTS authentication procedure executed from the SGSN performs both the mutual authentication and security keys agreement. Authentication quintets are stored in the SGSN. The MSC/VLR shall not authenticate the MS via the SGSN upon IMSI attach nor upon location update, but may authenticate the MS during CS connection establishment.

The UMTS Authentication is illustrated in Figure 28.
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Figure 28: UMTS Authentication Procedure

1)
If the SGSN does not have previously stored UMTS Authentication Vectors (quintets), a Send Authentication Info (IMSI) message is sent to the HLR. Upon receipt of this message, the HLR/AuC responds with a Send Authentication Info Ack message including an ordered array of quintets to the SGSN. Each quintet contains RAND, XRES, AUTN, CK, and IK. The generation of quintets in HLR/AuC for a UMTS user is performed as specified in 3G TS 33.102.

2)
At authentication of a UMTS subscriber, the SGSN selects the next in-order quintet and transmits the RAND and AUTN, that belong to this quintet, to the MS in the Authentication and Ciphering Request (RAND, AUTN, KSI) message. The SGSN also selects a Key Set Identifier(KSI), and includes this in the message.

3)
At reception of this message, the USIM in the MS verifies AUTN and, if accepted, the USIM computes the signature of RAND, RES, in accordance with 3G TS 33.102. If the USIM considers the authentication as being successful, the MS returns an Authentication and Ciphering Response (RES) message to the SGSN. During generation of authentication vectors, the USIM in the MS also computes a new Ciphering Key(CK), and a new Integrity Key( IK). These keys are stored together with the KSI until KSI is updated at the next authentication.


If the USIM considers the authentication being unsuccessful, e.g., in case of an authentication synchronisation failure, the MS returns the Authentication and Ciphering Failure message to the SGSN. The actions then taken are described in 3G TS 33.102.

In A/Gb mode, the SGSN and the MS shall generate the Kc from the UMTS CK and IK using the standardised conversion function specified for this purpose in 3G TS 33.102.
In A/Gb mode, the MS starts ciphering after sending the Authentication and Ciphering Response message as described in clause "Start of Ciphering".

In Iu mode, the start of ciphering is controlled by the security mode procedure described in 3GPP TS 33.102.
If the SGSN cannot determine the HLR address to establish the Send Authentication Info dialogue, the UMTS Authentication Procedure fails.

6.8.3.1
Scope of Ciphering

In A/Gb mode, the scope of ciphering is from the ciphering function in the SGSN to the ciphering function in the MS. Ciphering is done in the LLC layer, and from the perspective of the existing GSM MS-BTS radio path, an LLC PDU is transmitted as plain text.

In Iu mode, the scope of ciphering is from the ciphering function in the UTRAN to the ciphering function in the MS.
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Figure 30: Scope of Ciphering

13.2
SGSN

SGSN maintains MM context and PDP context information for MSs in the STANDBY, READY, PMM‑IDLE, and PMM‑CONNECTED states. Table 6 shows the context fields for one MS.

During the Intersystem Change, when new Authentication and Key Agreement is not performed, the KSI in the new 3G-SGSN shall be assigned the value of the CKSN, which has been sent by the MS. Similarly, in the new 2G-SGSN, when AKA des not take place, the CKSN shall be assigned the value of the KSI, which has been sent by the MS.

Note: 2G-SGSN and 3G-SGSN refer to SGSNs with either GSM or UMTS access.

Table 6: SGSN MM and PDP Contexts

	Field
	Description
	GSM
	UMTS

	IMSI
	IMSI is the main reference key.
	X
	X

	MM State
	Mobility management state, IDLE, STANDBY, READY, PMM‑DETACHED, PMM‑IDLE, or PMM‑CONNECTED.
	X
	X

	P‑TMSI
	Packet Temporary Mobile Subscriber Identity.
	X
	X

	P‑TMSI Signature
	A signature used for identification checking purposes.
	X
	X

	IMEI
	International Mobile Equipment Identity
	X
	X

	MSISDN
	The basic MSISDN of the MS.
	X
	X

	Routeing Area
	Current routeing area.
	X
	X

	Cell Identity
	Current cell in READY state, last known cell in STANDBY or IDLE state.
	X
	

	Cell Identity Age
	Time elapsed since the last LLC PDU was received from the MS at the SGSN.
	X
	

	Service Area Code
	Last known SAC when initial UE message was received or Location Reporting procedure was executed.
	
	X

	Service Area Code Age
	Time elapsed since the last SAC was received at the 3G‑SGSN.
	
	X

	VLR Number
	The VLR number of the MSC/VLR currently serving this MS.
	X
	X

	New SGSN Address
	The IP address of the new SGSN where buffered and not sent N‑PDUs should be forwarded to.
	X
	X

	Authentication Triplets
	GSM Authentication and ciphering parameters.
	2)
	2)

	Authentication Quintets
	UMTS Authentication and ciphering parameters.
	1)
	1)

	Kc
	Currently used A/Gb mode ciphering key.
	X
	2)

	CKSN
	Ciphering key sequence number of Kc.
	X
	2)

	Ciphering algorithm
	Selected ciphering algorithm.
	X
	X

	CK 
	Currently used Iu mode ciphering key.
	1)
	X

	IK 
	Currently used Iu mode integrity key.
	1)
	X

	KSI
	Key Set Identifier.
	1)
	X

	MS Radio Access Capability
	MS radio access capabilities.
	X
	

	MS Network Capability
	MS network capabilities.
	X
	X

	DRX Parameters
	Discontinuous reception parameters.
	X
	X

	MNRG
	Indicates whether activity from the MS shall be reported to the HLR.
	X
	X

	NGAF
	Indicates whether activity from the MS shall be reported to the MSC/VLR.
	X
	X

	PPF
	Indicates whether paging for PS and CS services can be initiated.
	X
	X

	Subscribed Charging Characteristics
	The charging characteristics for the MS, e.g., normal, prepaid, flat-rate, and/or hot billing subscription.
	X
	X

	Trace Reference
	Identifies a record or a collection of records for a particular trace.
	X
	X

	Trace Type
	Indicates the type of trace.
	X
	X

	Trigger Id
	Identifies the entity that initiated the trace.
	X
	X

	OMC Identity
	Identifies the OMC that shall receive the trace record(s).
	X
	X

	SMS Parameters
	SMS-related parameters, e.g., operator-determined barring.
	X
	X

	Recovery
	Indicates if HLR or VLR is performing database recovery.
	X
	X

	Radio Priority SMS
	The RLC/MAC radio priority level for uplink SMS transmission.
	X
	

	GPRS‑CSI
	Optional GPRS CAMEL subscription information, see 3G TS 23.016
	X
	X

	Each MM context contains zero or more of the following PDP contexts:

	PDP Context Identifier
	Index of the PDP context.
	X
	X

	PDP State
	Packet data protocol state, INACTIVE or ACTIVE.
	X
	X

	PDP Type
	PDP type, e.g., PPP or IP.
	X
	X

	PDP Address
	PDP address, e.g., an IP address.
	X
	X

	APN Subscribed
	The APN received from the HLR.
	X
	X

	APN in Use
	The APN currently used.
	X
	X

	NSAPI
	Network layer Service Access Point Identifier.
	X
	X

	TI
	Transaction Identifier.
	X
	X

	TEID for Gn/Gp
	Tunnel Endpoint Identifier for the Gn and Gp interfaces.
	X
	X

	TEID for Iu
	Tunnel Endpoint Identifier for the Iu interface.
	
	X

	GGSN Address in Use
	The IP address of the GGSN currently used.
	X
	X

	VPLMN Address Allowed
	Specifies whether the MS is allowed to use the APN in the domain of the HPLMN only, or additionally the APN in the domain of the VPLMN.
	X
	X

	QoS Profile Subscribed
	The quality of service profile subscribed.
	X
	X

	QoS Profile Requested
	The quality of service profile requested.
	X
	X

	QoS Profile Negotiated
	The quality of service profile negotiated.
	X
	X

	Radio Priority
	The RLC/MAC radio priority level for uplink user data transmission.
	X
	

	Packet Flow Id
	Packet flow identifier.
	X
	

	Aggregate BSS QoS Profile Negotiated
	The aggregate BSS quality of service profile negotiated for the packet flow that this PDP context belongs to.
	X
	

	Send N‑PDU Number
	SNDCP sequence number of the next downlink N‑PDU to be sent to the MS.
	X
	

	Receive N‑PDU Number
	SNDCP sequence number of the next uplink N‑PDU expected from the MS.
	X
	

	GTP‑SND
	GTP‑U sequence number of the next downlink N‑PDU to be sent to the MS.
	X
	X

	GTP‑SNU
	GTP‑U sequence number of the next uplink N‑PDU to be sent to the GGSN.
	X
	X

	PDCP‑SND
	Sequence number of the next downlink in-sequence PDCP‑PDU to be sent to the MS.
	
	X

	PDCP‑SNU
	Sequence number of the next uplink in-sequence PDCP‑PDU expected from the MS.
	
	X

	Charging Id
	Charging identifier, identifies charging records generated by SGSN and GGSN.
	X
	X

	PDP Context Charging Characteristics
	The charging characteristics of this PDP context, e.g., normal, prepaid, flat-rate, and/or hot billing.
	X
	X

	RNC Address in Use
	The IP address of the RNC currently used.
	
	X


The information marked with a "1)" in table 6 is maintained if authentication is performed by the UMTS authentication procedure.

The information marked with a "2)" in table 6 is maintained if authentication is performed by the GSM authentication procedure.

13.4
MS

Each packet domain MS maintains MM and PDP context information in IDLE, STANDBY, READY, PMM‑DETACHED, PMM‑IDLE, and PMM‑CONNECTED states. The information may be contained in the MS and the TE. Table 8 shows the MS context fields.

Table 8: MS MM and PDP Contexts

	Field
	SIM
	Description
	GSM
	UMTS

	IMSI
	G, U
	International Mobile Subscriber Identity.
	X
	X

	MM State
	
	Mobility management state, IDLE, STANDBY, READY, PMM‑DETACHED, PMM‑IDLE, or PMM‑CONNECTED.
	X
	X

	P‑TMSI
	G, U
	Packet Temporary Mobile Subscriber Identity.
	X
	X

	P‑TMSI Signature
	G, U
	A signature used for identification checking purposes.
	X
	X

	Routeing Area
	G, U
	Current routeing area.
	X
	X

	Cell Identity
	
	Current cell.
	X
	

	Kc
	G
	Current A/Gb mode ciphering key.
	X
	2)

	KSI / CKSN
	G, U
	Key Set Identifier for IK Next, CK Next / key sequence number of Kc.
	X
	X

	Ciphering algorithm
	
	Selected ciphering algorithm.
	X
	X

	CK
	
	Currently used Iu mode ciphering key.
	1)
	X

	CK Next
	U
	Iu mode ciphering key to be used after the next security mode command.
	1)
	X

	IK
	
	Currently used Iu mode integrity key.
	1)
	X

	IK Next
	U
	Integrity key to be used after the next security mode command.
	1)
	X

	MS Radio Access Capability
	
	MS radio access capabilities.
	X
	X

	UE Capability
	
	UE radio capabilities.
	
	X

	MS Network Capability
	
	MS network capabilities.
	X
	X

	DRX Parameters
	
	Discontinuous reception parameters.
	X
	X

	Radio Priority SMS
	
	The RLC/MAC radio priority level for uplink SMS transmission.
	X
	

	Each MM context contains zero or more of the following PDP contexts:

	PDP Type
	PDP type, e.g., PPP or IP.
	X
	X

	PDP Address
	PDP address, e.g., an IP address.
	X
	X

	PDP State
	Packet data protocol state, INACTIVE or ACTIVE.
	X
	X

	Dynamic Address Allowed
	Specifies whether the MS is allowed to use a dynamic address.
	X
	X

	APN Requested
	The APN requested.
	X
	X

	NSAPI
	Network layer Service Access Point Identifier.
	X
	X

	TI
	Transaction Identifier.
	X
	X

	QoS Profile Requested
	The quality of service profile requested.
	X
	X

	QoS Profile Negotiated
	The quality of service profile negotiated.
	X
	X

	TFT
	Traffic flow template.
	X
	X

	Radio Priority
	The RLC/MAC radio priority level for uplink user data transmission.
	X
	

	Packet Flow Id
	Packet flow identifier.
	X
	

	Send N‑PDU Number
	SNDCP sequence number of the next uplink N‑PDU to be sent to the SGSN.
	X
	X

	Receive N‑PDU Number
	SNDCP sequence number of the next downlink N‑PDU expected from the SGSN.
	X
	X

	PDCP‑SND
	Sequence number of the next downlink in-sequence PDCP‑PDU expected from the RNC.
	
	X

	PDCP‑SNU
	Sequence number of the next uplink in-sequence PDCP‑PDU to be sent to the RNC.
	
	X


The information marked with a "1)" in table 8 is maintained if authentication is performed by the UMTS authentication procedure.

The information marked with a "2)" in table 8 is maintained if authentication is performed by the GSM authentication procedure.
The information marked with a "U" in table 8 shall be stored in the USIM.

The information marked with a "G" in table 8:

-
shall be stored in the GSIM if the connected SIM is GPRS-aware; and

-
may be stored in the ME after GPRS detach if the connected GSIM is not GPRS-aware.

If the GSIM is packet domain service-aware, then the IMSI, P‑TMSI, P‑TMSI Signature, Routeing Area, Kc, and CKSN stored in the GSIM shall be used for packet domain services.

If the GSIM is not packet domain service-aware, the P‑TMSI, P‑TMSI Signature, Routeing Area, Kc, and CKSN stored in the ME shall be used if and only if the IMSI stored in the GSIM is identical to the IMSI image maintained in the ME. If the IMSI stored in the GSIM is different from the IMSI image in the ME, the IMSI image in the ME shall not be used, and the MS shall identify itself with the IMSI stored in the SIM when performing a GPRS attach. IMSI, P‑TMSI, P‑TMSI Signature, Routeing Area, Kc, and CKSN may be stored in the ME after the GPRS attach has been successfully performed.

When using a USIM, the IMSI, P‑TMSI, P‑TMSI Signature, Routeing Area, Kc, CK Next, IK Next, and CKSN / KSI stored in the USIM, and the CK and IK stored in the ME, shall be used for packet domain services.
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