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 AUTONUM  Introduction 

Section 5.4.9 of 23.941 states that “ To prevent unauthorized reception of multicast data, multicast transmission may be secured.”. This contribution discusses the implications of such a requirement. As MBMS services are by nature unidirectional, the best way to prevent unauthorized reception of MBMS data is to cipher the data: hence only the users that have got the correct ciphering keys may understand the MBMS data.

The issue discussed in this Tdoc  is not the ciphering (algorithm) per se but the scope of this ciphering and the way the UE gets the correct (de)ciphering key.

 AUTONUM  Discussion 

There are broadly 2 ways to ensure ciphering of MBMS data:

· Ciphering at Access level, i.e. ciphering done between UTRAN and UE. This is the ciphering provided for point to point GPRS services.

· Ciphering at application level e.g. between BM-SC and UE

Following points / architectural principles should be taken into account:

1. The UE may be under control of a drift RNC different from its serving RNC in the case where Iur is used for the user plane. In order to optimize the resources i.e. allowing all UE interested in the same MBMS service
 to listen to the same radio channel regardless of whether they are directly connected to the RNC or via an Iur interface, the best strategy is to have the same ciphering (key) used PLMN wide for a given MBMS service.

This would allow user A and user B in the figure below to listen to the same MBMS radio channel when they want to benefit from the same MBMS service.
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2. It is proposed to use ciphering at application level because:

· Ciphering at application level naturally protects the MBMS data from eavesdropping not only on the radio interface but also on Iu, Gn, and Gi, i.e. end to end between the source (e.g. BM-SC) and the UE.

· Ciphering at application level easily allows to ensure that only an user that has subscribed to a multicast service (that has e.g. paid for this service) can get the correct keys. In case of ciphering at access level, the SGSN would be responsible to give the (de)ciphering key to the UE (at MBMS dedicated PDP context activation). Before delivering this key, SGSN should then first check that the UE is allowed to receive the key. This could be possible if SGSN delivers the key only if the multicast service is listed in the subscription data received from HLR. But this would imply an interaction that is not needed between user paying for a dedicated MBMS service and this MBMS service be put in HLR subscription data for this end user. Having the user subscribing to a MBMS service on e.g. BM-SC and receiving the keys from that BM-SC is much more efficient than involving a 3rd entity i.e. the HLR.

· Furthermore, ciphering at application level, allows to provide the same service “give the ciphering key to the UE that has paid for the service” both for MBMS traffic sent in broadcast mode and for MBMS traffic sent in multicast mode: in the former case, there is no “MBMS PDP context activation” and then SGSN is not able to send the ciphering keys to the UE

Furthermore, The need expressed in section 5.4.9 “ To prevent unauthorized reception of multicast data, multicast transmission may be secured” should be made more general and could apply to broadcast services too.

 AUTONUM  Proposal

5.4.9 Security

· To prevent unauthorized reception of MBMS data, MBMS transmission may be secured.

· The best way to prevent unauthorized reception of MBMS data is to cipher the data: hence only the users that have got the correct ciphering keys may understand the MBMS data 

· In the case MBMS traffic is sent ciphered to the UE, the same ciphering (key) is used PLMN wide for a given MBMS service

· If ciphering is provided to the MBMS content, this ciphering is done at application level (and not at radio access level).
· To prevent injection of malicious content into the network MBMS should be able to authenticate the source and verify integrity of the data received from the content provider.
� A MBMS service depicts the traffic of a multicast group





_1080479256.doc






RNS 1











RNC







 











RNS 2







RNC







 







SGSN 1







SGSN 2







Node B







 







Node B







 







Node B







 







Node B







 







Iu







 







Iu







 







Iur







 







Iub







 







Iub







 







Iub







 







Iub







 







 







 







UTRAN







 







User A (via Iur)







User A 







User B







Common radio channel for User A and User B












