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1. Introduction
In the TS23.271 v5.2.0 has security and performance concerns about Codeword checking mechanism. This document explains the concerns and shows proposed solution about the problems.

2. Discussion

In the latest stage 2 specification, Codeword is sent with SRI(Send Routing Info for LCS) and is checked in HLR/HSS. We found there are security problem and performance problem with this mechanism. 

2.1. Security concern of Codeword check in HLR/HSS

With the current Codeword check mechanism in HLR/HSS, Codeword is only checked before the GMLC sends location requests to MSC/SGSN. In case that a deferred MT-LR was requested and the Codeword is changed by the target UE user while waiting the event occurrence, the new Codeword will not be checked when the event is occurred. This may cause a security inconsistency from UE user’s point of view. 

2.2. Performance concern of Codeword check in HLR/HSS

In the Rel-4 stage 2 specification, GMLC can skip the processes of SRI if the GMLC already knows the address of the serving node as shown below.

Chapter 9.1.1 step 2, TS23.271 v4.5.0:

2)
If the GMLC already knows both the VMSC/MSC server or SGSN (Note: only applicable to 3G-SGSN in Rel-4) location and IMSI for the particular MSISDN or PDP address, (e.g. from a previous location request), this step and step 3 may be skipped. Otherwise, the GMLC sends a SEND_ROUTING_INFO_FOR_LCS message to the home HLR/HSS of the target UE to be located with the IMSI or MSISDN of this UE. 

However, as shown below, in the new Rel-5 specification TS23.271 v5.2.0, this option was removed because the GMLC always has to send SRI to HLR/HSS in order to perform the Codeword check. The removal of this option may cause serious signalling increase between GMLC and HLR/HSS when there are frequent location requests to the same target UE. 

Chapter 9.1.1 step 2, TS23.271 v5.2.0:

2)
If the GMLC already knows both the VMSC/MSC server or SGSN location and IMSI for the particular MSISDN or PDP address, (e.g. from a previous location request), and the codeword functionality is not supported, this step and step 3 may be skipped. Otherwise, the GMLC sends a SEND_ROUTING_INFO_FOR_LCS message to the home HLR/HSS of the target UE to be located with the IMSI, PDP address or MSISDN of this UE. When the GMLC supports the codeword functionality, steps 2 and 3 shall not be skipped. The SEND_ROUTING_INFO_FOR_LCS message may carry also the Codeword received by the LCS client in the LCS Service request. For a LCS client type different from “value added” an indication may be sent to the HLR, in order to inform the HLR that the codeword is not applicable.  

2.3. Proposed solution

In order to solve these concerns, we would like to propose that Codeword shall be checked in GMLC.

If Codeword is stored and is checked in GMLC, GMLC is able to cancel ongoing deferred MT-LR processes in MSC/SGSN if necessary. Accordingly, with this modification we can solve the security concern with deferred MT-LR. 

Also, if Codeword is stored and is checked in GMLC, GMLC is able to skip the SRI processes as same as Rel-4 specification, therefore a number of SRI message can be decreased. 

3. Proposal

We would like to propose some modifications for the TS23.271 v5.2.0 as shown in the attached CR.

Proposed update for TR 23.871 is also attached.

7.5  
Enhanced User Privacy using existing LCS architecture.

7.5.1 Architecture

In order to support the service requirements for enhanced privacy checks, the LCS architecture as specified in LCS stage 2 3GPP TS 23.271 rel-4 can be used, without the addition of new nodes/network entities.

7.5.2 Information flow
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Figure 7.5.1; General information flow when using existing architecture

1. The LCS service request sent from the LCS Client to the GMLC carries the parameters for enhanced privacy checks (Requestor Id, Codeword and Service ID). 

2. The GMLC verifies in the LCS client profile that the service ID received by the LCS client matches one of the allowed Service identities for that LCS client. The GMLC also verifies that the Codeword received from the GMLC matches one of the codewords stored for the target subscriber. If the check is unsuccessful, the GMLC sends an error indication to the LCS client and the LCS procedure is ended.
3. The GMLC sends a Send_Routing_Info_for_LCS message to the HLR/HSS, carrying the codeword received from the LCS client.
4. The HLR/HSS may verify that the VMSC supports the EUP mechanisms (this information is received in the HLR/HSS at location update in the “LCS supported capabilities set”). In order to protect the privacy of a roaming subscriber, the HLR/HSS may reject the Send_Routing Info_for _LCS if  the VMSC/SGSN does not supported enhanced privacy checks. If the VMSC/SGSN supports the needed LCS capabilities, the HLR/HSS sends the VMSC/SGSN address in Send_Routing_Info_for_LCS_ack message.
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Figure 7.5.2; Continued general information flow when using existing architecture
6. The GMLC converts the service identity received by the LCS client in the proper service type and sends the service type and the Requestor identity in the MAP Provide Subscriber Location message. If no codeword for the subscriber is stored in the GMLC, the codeword shall be include in the Provide Subscriber Location message, in order to have the codeword check in the UE (note that the PSL message has to carry the codeword for notification, not depending of the chosen architecture).
7. If the SLPP contains service types/requestor ids, an CS-MT-LR/PS-MT-LR will be allowed by the MSC/MSC server or SGSN if the service type/requestor id supplied by the GMLC matches the identity of any service type/requestor id contained in the UE's SLPP. If the SLPP does not contain service types/requestor ids, the already existing privacy checks will be performed.

8. If notification has to be performed, the LCS Notification Invoke message will carry also the requestor ID, the service type and the codeword, if received.
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