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Introduction

This contribution discusses the concept of Flow Ids which are presently proposed to correlate PDP Context requests and resource authorisations from the PCF.

It shows that the requirement for Flow Ids in their present form arises from a specific feature of the GPRS access system, but that the Flow ID concept relies on the IMS application. This results in unnecessary addition of IMS-specific functionality into the GPRS layers of the system, and is hence undesireable. Instead, a solution to this GPRS problem should be defined entirely within GPRS, without reference to a particular application.

Furthermore, the current definition of Flow Ids, through reference to Media Components in the SDP is not certain to be or to remain unambiguous.

An more generic concept than simply enumerating the Media Components in the SDP would be to identify the flows using their complete filterspecs (i.e. Source/Destination/Ports/Flow Lable etc.). This would bring the flow information provided into line with the standard IETF Policy Framework which we are following.

Finally, it is noted that this approach is assisted by the fact that the filterspecs for downlink flows are already included in GPRS signalling in the form of the Packet Filters of the Traffic Flow Template.

Discussion

The IMS Service Based Local Policy mechanism presently uses the concept of Flow Ids to associate IP flows/PDP Contexts with the particular Media Component (assumed to be SDP m= line) that they relate to. Flow Ids just enumerate the Media Components based on their ordering in the SDP for the session. They are used in two places:

· Between UE and GGSN, when establishing or modifying a PDP Context, to indicate which Media Components that PDP Context will carry
· Between PCF and GGSN, when providing details of the authorised IP flows for a session, to indicate which IP flow relates to which Media Component
The GGSN then uses the Flow Ids when comparing the requested QoS (in the PDP context request) with the authorised QoS (in the IP flows from the PCF) to correctly associate requests with authorisations.

This mechanism is required because the PDP Context establishment/modification request does not otherwise carry enough information to identify which uplink IP flows it will carry. The PDP Context establishment/modification request does however already carry enough information to identify which downlink IP flows it will carry in the form of the Packet Filter in the Traffic Flow Template.

It can be seen from the above description that the reason that Flow Ids are required at all is entirely due to the particular construction of the GPRS Layer 2 QoS establishment mechanism, namely the fact that PDP Context requests do not carry details of the uplink IP flows.

The addition of Flow Ids into the GPRS-specific parts of the system (IP Bearer Service Manager & UMTS Bearer Service Manager in the UE and GGSN) is adding IMS-specific (or at least SDP-specific) functionality into non-IMS specific parts of the system. It would be preferable if generic capabilities in GPRS could be developed which can then be used by IMS and other service sub-systems for this purpose.

Proposal

It is proposed that Flow Ids be generalised to consist of a complete identification of the IP flows, using uplink and downlink packet filter specifications.

On the Go interface this information is already present.

In the messaging for PDP Context establishment and modification, the downlink packet filter is already specificied in the Packet Filters of the Traffic Flow Template. It is proposed to add the uplink packet filter in place of the present Flow Ids. It should be noted that TFT has already been chosen to carry the Flow Ids and that TFT is clearly the logical place to carry packet filter specifications.

The uplink packet filter specification would only be used for matching requested flows to authorised flows in the GGSN at PDP Context establishement. It would not be used for actually filtering packets.

It should be noted that one knock-on effect of this proposal is that in the general case, the information as to which flows can/cannot be multiplexed onto a single PDP Context becomes a little more complex, since flows must now be referred to by their packet filters, rather than their Flow Ids. A packet filter is likely to be 20 octets or so, compared to one octet for the Flow ID.

However, the requirement for separate PDP Contexts comes from the requirement to charge separately for the media flows. It is highly likely that either separate PDP Contexts are required for all flows or they are not. The ability to specify arbitrary groups, whilst attractive in its generality, is probably not required. Further, since grouped flows will likely be to/from the same destination, but with different ports, then efficient ways of specifying a group of flows can easily be defined.
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5.2.2
UE

This clause provides functional descriptions of capabilities in UE. The capabilities are part of IP BS Manager (see 5.1.1.1) or corresponding user plane functions.  Determination of exactly which functions are required to support interoperator and multi-vendor aspects are not addressed in this clause.

DiffServ Edge Function acts as a DiffServ (DS) boundary for the traffic from applications running on the UE. As specified in RFC2475, DS boundary node must be able to apply the appropriate PHB to packets based on the DS code point. In addition, DS boundary nodes may be required to perform traffic conditioning functions. When GGSN DiffServ  marking is used, the DiffServ edge function in the UE is not needed.
RSVP/Intserv Function provides the capability for the UE to request end-to-end QoS using RSVP messages as defined in IETF standards. RSVP messages may also be used by the network to inform the DSCP to be used by the UE.  RSVP messages shall include the authorization token in a policy data object if the authorization token is available in the UE. RSVP may be used to trigger PDP context activation/modification.  The inter-working between MT and TE is FFS.
Binding Mechanism associates the PDP context bearer to the IP flow to support IP policy enforcement and QoS inter-working in the GGSN. The authorization token and flow specification are used to provide the binding mechanism and are included by the UE in the PDP Context Activation or Modification messages. The flow specification consists of packet filter specifications for uplink and downlink packets. The PDP Configuration Options parameter shall be used for this purpose. The PDP Configuration Options parameter is one of the optional parameters signaled in PDP Context Activation/Modification. The authorization token may also be used to bind a RSVP session with a SIP session by including the authorization token  in RSVP messages. For IMS services, the authorization token is provided to the UE by the P-CSCF(PCF) during SIP session establishment.
The Pre-conditions for SIP QoS Assured Sessions shall be according to the principles for when a UE shall regard the SIP QoS preconditions to be met, as stated in TS23.228.  The functionality shall be compliant to the IETF specification on Integration of Resource Management and SIP.

********************** NEXT MODIFIED SECTION **************************

5.3.2
Information Elements Exchanged via Go Interface

The COPS protocol supports several messages between a client and server.   These messages consist of the following operations that may be performed:

· Client-Open/Client-Accept/Client-Close

· Request

· Decision

· Report State

· Delete Request State

· Keep Alive

· Synchronize State Request/Synchronize State Complete

Additional UMTS-specific information elements must be included in COPS messages to support the policy and QoS inter-working functions identified in Section 5.3.1.  Consistent with the COPS framework, the Go interface is identified by a "client type" allocated for a UMTS COPS  client (GGSN).  

All of the information described in the remainder of this section applies specifically to the GGSN COPS client type. The events specific to the UMTS or IP bearer service would trigger the request messages from the UMTS PEP to the PCF.   The information elements specific to UMTS would be standardized and carried in the UMTS specific interactions between the PCF and the GGSN.  

A Request (REQ) message from the GGSN to the PCF shall allow the GGSN to request policy and QoS inter-working information for an IP flow identified by binding information (described below).  

A Decision (DEC) message from the PCF to the GGSN contains decision objects. A Decision object shall include one of the following commands:

· NULL Decision (No configuration data available)

· Install (Admit request/Install configuration, Commit) 

· Remove (Remove request/Remove configuration)

These commands are used to:

· Authorize QoS/Revoke QoS authorization for one or more IP flows 

· Control forwarding for one or more IP flows

The responses from the PEP to the PCF include an acknowledgement and/or an error response to commands received by the PEP. The following response messages shall be supported: 

· Report State (Success/Failure/Accounting) (RPT)

The Delete Request State (DRQ) message from the PEP to the PCF indicates that the request state identified by the client handle is no longer available/relevant at the GGSN so the corresponding state may likewise be removed at the PCF. The DRQ message includes the reason why the request state was deleted. 

The Install command used to Authorize QoS contains the following policy and QoS inter-working information associated with an IP flow:

· UMTS specific Binding information (e.g. Token)

· Packet classifier (e.g. RSVP filterspec)

· Authorized flowspec

· Packet handling action

· DSCP 

· Event generation information

Binding information associates the policy and QoS inter-working information in the message with a PDP context.  The binding information consists of an authorization token sent by the P-CSCF/PCF to the UE during SIP signaling..  The IP flows associated with a given PDP context are identified by a combination of the Authorisation Token and packet filters for uplink and downlink packets.
The authorization token shall be unique locally. The authorization token conforms to the IETF specification on SIP Extensions for Media Authorization.   


The packet classifier includes the standard 5-tuple: (source IP address, destination IP address, source port, destination port, protocol), identifying a set of packets associated with a unidirectional flow.   Elements of the 5-tuple may be wild-carded.  

The authorized flowspec provides an upper bound on the resources that can be reserved or allocated for an IP flow.  The authorized flowspec is expressed as an Intserv-style flowspec . 

The packet handling action defines the packet handling that should be accorded to in-profile and out-of-profile packets matching the packet classifier.  In-profile traffic is defined to be traffic that is within the authorized flowspec.  The packet handling action may be ignored by the GGSN.

 The DSCP from the PCF shall determine the highest QoS class that can be applied to this IP flow.

Event generation information contains opaque information that the GGSN includes in usage records (e.g. CDR)associated with the authorized UMTS bearers.   The event generation information includes information identifying the authorized IP flow.  It also includes information used to correlate usage records from the GGSN with SIP session records from the P-CSCF.

The messages which revoke QoS authorisation or remove configuration information provide only the information that is needed to perform the action (e.g., the COPS handle element, which is used as a way of identifying the installed decision information). 

********************** NEXT MODIFIED SECTION **************************

6.2
IP Bearer Level / Application Level Binding Mechanism

The binding mechanism associates the PDP context bearer with policy information in the GGSN to support service based local  policy enforcement and QoS inter-working. The policy and QoS decision information in the GGSN is based on IP media flows.  The binding mechanism identifies the IP media flow(s) associated with a PDP context bearer and uses this information in selecting the policy information to apply.

The UE shall be able to include binding information  in  PDP Context Activation or Modification messages to associate the PDP context bearer with policy information .  The PDP Configuration Options parameter shall be used for this purpose.  The PDP Configuration Options parameter is one of the optional parameters signalled in PDP Context Activation/Modification.   The binding information includes 1) an Authorization Token sent by the P-CSCF/PCF to the UE during SIP signaling, and 2) the uplink and downlink packet filters which are used by the UE, GGSN and PCF to uniquely identify the IP media flow(s).  Note that the uplink packet filter is a new element in the PDP Context establishment/modification procedures for Release 5.
The authorization token shall be unique locally. The Authorization Token conforms to the IETF specification on SIP Extensions for Media Authorization.


In order to allow QoS and policy information to be "pulled" from the PCF, the authorization token shall allow the GGSN to determine the address of the PCF to be used.  

When the SDP changes during a SIP session, the PCF shall generate a new authorization token to be used by the UE in subsequent PDP context activation/modification requests. 
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