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***** MODIFIED SECTION *****

3.1
Definitions

PPR: In order to support more flexible privacy settings for location services the HLR/HSS may indicate that the subscribers privacy information for location services is available in an external data base, i.e. the Privacy Profile Register (PPR). The PPR can also execute privacy check and give the Privacy Check Result to GMLC, which may forward the information to MSC/SGSN. 
Pseudo-external identity: The pseudo-external identity is not the identity of real external LCS client but the identity, which is used for notifying the result of the enhanced privacy check. The pseudo-external identity shall keep the compatibility with pre Rel-5 privacy mechanisms, which does not understand privacy check result made by PPR. Each operator shall define the pseudo-external identity. 

***** NEXT MODIFIED SECTION *****
3.2
Symbols

For the purposes of the present document, the following symbols apply:

Lr




Interface between GMLC and PPR entity.
***** NEXT MODIFIED SECTION *****

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:


PPR 



Privacy Profile Register
***** NEXT MODIFIED SECTION *****

5.6
Information Flow between Home-GMLC and PPR

Any of the information flows here indicated may not be externally realized if the information does not flow over an open interface. On the other hand, if a flow goes over an open interface, it shall abide to a well-defined protocol, which will be further specified in other relevant specifications, e.g. Location Inter-Operability Forum Technical Specification.
Currently PPR supports a Location Privacy Query service with corresponding response. 

5.6.1
Location Privacy Query

Via the Location Privacy Query, H-GMLC communicates with the PPR to request for permission/authorization to proceed with the location request. There are two types of Location Privacy Query requests:

-
Location Privacy Query; and

-
Location Privacy Query based on obtained location.

Location Privacy Query is used to ask for permission/authorization for the location request. This is done before GMLC sends the PSL down the network. However, the target UE subscriber may have put restriction on his/her location information based on where he/she currently is. Therefore a Location Privacy Query based on obtained location is needed to make an additional check before GMLC returns the location back to the LCS Client. In the initial Location Privacy Response it is indicated whether such an additional check is required when the location is known.

The attributes for the information exchange between the GMLC and the PPR are summarized below:

-
LCS Client identity;

· Service identity;
· Service type;
· Time stamp; (time, UTC offset)

· Codeword;
· Indication whether the request is call/ session related or not
· Roaming state; (Home, Roaming)

· Requestor identity (originator);

· GMLC/Server identity; (Home, Roaming)

· Location Request Type; (LIR, LDR)
· MSC/SGSN number
5.6.2
Location Privacy Response

The Location Privacy Response is sent to H-GMLC as the result of the Location Privacy Query from GMLC to PPR:

-
Location Privacy Response; and

-
Location Privacy Response based on obtained location.

The following attributes are identified for the Location Privacy Response information flow:

· Authorized;
· positioning allowed without notifying the UE user (default case);

· positioning allowed with notification to the UE user;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

· Pseudo-external identity;
· In able use the privacy check result in pre Rel-5 networks the auhorized result has to be send in the format of pseudo-external identity.
· Conditional;
· For the location request to be fully authorized a Location Privacy Query request based on the obtained location is needed.

· Failed;

Error Code;
***** NEXT MODIFIED SECTION *****

6
LCS Architecture

Figure 6.1 shows the general arrangement of the Location Service feature in GSM and UMTS. This illustrates, generally, the relation of LCS Clients and servers in the core network with the GERAN and UTRAN Access Networks. The LCS entities within the Access Network communicate with the Core Network (CN) across the A, Gb and Iu interfaces. Communication among the Access Network LCS entities makes use of the messaging and signaling capabilities of the Access Network.

As part of their service or operation, the LCS Clients may request the location information of UE. There may be more than one LCS client. These may be associated with the GSM/UMTS networks or the Access Networks operated as part of a UE application or accessed by the UE through its access to an application (e.g. through the Internet).

The clients make their requests to a LCS Server. There may be more than one LCS Server. The client must be authenticated and the resources of the network must be co-ordinated including the UE and the calculation functions, to estimate the location of the UE and result returned to the client. As part of this process, information from other systems (other Access Networks) can be used. As part of the location information returned to the client, an estimate of the accuracy of the estimate and the time-of-day the measurement was made may be provided.
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 Figure 6.1: General arrangement of LCS

NOTE 1:
HSS includes both 2G-HLR and 3G-HLR functionality. LCS is included in the overall network architecture in TS 23.002 [20].

NOTE 2:
LIF-MLP may be used on the Le interface

NOTE 3:   As one alternative the LCS client may get location information directly from GMLC, which may contain OSA Mobility SCS with support for the OSA user location interfaces. See TS 23.127 [26] and TS 29.198 [27, 28, 29 and 30].

NOTE 4:   Protocol defined by LIF may be used on the Lr interface.
NOTE 5:   Only Home-GMLC may request the PPR to perform the privacy check. 
***** NEXT MODIFIED SECTION *****

6.2 
Allocation of LCS functions to network elements

Table 6.2: Allocation of LCS functional entities to network elements
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Figure 6.2: Generic LCS Logical Architecture

NOTE: There is also a possibility that the PPR may remain outside the core network

***** NEXT MODIFIED SECTION *****

6.3.11 Privacy Profile Register, PPR

Privacy check may be done in the privacy profile register. The HLR or HSS contains the address to the PPR. The PPR is accessible from the H-GMLC via the Lr interface.  Privacy profile parameters are either kept in PPR or in a registry associated with it.
***** NEXT MODIFIED SECTION *****
9.1.1
MT-LR routing procedure in PS and CS domain
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Figure 9.1: General Network Positioning for a MT-LR

1)
An external LCS client requests the current location of a target UE from a GMLC. The LCS Client may also request a deferred location request, i.e. based on event. The GMLC verifies the identity of the LCS client and its subscription to the LCS service requested and derives the MSISDN or IMSI or PDP address, (NOTE: IP addressing in this context is FFS, one reason is the dynamic IP addressing used in IPv4.) of the target UE to be located and the LCS QoS from either subscription data or data supplied by the LCS client. For a call related location request, the GMLC obtains and authenticates the called party number of the LCS client. 

The LCS request may carry also the Service Identity and the Codeword. The GMLC may verify that the Service Identity received in the LCS request matches one of the service identities allowed for the LCS client. If the service identity does not match one of the service identities for the LCS client, the GMLC shall reject the LCS request.  Otherwise, the GMLC can map the received service identity in a corresponding service type. 
If the codeword functionality is supported, the GMLC shall reject the LCS service request in case the LCS client type is “value added” and the codeword was not received. 
If the location request is originated by a Requestor, the Requestor Identity may be added to the LCS service request. LCS client should authenticate the Requestor Identity but this is outside the scope of this specification. 

For a session related location request, the GMLC obtains and authenticates the APN-NI of the LCS client. 
If location is required for more than one UE, or if periodic location is requested, the steps following below may be repeated.
Note: This means that GMLC handles the periodicity of location requests as requested by the LCS client both in CS and PS domain.

2)
If the GMLC already knows both the VMSC/MSC server or SGSN location and IMSI for the particular MSISDN or PDP address, (e.g. from a previous location request), and the codeword functionality is not supported, this step and step 3 may be skipped. Otherwise, the GMLC sends a SEND_ROUTING_INFO_FOR_LCS message to the home HLR/HSS of the target UE to be located with the IMSI, PDP address or MSISDN of this UE. When the GMLC supports the codeword functionality, steps 2 and 3 shall not be skipped. The SEND_ROUTING_INFO_FOR_LCS message may carry also the Codeword received by the LCS client in the LCS Service request. For a LCS client type different from “value added” an indication may be sent to the HLR, in order to inform the HLR that the codeword is not applicable.  

Editor´s note: The use of the PDP address for identifying the subscriber is ffs.

3) The HLR/HSS verifies that the calling party SCCP address of the GMLC corresponds to a known GSM/UMTS network element that is authorized to request UE location information. The HLR/HSS then returns one or several of the addresses, the current SGSN and/or VMSC/MSC server and whichever of the IMSI and MSISDN was not provided in step (2) for the particular UE. The HLR/HSS may also return an address of the PPR (Privacy Profile Register) if the requesting GMLC is Home-GMLC.
Note: HLR may prioritize between the MSC/VLR or SGSN address sent to GMLC. The prioritisation might be based on information received from SGSN and/or MSC/VLR concerning the MS’s capabilities for LCS. Other priority criteria are for further study.

The HLR may check if the codeword received in SEND_ROUTING_INFO_FOR_LCS message matches one of the codewords stored for the target subscriber. If it doesn’t match, then the HLR shall return an error message to the GMLC. If no codeword is stored in the HLR for the target subscriber, the request shall not be rejected by the HLR and shall send to the GMLC the related indication in SEND_ROUTING_INFO_FOR_LCS_ack message. If the HLR receives the indication from the GMLC that the codeword is not applicable, the codeword check is not performed in the HLR.

Moreover, if the HLR supports the Enhanced User Privacy, the HLR shall check if the VMSC and/or the SGSN under which the target subscriber is located supports the enhanced user privacy mechanisms (Service type and Requestor), by checking the supported LCS capabilities set. Only the address of a serving node that supports the enhanced user privacy mechanism will be returned to GMLC. If none of the VMSC or SGSN supports the Enhanced User Privacy, then the HLR shall send an error indication to the GMLC. 

NOTE: This handling allows the HPLMN to have the control about the fact that the VPLMN supports the EUP mechanisms, in order to fully protect the user privacy.

4) If H-GMLC received an address of the PPR it sends the Privacy Check Request to the PPR.
5) PPR executes the enhanced privacy check. PPR shall send a Privacy Check Response to GMLC where it indicates that if the LCS client is allowed to position the requested UE according to subscription information. Privacy Check Response shall also include an indication if the LCS notification procedure is needed. PPR will respond also with the GMLC address if positioning is wanted to be performed trough a particular GMLC server. If PPR receives the indication from the GMLC that there might be a call/session related to the location request, the PPR shall send such result to GMLC which can be used either if the location request is call/session related or call/session unrelated. 
If the PPR entity is inside the home GMLC the steps 4 and 5 can be omitted. 
6) In case GMLC receives only the MSC/VLR address, the MT LR proceeds as the CS-MT-LR procedure described in 9.1.2. In case GMLC receives only the SGSN address, the MT LR proceeds as the PS-MT-LR procedure described in 9.1.6. In case the GMLC receives several of the following addresses, SGSN, VMSC and/or MSC Server, it has to decide where to send the location request. If the requested MT-LR is known to be associated with a CS call, the CS-MT-LR procedure shall be invoked. If the requested MT-LR is associated with a PS session, the PS-MT-LR procedure only shall be invoked. Otherwise, both CS-MT-LR and PS-MT-LR are applicable. If LCS Client indicated deferred location request, GMLC shall indicate this together with applicable event type (ex. MS available) in requested PS/CS-MT-LR, see 9.1.8.

NOTE:
The order in which these procedures are invoked and whether one or both procedures are used may depend on subscription information for the LCS client, possible priority information returned by the HSS or information already stored in the GMLC (e.g. obtained from previous location requests).

7) GMLC sends the location service response to the LCS client. If the LCS client requires it, the GMLC may first transform the universal location co-ordinates provided by the SGSN or MSC/MSC server into some local geographic system. The GMLC may record billing for both the LCS client and inter-network revenue charges from the SGSN or MSC/MSC server's network.
Before sending the location service response H-GMLC may initiate similar privacy check procedure as in the steps 4 and 5. This privacy check request shall include the subscribers location estimata and based on this location information the PPR may disallow LCS client to get subscribers location. 
The detailed CS-MT-LR and PS-MT-LR procedures in step 4 of figure 9.1 are described in 9.1.2 and 9.1.6.

The detailed procedure for deferred PS/CS-MT-LR is described in 9.1.8.

***** NEXT MODIFIED SECTION *****

9.1.2
Circuit Switched Mobile Terminating Location Request (CS-MT-LR)

Figure 9.2 illustrates general network positioning for LCS clients external to the PLMN. In this scenario, it is assumed that the target UE is identified using either an MSISDN or IMSI.
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Figure 9.2: Network Positioning for a CS-MT-LR

9.1.2.1
Location Preparation Procedure

1)
Common PS and CS MT-LR procedure as described in 9.1.1.

2)
The GMLC sends a PROVIDE_ SUBSCRIBER _LOCATION message to the MSC/MSC server indicated by the HLR/HSS. This message carries the type of location information requested (e.g. current location), the UE subscriber's IMSI, LCS QoS information (e.g. accuracy, response time) and an indication of whether the LCS client has the override capability. For a call related location request, the message also carries the LCS client's called party number. For a value added LCS client, the message shall carry the client name, the external identity of the LCS client and the Requestor Identity (if that is both supported and available). For a PLMN operator LCS client, the message shall carry the internal identity of the LCS client. Moreover the message may also carry the Service Type. If the HLR indicated that no codeword was stored for the UE user, the message may carry also the codeword received from the LCS client, to be displayed to the UE. For a PLMN operator LCS client, the message shall carry the internal identity of the LCS client. This message may also carry the result from the privacy check done in the PPR.
3)
If the GMLC is located in another PLMN or another country, the VMSC/MSC server first authenticates that a location request is allowed from this PLMN or from this country. If not, an error response is returned. If MSC received a Privacy Check Result from the GMLC, then other privacy checks are not needed. The possible LCS Location Notification Invoke procedure is made according to the Privacy Check Result got from the GMLC. If Privacy Check Result was not received from the GMLC the VMSC/MSC server then verifies LCS barring restrictions in the UE user's subscription profile in the MSC server. In verifying the barring restrictions, barring of the whole location request is assumed if any part of it is barred or any requisite condition is not satisfied. If LCS is to be barred without notifying the target UE and a LCS client accessing a GMLC in the same country does not have the override capability, an error response is returned to the GMLC. Otherwise, if the UE is in idle mode, the Core Network performs paging, authentication and ciphering. The MSC will page a GPRS attached UE either through A/Iu or Gs interface, depending on the presence of the Gs interface (see Note).The UE will inform the network about its LCS capabilities, as described in chapter 6.3.4.. If the UE is instead in dedicated mode, the VMSC/MSC server will already have UE classmark information. In GSM this is supported by controlled early classmark sending.

[Note 1:
In GSM, if the target UE has an established circuit call other than speech, the location request may be denied and an error response is then returned to the GMLC. If the location request is allowed for a non-speech circuit call, it shall be up to RAN to decide, on the basis of the applicable position methods and requested QoS, whether positioning is possible. This is FFS]

Note: 
In some network mode of operation, a GPRS capable UE may not receive the CS paging. In addition, upon receipt of a CS paging, a GPRS capable UE may immediately answer to the Paging Request or delay the answer, as defined in 3GPP TS 22.060 and 23.060. A GPRS UE in class B mode may also suspend its GPRS traffic, sending a GPRS Suspension Request to the network.

4)
If the location request comes from a value added LCS client and the UE subscription profile indicates that the UE must either be notified or notified with privacy verification and the UE supports notification of LCS (according to the UE Capability information), an LCS Location Notification Invoke message is sent to the target UE indicating the type of location request (e.g. current location) and the identity of the LCS client, the Requestor Identity (if that is both supported and available) and whether privacy verification is required. Moreover, the message may carry also the service type and the codeword.

[FFS: For a call related location request, the LCS client identity shall be set to the LCS client's called party number if no separate LCS client identity was received from the GMLC.] Optionally, the VMSC/MSC server may after sending the LCS Location Notification Invoke message continue in parallel the location process, i.e. continue to step 6 without waiting for a LCS Location Notification Return Result message in step 5.

NOTE 2:
This step is for further study, it should be investigated e.g. which client identities to include in the Privacy Notification message to be shown to the end-user.
5)
The target UE notifies the UE user of the location request. If privacy verification was requested, the target UE indicates to the UE user whether the location request will be allowed or not allowed in the absence of a response and waits for the user to grant or withhold permission. The UE then returns an LCS Location Notification Return Result to the VMSC/MSC server indicating, if privacy verification was requested, whether permission is granted or denied. Optionally, the LCS Location Notification Return Result message can be returned some time after step 4, but before step 9. If the UE user does not respond after a predetermined time period, the VMSC/MSC server shall infer a "no response" condition. The VMSC/MSC server shall return an error response to the GMLC if privacy verification was requested and either the UE user denies permission or there is no response with the UE subscription profile indicating barring of the location request in the absence of a response. 

6)
The MSC/MSC server sends a Location Request message to RAN. This message includes the type of location information requested and requested QoS and, in GSM, the UE's location capabilities. 

9.1.2.2
Positioning Measurement Establishment Procedure

7)
RAN determines the positioning method and instigates the particular message sequence for this method, as specified in UTRAN Stage 2, TS 25.305 [1] and GERAN Stage 2, TS 43.059 [16].

9.1.2.3
Location Calculation and Release Procedure

8)
When a location estimate best satisfying the requested QoS has been obtained, RAN returns it to the MSC/MSC server in a Location Report message. If a location estimate could not be obtained, RAN returns a Location Report message containing a failure cause and no location estimate.

9)
The MSC/MSC server returns the location information and its age to the GMLC, if the VMSC/MSC server has not initiated the Privacy Verification process in step 4. If step 4 has been performed for privacy verification, the VMSC/MSC server returns the location information only, if it has received a LCS Location Notification Return Result indicating that permission is granted. If a LCS Location Notification Return Result message indicating that permission is not granted is received, or there is no response, with the UE subscription profile indicating barring of location in the absence of a response, the VMSC/MSC server shall return an error response to the GMLC. If RAN did not return a successful location estimate, but the privacy checks in steps 4 - 5 were successfully executed, the VMSC/MSC server may return the last known location of the target UE if this is known and the LCS client is requesting the current or last known location. The MSC server may then release the Mobility Management connection to the UE, if the UE was previously idle, and the MSC/MSC server may record billing information.

10)
The GMLC returns the UE location estimate to the requesting LCS client as described in chapter 9.1.1.

***** NEXT MODIFIED SECTION *****

9.1.6 Packet Switched Mobile Terminating Location Request
(PS-MT-LR)

Figure 9.5 illustrates the general network positioning for LCS clients external to the PLMN for packet switched services. In this scenario, it is assumed that the target UE is identified using an MSISDN, PDP address or IMSI.
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Figure 9.5: General Network Positioning for Packet Switched MT-LR

9.1.6.1
Location Preparation Procedure

1)
Common PS and CS MT-LR procedure as described in 9.1.1.

2)
GMLC sends a Provide Subscriber Location message to the SGSN indicated by the HLR/HSS. This message carries the type of location information requested (e.g. current location), the UE subscriber's IMSI, LCS QoS information (e.g. accuracy, response time) and an indication of whether the LCS client has the override capability. For a session related location request, the message also carries the APN-NI to which the user has established the session. For a value added LCS client, the message shall carry the client name, the external identity of the LCS client and the Requestor Identity (if that is both supported and available), optionally the message may also carry the Service Type. If the HLR indicated that no codeword was stored for the UE user, the message may carry also the codeword received from the LCS client, to be displayed to the UE. For a PLMN operator LCS client, the message shall carry the internal identity of the LCS client. This message may also carry the result from the privacy check done in the PPR.
3)
If the GMLC is located in another PLMN or another country, the SGSN first authenticates that a location request is allowed from this PLMN or from this country. If not, an error response is returned. If SGSN received a Privacy Check Result from the GMLC, then other privacy checks are not needed. The possible LCS Location Notification Invoke procedure is made according to the Privacy Check Result got from the GMLC. If privacy check result was not received from the GMLC the SGSN then verifies LCS barring restrictions in the UE user's subscription profile in the SGSN. In verifying the barring restrictions, barring of the whole location request is assumed if any part of it is barred or any requisite condition is not satisfied. If LCS is to be barred without notifying the target UE and a LCS client accessing a GMLC in the same country does not have the override capability, an error response is returned to the GMLC. 
Otherwise, if the UE is in idle mode, the SGSN performs paging. The paging procedure is defined in TS 23.060[15].


FFS: The UE may be paged for location services even when in UMTS a signaling connection between mobile station and the network is established and in GSM when in Ready Mode. This makes it possible for the UE to start preparing an anticipated location service coming later by e.g. starting to measure GPS signals. 

4)
Security functions may be executed. These procedures are defined in TS 23.060 [15].

5)
If the location request comes from a value added LCS client and the UE subscription profile indicates that the UE must either be notified or notified with privacy verification and the UE supports notification of LCS, a notification invoke message is sent to the target UE indicating the type of location request (e.g. current location) and the identity of the LCS client and the Requestor Identity (if that is both supported and available), whether privacy verification is required. Moreover, the message may carry also the service type and the codeword. Optionally, the SGSN may after sending the LCS Location Notification Invoke message continue in parallel the location process, i.e. continue to step 7 without waiting for a LCS Location Notification Return Result message in step 6.

6)
The target UE notifies the UE user of the location request and, if privacy verification was requested, waits for the user to grant or withhold permission. The UE then returns a notification result to the SGSN indicating, if privacy verification was requested, whether permission is granted or denied. Optionally, this message can be returned some time after step 5, but before step 10. If the UE user does not respond after a predetermined time period, the SGSN shall infer a "no response" condition. The SGSN shall return an error response to the GMLC if privacy verification was requested and either the UE user denies permission or there is no response with the UE subscription profile indicating barring of the location request.

7)
The SGSN sends a Location Request message to the RAN. This message includes the type of location information requested, the requested QoS and any other location information received in paging response.

9.1.6.2
Positioning Measurement Establishment Procedure

8)
If the requested location information and the location accuracy within the QoS can be satisfied based on parameters received from the SGSN and the parameters obtained by the RAN e.g. cell coverage and timing information (i.e. RTT or TA), the RAN may send a Location Report immediately. Otherwise, the RAN determines the positioning method and instigates the particular message sequence for this method in UTRAN Stage 2 TS 25.305 and in GERAN Stage 2 TS 43.059. If the position method returns position measurements, the RAN uses them to compute a location estimate. If there has been a failure to obtain position measurements, the RAN may use the current cell information and, if available, RTT or TA value to derive an approximate location estimate. If an already computed location estimate is returned for an UE based position method, the RAN may verify consistency with the current cell and, if available, RTT or TA. If the location estimate so obtained does not satisfy the requested accuracy and sufficient response time still remains, the RAN may instigate a further location attempt using the same or a different position method. If a vertical location co‑ordinate is requested but the RAN can only obtain horizontal co-ordinates, these may be returned.

9.1.6.3
Location Calculation and Release Procedure

9)
When location information best satisfying the requested location type and QoS has been obtained, the RAN returns it to the SGSN in a Location Report message. If a location estimate could not be obtained, the RAN returns a Location Report message containing a failure cause and no location estimate.

10)
The SGSN returns the location information and its age to the GMLC, if the SGSN has not initiated the Privacy Verification process in step 5. If step 5 has been performed for privacy verification, the SGSN returns the location information only, if it has received a LCS Location Notification Return Result indicating that permission is granted. If a LCS Location Notification Return Result message indicating that permission is not granted is received, or there is no response, with the UE subscription profile indicating barring of location, the SGSN shall return an error response to the GMLC. If the SGSN did not return a successful location estimate, but the privacy checks were successfully executed, the SGSN may return the last known location of the target UE if this is known and the LCS client is requesting the current or last known location. The SGSN may record billing information.

11)
The GMLC returns the UE location information to the requesting LCS client. If the LCS client requires it, the GMLC may first transform the universal location co-ordinates provided by the SGSN into some local geographic system. The GMLC may record billing for both the LCS client and inter-network revenue charges from the SGSN's network.

Before sending the location service response H-GMLC may initiate similar privacy check procedure as in the steps 4 and 5. This privacy check request shall include the subscribers location estimata and based on this location information the PPR may disallow LCS client to get subscribers location.

9.5.2 Privacy Procedures

The Subscriber LCS Privacy Profile, SLPP shall contain the privacy options defined in the HLR of the UE subscriber.

The SLPP shall be downloaded to the VMSC, MSC Server and SGSN together with the rest of his subscription information in the existing operation INSERT_SUBSCRIBER_DATA. It will be deleted with the existing operation DELETE_SUBSCRIBER_DATA.

The POI is transferred from the GMLC to the VMSC/MSC Server/SGSN in the location request. Based on the location of the GMLC the VMSC/MSC Server/SGSN evaluates whether to accept or ignore the received POI according to the definition in clause 9.5.1.

If the POI is accepted the location requested is unconditionally performed. Otherwise if the POI is ignored the VMSC/MSC Server/SGSN evaluates the privacy options in the UE subscriber's subscription profile (assuming this is held in the VLR/MSC Server/SGSN). As an alternative, the GMLC requests PPR to evaluate, the privacy options in the UE subscriber's privacy profile (assuming this is held in the PPR or in a registry associated with it). If the corresponding register does not contain the UE subscription profile, LCS will rely on the existing GSM recovery mechanisms to obtain the profile.

If more than one privacy class are subscribed, privacy class for an MT-LR is selected according to the rule described in the ANNEX A. 

If the location request is allowed by the privacy options the location request is performed. Otherwise, if the location request is barred by the privacy options, the location request is refused an error response is returned to the GMLC with a cause code indicating that the request was rejected by the subscriber.

9.5.3
UE Privacy Options

The UE privacy options in the SLPP apply to an CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR and either indicate that no CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR is allowed for the UE (except as may be overridden by the POI or local regulatory requirements) or define the particular classes of LCS client for which an CS-MT-LR/PS-MT-LR or NI‑LR/PS-NI-LR for location are allowed, with the following classes being possible:

[Editor's note: An e-mail comment pointed out that there are different cases still to be covered in the description of the classes: 1. the LCS Client identity is included in SLPP or 2. the LCS Client identity is NOT included in SLPP. Also some GMLC restriction conditions need to be mentioned.] 

a)
Universal Class - allow positioning by all LCS clients;

b)
Call/Session related Class

c)
Call/Session-unrelated Class

d)
PLMN operator Class

Moreover the SLPP may contain the service types allowed by the subscriber. 
All UE privacy options of above four classes are commonly used for both CS and PS domain.
If a privacy option setting in a domain is updated, the same modification will be applied to the other domain.
The classes and corresponding subscription options are described below.
9.5.3.1
Universal class

When the user of the UE subscribes to the "Universal Class" the CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR positioning is allowed by all LCS clients.

If the UE subscribes to the universal class, any CS-MT-LR or NI-LR shall be allowed by the VMSC/MSC Server and any PS-MT-LR or PS-NI-LR shall be allowed by the SGSN. If local regulatory requirements mandate it, any MT-LR for an emergency services LCS client and any NI-LR for an emergency services call origination shall be allowed by the VMSC/MSC Server.

9.5.3.2
Call/Session related class

When the user of the UE subscribes to the "Call/Session related Class" the CS-MT-LR/PS-MT-LR or NI-LR/PS-NI-LR positioning is allowed in the following cases:

Allow positioning by specific identified value added LCS client or groups of value added LCS Client to which the UE originated a call in CS domain or a value added LCS client with which the UE has a session via an active PDP context in PS domain indicated by a specific APN-NI. For all clients in the call related class, or for each identified LCS client or group of LCS Clients, one of the following subscription options shall apply:

* 
location request allowed only from GMLCs identified in the SLPP;

* 
location request allowed only from a GMLC in the home country;

* 
location request allowed from any GMLC (default case).


For each identified value added LCS client or group of LCS Clients in the privacy exception list, one of the following subscription options shall apply:

* 
positioning allowed without notifying the UE user (default case);

* 
positioning allowed with notification to the UE user;

* 
positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

* 
positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.


For all value added LCS clients sending a call related CS-MT-LR/PS-MT-LR that are not identified in the privacy exception list, one of the following subscription option shall apply:

* 
positioning not allowed;

* 
positioning allowed without notifying the UE user (default case);

* 
positioning allowed with notification to the UE user;

* 
positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

* 
positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

NOTE 1:
The usage of Call/Session related Class in the IM subsystem is FFS.

***** NEXT MODIFIED SECTION *****

9.5.4 Enhanced Privacy Check

In order to support more flexible privacy settings for location services the HLR/HSS may indicate that the subscriber’s privacy information for location services is available in an external database, i.e. the Privacy Profile Register (PPR). The PPR may contain similar LCS UE subscription data as desribed in the section 10.1.1 and in addition PPR may contain also more enhanced privacy settings. The PPR can execute privacy check and sends the Privacy Check Result to Home-GMLC, which may forward the information to MSC/SGSN. The PPR is accessible via the Lr interface.
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