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7. 
Network support for enhanced  privacy checking in Release 6
LCS Stage 2 specification TS 23.271 defines only a limited set of privacy options in chapter 9.5.3 consisting mainly of five different privacy settings:

· positioning not allowed;

· positioning allowed without notifying the UE user (default case);

· positioning allowed with notification to the UE user;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

These settings in the network are probably too limited to support the increasing number of LCS clients and the varying privacy requirements for location services especially for roaming subscribers.

It should be possible to have variable privacy settings, e.g. according to time of day, day of week and according to the location of the target UE. However, for compatibility reasons to Rel-4 the MSC/SGSN and HLR privacy functionality has to be kept to support notification and verification. 

Note 1: 
It is FFS if these additional privacy settings could be handled by the User Profile services as specified in 3GPP.

In order to keep the compatibility with pre-Rel-6 privacy functionality (notification/verification), the concept of “pseudo-external identity” is used in Rel-6 and later releases. In the current stage 2 specification 23.271, the external identity is defined as the identity of external LCS client. The pseudo-external identity is not the identity of real external LCS client but the identity, which is used for notifying SGSN/MSC of the location request class (call/session related or non-related) and the required type of indication for the target UE user. The pseudo-external identity shall be defined by each operator. Eight pseudo-external identities shall be defined according to the type of indication and the location request class (call/session related class or not). The eight pseudo-external identities are summarized in the table 1. Operator allocates E.164 addresses for the pseudo-external identities. 

Table 1: Pseudo-external identities

	Pseudo-external identity
	Location request class
	Type of indication

	Pseudo-external identity 1
	Call/Session related class
	Location allowed without notification

	Pseudo-external identity 2
	
	Location allowed with notification

	Pseudo-external identity 3
	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 4
	
	Location with notification and privacy verification; location restricted if no response

	Pseudo-external identity 5
	Call/Session non-related class
	Location allowed without notification

	Pseudo-external identity 6
	
	Location allowed with notification

	Pseudo-external identity 7
	
	Location with notification and privacy verification; location allowed if no response

	Pseudo-external identity 8
	
	Location with notification and privacy verification; location restricted if no response


Note: More pseudo identities may be required.

The pseudo-external identities are registered in HLR/HSS as SLPP of each UE in advance. 

When a GMLC receives a location request, the GMLC performs the privacy check, maybe with PPR. In case negative result of the privacy check, the GMLC immediately returns the response back. In case positive result, in order to indicate SGSN/MSC which type of indication (notification/verification) is required for the location request, the GMLC selects a proper pseudo-external identity according to the privacy check result. Then the GMLC replaces the external identity to the selected pseudo-external identity. The original external identity may be included in the LCS client name field if the operator want to notify the UE of not only original LCS client name but also the original identity. Then the GMLC sends Provide Subscriber Location message to MSC/SGSN as specified in 23.271. The SGSN/MSC selects the type of behavior according to the SLPP of the target UE and the pseudo external identity. 
With the pseudo-external identity, it is possible to enable the Rel-4 MSC/SGSN to behave according to the result of the enhanced privacy check mechanism without any modification of the Rel-4 SGSN/MSC. The pseudo-external identity also enables to handle the call/session related class. 
Even in the case when the target UE wants to be protected by the enhanced privacy check mechanism and the original external identity is replaced by the pseudo-external identity, the target UE can receive the client name of the LCS client to identify the LCS client. In the case when the target UE does not want to be protected by the enhanced privacy check mechanism and the HSS stores the SLPP including the original external identity list, the original external identity is sent to the target UE as previous release. 

Even with the pseudo-external identities shown above, the enhanced privacy parameters (i.e. Requestor ID, Codeword and Service Type) cannot be notified to the target UE, when the SGSN/MSC is Rel-4.
7.1 
Architecture alternative with privacy profile register (PPR) 

7.1.1 Architecture 

In order to support additional privacy settings for location services the HLR/HSS may indicate that the subscriber’s additional privacy information for location services is available in an external database, e.g. the Privacy Profile Register (PPR). The PPR may contain additional privacy settings, e.g. according to time of day, day of week and according to the location of the target UE. In case the PPR have executed the additional privacy check and given the result back to GMLC, then GMLC will in case of positive result from PPR forward the Location Request to MSC/SGSN as specified in 23.271 or in case of negative result from PPR immediately return the response back to LCS Client. The PPR is accessible from the GMLC via the Lr interface. This is illustrated in figure 7.1.
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Figure 7.1.1; LCS architecture alternative with PPR attached to GMLC

The PPR is normally managed by the PLMN operator and there is trusted signaling between GMLC and PPR. When the request has to be delivered via an unsecured network, (e.g. the public IP-network) the PPR server needs to be authenticated and the traffic has to be secured.

The PPR could be located outside the operator’s core network, but this type of architecture is outside the scope of 3GPP.

Privacy check according to Rel-4 and Rel-5 (privacy check in MSC/SGSN) and the additional "privacy check" of GMLC/PPR (as described in this TR) may lead to different results

GMLC sends the privacy check request to PPR. If the privacy check was approved by the PPR it will report to GMLC whether the subscriber wants to be notified, verified or whether the request is allowed without notification. GMLC will use this result and pass it on to the MSC/SGSN as an additional “result” field in the PSL message on the Lg interface. There are 3 alternatives how to combine the PPR result with the privacy checking in MSC (Rel-6):

1. MSC shall check as specified in TS 23.271, whether the subscriber has blocked all LCS services, in which case the PPR result shall be rejected. In all other cases the PPR result shall be used as described in alternative 3 below, see note 3.

2. MSC shall also perform a privacy check as specified in TS 23.271, Rel-4 or Rel-5 as applicable, in the following cases:

· PPR result is not received or MSC does not understand the result. 

· PPR result is received but not used. 


3. MSC receives the PPR result and shall start MT-LR according to the result, see note 3.

All the alternatives are configurable result handling routines. MSC can be configured so that one of alternatives 1, 2 or 3 is defined as default routine for each GMLC that is allowed to request for location from this MSC. MSC verifies what GMLCs are allowed to do location as defined in TS 23.271. The HLR sends the PPR address per subscriber in the SRI response to GMLC and when a PPR is indicated, the GMLC may select that the privacy check is to be performed in the PPR pointed out by HLR. The Home PLMN operator is able to define what is the physical address of the logical entity PPR. The operator may even allow the subscriber to specify the location of the PPR and define the corresponding PPR address in the HLR/HSS 

This solution is especially feasible in roaming situations, since the PPR address is received from the HLR/HSS and the privacy is always checked in a single point that holds the subscriber’s privacy rules.

With this architecture alternative, when the PPR holds all the subscribers privacy information and if the privacy check fails the location request can be rejected already at that point. This means that there is no need to send the location request further to MSC/SGSN This functionality hence reduces the MSC/SGSN and the Lg interface capacity load.

The privacy settings in HLR and PPR shall be consistent with the privacy settings in PPR, but this is seen as a network management issue outside the scope of this TR.
If the GMLC supports this enhanced privacy check functionality including the Lr interface it should inform HLR about this in the SRI procedure. If HLR does not receive such information it can anticipate that the enhanced privacy check could not be handled. HLR can in this case select to reject the location request if necessary or send routing information to GMLC.  

Note 1: 
SA3 will investigate whether the preferred solution alternative is acceptable from security point of view.

Note 2:  
It should be defined in MSC/SGSN what is the level of trust that MSC/SGSN can apply for the privacy setting result sent by GMLC/PPR, also when GMLC is in another country. This can be done using result handling routines 1 and 2, as described above.

Note 3: 
GMLC includes in the privacy request to PPR an indication whether the Location request is call/session related or not. 

Note 4: 
In case of deferred MT-LR, PPR will notify GMLC to make a new privacy request for the corresponding target mobile, if the user has changed privacy settings and there exists ongoing location request at the moment.
7.1.2 Information Flow
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Figure 7.1.2; General information flow for the architectural alternative with the PPR attached to GMLC
*Note 1. The Enhanced Privacy Check Request may contain the codeword and the service type.

*Note 2. The Requestor ID and the codeword shall be sent to the MSC/SGSN if they are wanted to be shown to the UE user in the LCS notification invoke procedure. Also the privacy check result shall be carried to the MSC/SGSN.
7.2. 
Architecture alternative with privacy profile register (PPR) attached to MSC/SGSN

7.2.1 Architecture 

In order to support additional privacy settings for location services the HLR/HSS may indicate that the subscriber's additional privacy information for location services is available in an external database, e.g. the Privacy Profile Register (PPR). To support these additional privacy settings (e.g. settings concerning service type, requestor ID etc.) in case of national and international roaming, the PPR is accessible from the MSC/SGSN via Ld interface. 

The privacy checks according Rel-4 privacy settings remain in the MSC/SGSN, the classification of the location request - call related/unrelated, PLMN operator - as well as the overall control of privacy checks - notification, verification, (emergency), privacy override - may be still located in the MSC/SGSN. In case the PPR has executed the additional privacy check and given the result back to the MSC/SGSN, the MSC/SGSN may decide – possibly dependent on information about whether the UE is in its home PLMN or it is roaming – how the result of Rel-4 or Rel-5 checks and the result of the additional privacy checks have to be merged (decision concerning verification/notification etc.).
The address information of the referring PPR is stored in the privacy data of the subscriber in the HLR/HSS. In this way the PPR is known to the (visited) MSC/SGSN in case of national or international roaming.  The PPR contains all privacy data or - for Rel-4 compatibility reasons - only the additional privacy settings. The PPR may contain only data of subscribers belonging to that PLMN.

For synchronization purpose between PPR and HSS/HLR concerning possible common privacy data the PPR may be connected to HLR/HSS via Lt interface. This interface may also be used for change of privacy settings e.g. by means of a SCI procedure through HLR/HSS.

Determination of a call or a session to a LCS client to which the UE has an active connection is done in the MSC or SGSN respectively. This information will be applied for the call/session related privacy checks in the SLPP of Rel-4, Rel-5 and the Rel-6 enhancements in PPR accordingly.

The notification and verification settings for the enhanced privacy check in the PPR are reported as result to MSC/SGSN, where the according procedures towards the UE are initialized.

Note 1: 
With this architecture enhanced privacy checking in case of national and international roaming is possible. 

Note 2: 
The Rel-4 and Rel-5 compatibility is given within this architectural proposal.

Note 2: 
As requested by the WI (SP-010574) this architecture allows the user easily to set or change the location related privacy parameters in the home network / PPR. 
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Figure 7.2.1; LCS architecture alternative with PPR attached to MSC/SGSN

7.2.2 Information Flow
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Figure 7.2.2; General information flow for the architectural alternative with the PPR attached to MSC/SGSN

7.2.3 Exceptional handling

The privacy settings for an active deferred MT-LR may have been changed while waiting for the event: For this, the MSC/SGSN shall access the PPR again, when the event is detected.

7.3. 
Architecture alternative with Home GMLC 

7.3.1 Architecture

In order to support the enhanced privacy settings for location services the HLR/HSS may indicate that the subscribers’ additional privacy information for location services is available in a particular GMLC, i.e. Home GMLC of the subscriber. The Home GMLC may contain additional privacy settings of the subscriber, e.g. according to time of day, day of week and according to the location of the target UE. The HLR/HSS sends the Home GMLC address per subscriber in the SRI response. The Home PLMN operator defines what is the physical address of the logical entity Home GMLC. In case a GMLC, (originated GMLC), which receives a location request from an external LCS client received the Home GMLC address of the target UE from the HLR/HSS and the address is not the same as its own address, the originated GMLC forwards the location request received from the external LCS client to the Home GMLC via Lr interface. Then the Home GMLC performs the enhanced privacy check. In case positive result the Home GMLC selects a proper pseudo-external identity, according to the required type of indication and the LCS privacy class (call/session related class or non-related class) of the location request, and replaces the external identity to the appropriate pseudo-external identity. Then the Home GMLC sends Provide Subscriber Location message to MSC/SGSN as specified in 23.271. If the target UE user’s privacy setting does not require the enhanced privacy check and the HSS stores the SLPP including the original external identity list, the Home GMLC does not replace the external identity and sends Provide Subscriber Location message with the original external identity. The Home GMLC forwards the location report received from the SGSN/MSC to the originated GMLC. In case negative result of the enhanced privacy check, the Home GMLC immediately returns the response back to the originated GMLC. The Home GMLC communicates with other GMLCs via the Lr interface. This architecture is illustrated in figure 7.3.
If a GMLC supports the enhanced privacy check functionality including Lr interface, it should send that information to HLR in SRI procedure. If that information is not received the home operator can then know that the enhanced privacy check could not be handled and the location request could be rejected already by the HLR.

With this architecture alternative, the Home GMLC holds the subscribers privacy information and if the privacy check fails the location request can be rejected already at the Home GMLC. That would mean that there is no need to send the location request further to MSC/SGSN. This functionality would reduce the MSC/SGSN and the Lg interface capacity.
When the Home GMLC concept is introduced, the deferred MT-LR is handled as following steps.

Step 1: 
When any privacy setting of a UE, which is held in Home GMLC of the UE, is changed, the Home GMLC checks whether there is any deferred MT-LR process related to the UE that the Home GMLC is waiting the event occurrence. 

Step 2: 
If there is a deferred MT-LR process, where the GMLC is waiting for the event to occur, the Home GMLC checks whether it is necessary to cancel the deferred location process in SGSN/MSC.

Step 3: 
In case it is necessary to cancel the deferred location request the Home GMLC sends Provide Subscriber Location message to the SGSN/MSC in order to cancel the deferred location request process and returns response back to the original GMLC. 

This solution is especially feasible in roaming situations, since the Home GMLC address is received from the HLR/HSS and the enhanced privacy check is always done in a single point that holds the subscribers’ enhanced privacy settings.

The Home GMLC may hold both of the enhanced privacy settings and Rel-4 and Rel-5 privacy setting.. Rel-4 and Rel-5 privacy checks in SGSN/MSC are performed as in the previous releases in order to decide the type of indication for the target UE. 

Note 1: 
The Home GMLC could not identify whether the location request is related to the ongoing call/session because the Home GMLC does not know about the called party number or APN of the ongoing call/session. The call/session related class shall be handled at SGSN/MSC as same as the current specification.
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Figure 7.3.1; LCS architecture alternative with Home GMLC

Note 2: 
It may be necessary to ensure that there is no inconsistency between privacy settings in HSS and Home GMLC, when the Home GMLC will hold both the enhanced privacy settings and the legacy privacy settings. The synchronization of the privacy settings between Home GMLC and HSS could be realized by using O&M functionality or by using enhanced Lh interface. This is FFS. 


7.3.2 Information Flow
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Figure 7.3.2; General information flow for the architectural alternative with the Home GMLC
Note : 
In step 6, the Requestor ID and the codeword shall be sent to the MSC/SGSN (Rel-5 and Rel-6) if they are wanted to be shown to the UE user in the LCS notification invoke procedure. Also the result shall be carried to the SGSN/MSC (Rel-5 and Rel-6). 
The Home GMLC may in step 6 send also a pseudo-LCS client identity to MSC/SGSN of Rel-4 or earlier. This signaling step should be further detailed.
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7.5 
Comparison between each architectural alternatives

Several architectural alternatives are proposed in Chapter 7. This section compares the proposed architectural alternatives. 

Table 7.5.1; Comparison from operator’s point of view. (See Note)
Note: 
The criteria is whether an operator can protect the operator’s subscribers against location requests, which needs enhanced privacy check. The operator may reject a Rel-4 or Rel-5 location request in a Rel-6 network.
The Rel-5 and Rel-6 GMLC includes a notification to HLR that it supports Rel-5 or Rel-6 enhanced user privacy.
	SGSN/MSC
	Rel-6
	Rel-4 or earlier
	Rel-6

	HLR
	Rel-6
	Rel-6
	Rel-6

	GMLC which received the location request from LCS client
	Rel-4 or earlier
	Rel-6
	Rel-6

	7.1 

PPR attached to GMLC
	Yes
If the operator wants to protect operator’s subscriber against unwelcome location request, HLR needs to reject SRI from the GMLC because the enhanced privacy cannot be checked. HLR may reject SRI from the GMLC depending on the setting in HLR

The GMLC cannot access the PPR
	Yes
Enhanced privacy check is performed in the PPR and the PPR rejects the unwelcome location request. 
GMLC will use in PSL request to MSC a Pseudo LCS Client ID that it receives from the PPR to provide backward compatibility
	Yes
Enhanced privacy check is performed in the PPR and the PPR rejects the unwelcome location request.

	7.2

PPR attached to MSC/SGSN
	Yes
Rel-4 privacy checks remain in MSC/SGSN and are possible
If the operator wants to protect operator’s subscriber against unwelcome location request, HLR needs to reject SRI from the GMLC because the GMLC cannot send some parameters for enhanced privacy to the MSC/SGSN and the MSC/SGSN cannot check the enhanced privacy by using new parameters (i.e. codeword, requestor id, service type, etc)

The MSC/SGSN can access the PPR, but the MSC/SGSN cannot obtain some parameters sent from the LCS client because the GMLC does not support Rel-6.
	Yes, 
the HLR may reject the SRI if the MSC/ SGSN does not support the proper LCS capability set.

The Pseudo Id cannot be used.

The MSC/SGSN cannot access the PPR and rejects the request due to Rel-4 incompatibility reasons.
	Yes
Enhanced privacy check is performed in the PPR and the PPR rejects the unwelcome location request.

	7.3

Home GMLC
	Yes
If the operator wants to protect operator’s subscriber against unwelcome location request, HLR needs to reject SRI from the GMLC because the enhanced privacy cannot be checked. The GMLC cannot access the Home GMLC and SGSN/MSC.
	Yes
Pseudo Id are used towards Rel-4 MSC/SGSN.

Enhanced privacy check is performed in the Home GMLC and the Home GMLC rejects the unwelcome location request.
	Yes
Enhanced privacy check is performed in the Home GMLC and the Home GMLC rejects the unwelcome location request. 

	7.4 
PPR- HSS
	
NA
	
NA
	
NA

	Chapter 6
Rel-5 architecture
	Yes
If the operator wants to protect operator’s subscriber against unwelcome location request, HLR needs to reject SRI from the GMLC because the enhanced privacy cannot be checked. HLR may reject SRI from the GMLC depending on the setting in HLR, so the GMLC could not access the SGSN/MSC
	Yes
HLR may reject SRI if the MSC/SGSN does not support the proper LCS capability set.
	Yes
Codeword is checked in the HLR and the HLR rejects the requests if the codeword check is not successful or the MSC/SGSN does not support proper capabilities


Table 7.5.2; Other criteria
Note: The Network Scenario for this table is that GMLC, HLR, MSC/SGSN are all Release 6 (except column 2).
	
	Enhanced support for location information privacy in other services e.g. Presence and Generic User Profile
	The operator can provide the enhanced Rel-6 privacy mechanisms to the Target UE subscriber or not in the Rel-4 MSC/SGSN.
	Call/Session related Class

(Note 2)
	Deferred MT-LR  (Note 3)
Handling of event-based LCS   (Note 4)

	7.1 

PPR attached to GMLC
	FFS
	Yes for enhanced privacy check in network.
The operator can provide the enhanced privacy mechanism even if the MSC/ SGSN is Rel-4 using pseudo id.
No in the sense that codeword, service type, requestor are not shown to target UE.
	Yes
PPR can send two results:  
- call/session
   unrelated and  
- call/session 
   related
MSC/SGSN shall confirm if the request is call/session related
	Yes
VMSC/SGSN might have to contact PPR in the HPLMN (depending on the event), carrying the information needed to perform privacy checks. 


	7.2

PPR attached to MSC/SGSN
	FFS
	Yes for codeword check in HLR

No for other enhanced privacy checks. No in the sense that codeword, service type, requestor are not shown to target UE.
	Yes
MSC/SGSN recognize the call/session related connections and can support it for the enhanced services
	Yes
VMSC/SGSN might have to contact PPR in the HPLMN (depending on the event), carrying the information needed to perform privacy checks. 

	7.3

Home GMLC
	FFS
	Yes for enhanced privacy check in network.

The operator can provide the enhanced privacy mechanism even if the MSC/ SGSN is Rel-4 using pseudo ids

No in the sense that codeword, service type, requestor are not shown to target UE.
	Yes
Call/Session related class is handled in SGSN/MSC. Home GMLC may replace the external client identity to the pseudo-external client identity.

	Yes
When the enhanced privacy setting of the UE is changed, the Home GMLC cancels the deferred MT-LR dependent on the changes.


	7.4 
PPR- HSS
	
NA
	
NA
	
NA
	
NA

	Chapter 6

Rel-5 architecture 

	FFS
	Yes for codeword check in HLR

No for other enhanced privacy checks. No in the sense that codeword, service type, requestor are not shown to target UE.
	Yes

(no impact)


	Yes(no impact for deferred LR)For event based LR the VMSC/SGSN can perform privacy checks when the event occurs, basing on the event related information and SLPP. The SLPP would need to be updated. 


Note 2: 
The criteria is whether it is possible to handle the call/session related class in SLPP that is already defined in Rel-4 specifications and to be enhanced for the Rel-6 privacy settings. If the PPR or Home GMLC does not store the SLPP and the SLPP is checked in the MSC/SGSN, this issue is not caused. ??
Note 3: 
The criteria is whether it is possible to reflect the new privacy setting changed during waiting the event occurrence of the deferred MT-LR.
Note 4: 
In deferred location request the privacy check has to be performed when the event occurs. The criteria is the possibility to handle event-based LCS: for some events, the result of the privacy checks may depend on information owned by the VPLMN. When such new events are defined, the information has to be transferred to the node performing privacy checks. If privacy checks are performed in the HPLMN, the interfaces between the VPLMN and HPLMN have to be updated for each new privacy check. This shows that if the privacy checks are performed in the HPLMN, there will be anyway the need to update interfaces when new privacy checks are introduced.

The description of the architecture alternatives might need to be changed to show how the privacy of deferred location requests is handled.

Editor’s note: Table 7.5.3 should be updated according to the SA2 approved tdoc S2-020872.

	
	
	
	
	

	

	



	
	
	

	

	




	
	
	

	

	



	

	
	

	
	



	
	
	


7.6 
Conclusion on architecture for the enhanced privacy checking 


Table 7.6.1 compares the advantages and disadvantages between the different architecture alternatives to enhance the support for user privacy in location services. 
Table 7.6.1; General advantages and disadvantages with the different alternatives
	
	
Advantages
	
Disadvantages

	7.1 

PPR attached to GMLC
	Small changes for MSC/SGSN & HLR. Enhanced privacy check could be used with pre Rel-6 MSC/SGSN with pseude-external identities.
When new functionalities are later added, no modifications needed in MSC/SGSN & HLR
No support required from the visited network, even when new enhancements are added. Home operator can offer its subscribers the same set of services no matter where they are roaming.

Flexible and extensible solution. Privacy functionality is independent from all other network entities. When new functionality is added only Lr interface needs to be changed.
By defining an open interface to PPR it is implementation dependent where PPR is physically residing. As PPR need not be physically attached to any particular NE it ensures flexibility and extensibility.

Home PLMN can reject the MT-LR, if the visited network does not support the functionality.

PPR functionality can be developed independently from any other NE, with possible enhancements to the Lr interface in GMLC.

Support for call/session related classes can be obtained with two privacy results from PPR.
	New interface needed


	7.2

PPR attached to MSC/SGSN
	Support for call/session related class.


	Not a flexible solution, since big changes are needed for all the existing Lg interfaces and MSC/SGSN.

When new functionalities added also support needed from Lg interface and MSC/SGSN. Same set of services cannot be offered in the home PLMN and in the visited PLMN.

Huge impact from implementation point of view and very long roll-out times when new functionality is added.

Expensive solution as functionality needs to be added to lot of NEs. I.e. 2G-MSC, MSC server, 2G-SGSN, 3G-SGSN. Impacts the whole CN

	7.3

Home GMLC
	Small changes for MSC/SGSN & HLR. Enhanced privacy check could be used with pre Rel-6 MSC/SGSN with pseude-external ID.
When new functionalities are later added, no modifications needed from MSC/SGSN & HLR!

No support required from the visited network, even when new enhancements are added. Home operator can offer to its subscribers same set of services no matter where they are visiting.
Interface needed between home GMLC and visited GMLC.

Home PLMN can reject the MT-LR if visited network does not support the functionality.

Support for call/session related classes could be obtained with two privacy results from PPR.
	Interface needed between home GMLC and visited GMLC.

Not as flexible as PPR connected to GMLC with an open interface. PPR is restricted to remain in the GMLC.

Primary task of GMLC is to get the location from the network. PPR functionality may be seen as out of scope for GMLC.

Core GMLC functionality can’t be developed independently from PPR functionality.

	7.4 HLR
	NA
	NA

	Ch. 6 
Rel-5 solution
	No new interfaces needed
Basic user privacy functions are supported in rel-5: codeword, requestor and service type privacy.
	Signaling traffic in the following interfaces will increase dramatically:

HLR – 2G MSC

HLR – MSC server

HLR – 2G SGSN

HLR – 3G SGSN

Signaling traffic in the following interfaces will increase:

GMLC – 2G-MSC

GMLC – MSC server

GMLC – 2G-SGSN

GMLC – 3G-SGSN

The databases in the HLR, VLR and SGSN will increase dramatically.

Rel-5 privacy functions requires corresponding support from HLR, GMLC and the visited network’s 2G-MSC, MSC server, 2G-SGSN and 3G-SGSN, etc.

Adding any new functionality will impact all network elements listed above

The same set of services cannot be offered in the home PLMN and in the visited PLMN.




When comparing all disadvantages and advantages of the different architecture alternatives as summarized in table 7.6.1 it can be concluded that all alternatives have some advantage. However, there are also important disadvantages in several cases, which can be seen as more or less important depending on the viewpoint.

In order to progress the work on enhanced user privacy in location services it seen important to choose a simple, well contained alternative that can be elaborated without too much impact on other parts of the network. 

In order to get significant improvement in the support for user privacy it is seen necessary to introduce new functionality in the 3GPP networks. According to this study, the best approach is to introduce a new functional entity, i.e. the Privacy Profile Register (PPR).

PPR could be a separate network element, which is connected to the GMLC. The PPR functionality may also be integrated in GMLC in some implementations. When GMLC receives a location request from the LCS client, the GMLC requests PPR to check the privacy settings for the target mobile. The information exchange between GMLC and PPR should be described on stage 2 level in TS23.271.

In case PPR is integrated in the home GMLC, there is a need to develop signalling also between the Visited GMLC and Home GMLC (PPR). This interface would be quite similar to the GMLC – GMLC interface requested by the GSM Association. GSM A points out that LIF-MLP, that has been standardized for the Le interface between the LCS client and GMLC could be enhanced to cover the signalling needs on the GMLC – GMLC interface.

The PPR should be standardized with an interface to GMLC as a standalone entity that may optionally be integrated in GMLC. The new interface should be standardized in such a way, that the standard is applicable also for the GMLC – GMLC (PPR) interface, as requested by the GSM Association.

The stage 2 aspects of these new interfaces should be standardized in 23.271 and LIF could be asked to develop the stage 3 level support for the new GMLC – GMLC (PPR) interface(s), based on the stage 2 requirements in TS 23.271.
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