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1.

Scope

This Technical Report for Rel-5 identifies and describes enhanced user privacy in location services (LCS) and the corresponding functional requirements. The TR describes some possible enhancements to the privacy mechanisms provided for Location Services to support the increasing number of LCS clients and the varying privacy requirements for location services. The TR describes the stage-2 type of functional requirements for enhancing user privacy in location services that may be moved to the LCS Stage 2 specification TS 23.271, as seen feasible by TSG SA2.

The basic network solution as standardized in TS 23.271 Release 5 is described in general terms in the TR, with an indication of what enhanced privacy features are supported in Rel-5. The further enhanced LCS privacy features in Rel-6 and some alternative network solutions to support user privacy in Release 6 are also described and compared. 
It should be noted that the GMLC-GMLC interface (Rel-6) is not taken into account in most network alternatives described in this report.
This TR defines the enhanced support of user privacy in location services regarding:

- General description of enhanced user privacy in location services
- Definition of enhanced user privacy in location services capabilities

- Functional requirements

- Security aspects
- Roaming, service availability and continuity

- Relation between privacy issues in Presence and Location services.
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3.2
Abbreviations

PPR
Privacy Profile Register

<< Next changed section >>

5.
Functional Description and Functional Requirements 

5.1
Service Type Privacy

The user may wish to differentiate between privacy requirements even with one LCS Client, depending on which service the user requests from this LCS client or which service the LCS client offers to the user. 

The LCS client requests location information for a target UE from GMLC. Currently the location request contains at least the identity of the LCS client and the identity of the target UE. The LCS client request is screened by GMLC using the identity of the LCS client. The screening mechanism is enough for the basic type of location requests, but there is a need to enhance the functionality of the mechanism because one single LCS client may offer or support several or a multitude of different services. It is clear that the target UE user will have different privacy demands for different services, even when only one LCS client offers the services. 

The enhanced mechanism should enable the users to allow their location information to be given to all LCS clients providing an indicated type of service. The user could e.g. allow all dating type services to get location information. The location request message issued by the LCS client to GMLC may include a service identity, which can be interpreted by GMLC to indicate what services belong to a certain Service Type category. The subscriber should be able to define and set privacy rules based on service type, so that services under that service type can be handled according to the corresponding service type privacy setting.  

The service requirements for service type privacy and the standardized service types are specified in TS 22.071 [1]. The service type functionality will allow subscribers to use location services more easily while roaming.  
The service type could be seen as an attribute of the LCS client and the LCS client name could contain the service type. It shall be possible to verify that the service identity indicated by the LCS client is correct.


Service type checking by the target would be a “looser” way of defining services, and allowing users and client more freedom in defining services, while service type checking by the network would require some standardization, but would allow the network to control “spamming” towards the target.


It is noted that application/content providers probably could support proprietary application based service identity privacy without waiting for Rel-5 of 3GPP.
It is emphasized that the service types offered by a certain LCS Client is to be part of the LCS Client service profile, which shall be known by the GMLC. An LCS client is hence not able to claim to offer services that are not included in its profile. The service type should only be conveyed between PLMNs with valid roaming agreements.

The LCS Server (PLMN) shall map the service identity given by the LCS client to a service type. The operator defines to what service type the given service identity belongs to.

Rel-5 includes a  standardized set of service types that can be used globally in all PLMNs. It shall be possible for the network operator/service provider to define additional service types that need not be globally unique. It is foreseen that the defined service types will be further elaborated in SA1 and possibly new service types added in Rel-6.
5.2 
Support for enhanced privacy checking

It is seen that the current way to handle the privacy related settings in the network is probably too limited to support the increasing number of LCS clients and the varying privacy requirements for location services. It should also be possible for the user to set or change the location related privacy parameters in the home environment. SA1 has decided that Release 6 should include new flexible ways to set privacy requirements, e.g. according to time, day of week and user location. In order to support such additional privacy settings for location services architectural changes may be needed, see chapter 7. Regarding privacy settings based on time of day, the time of the visited network could apply or e.g. some universal time, like UTC, but this is for further study. 
For compatibility reasons to pre Rel-6, the MSC/SGSN and HLR privacy functionality has to be kept regarding call/session related class, notification and verification of the location request.
The enhanced network support for flexible privacy settings, e.g. based on location, time of day, etc., is not included  in the scope of Release 5.
5.3 
Requestor 

In the current 3GPP LCS specifications only the LCS client is identified and authorized when a location based application is requesting the position of a target UE and in the original LCS specifications the LCS client itself was the originator, i.e. requestor, of the location information. The GMLC may store an “Authorized UE List”, which holds MSISDNs or groups of MSISDN of the target mobiles, for which the LCS Client may issue a location request [2]. 

Within 3GPP scope there is no mechanism for the target UE user to activate a certain application with a known LCS client, but still be able to restrict who are allowed to get position information regarding the target UE. A simple example of this type of service is a “Friends finder” application. Currently there is only a relation between the LCS client and the MSISDNs it is allowed to issue location request for, but there is no relation between the originating requestor and the target UE. This prevents the target UE user from authorizing the originating requestor.


TS 22.071 [1] specifies a new service requirement in Rel-5, that the Location Request issued by the LCS client should be enhanced to optionally include also the identity of the originator of the location request, i.e. the Requestor, not only the identity of the LCS client. The scenario is developed such, that the requestor is connected to the LCS client as a separate entity, with its own identity. Because of this, also the requestor should be authenticated by the LCS client .

Note: 
It is seen that when the requestors are authenticated by the LCS client, the LCS client should not use the same requestor identity for several requestors. When the requestors are authenticated by GMLC the GMLC should not use the same requestor identity for several requestors. On the other hand, the requestor identity could be used to identify a user group that could be used by and for different requestors, but this is for further study.
The identity of the Requestor shall be included in the privacy interrogation request, when this is sent to the target UE and shown to the user.
The basic requestor functionality is included in Rel-5 and may be further enhanced in Rel-6, see chapter 8.

5.4 

User Control

The target user must have full control regarding who can get his or her location information. The LCS stage 1 specification 22.071 [1] contains the following text on user control:

"The user shall be able to change the following settings in the privacy exception list.

-
the LCS Client and/or group of LCS Clients list

· the target UE user notification setting (with/without notification)

· the default treatment, which is applicable in the absence of a response from the target UE for each LCS client identifiers"
In addition the user should also be able to change privacy settings for the service types, Requestors and Codewords in Rel-5 and the time and location based  privacy settings in Rel-6. The mechanisms for user control are outside the scope of this Technical Report. 

5.5

Codeword

The codeword is an optional function for LCS location services to protect UE against third party monitoring his/her location.

The location request from the LCS client/Requestor may include the codeword for the target subscriber. The PLMN compares the codeword sent from the LCS client/requestor with the codeword, which is registered to the PLMN in advance. If the comparison of the codeword is successful, then the location request is not rejected. If the comparison fails, the PLMN judges that the location request shall be rejected. After the codeword is checked and the check is successful, the privacy setting in the current specification will be checked. The privacy setting in the current specification is not overridden even if codeword check is successful. The codeword is registered in the PLMN  by the subscriber. The subscriber may register multiple codewords. In this case, the location request is not rejected if the received codeword is included in the codeword list of the subscriber. The subscriber of the UE is responsible to distribute his/her codeword to such requestors, whom the subscriber has allowed to request his/her location. Once the codeword has been set and properly distributed, the subscriber is protected against the location request from a third party that does not know his codeword.

Optionally, the subscriber may specify that the codeword is not checked in the PLMN, but instead be passed to the subscriber as additional information to be used by the subscriber to determine whether or not the location request should be authorized. 
The mechanism for distribution of the codeword to the requestors and registration of the codeword by the UE subscriber with the operator is outside the scope of 3GPP. The mechanisms to generate the codeword are not yet described in this Technical Report and it is for further study whether the mechanisms need to be standardized. The codeword is applicable to the value added services only.
The codeword may be checked by the user of the UE or by the network.

TS 22.071 [1] specifies the service requirements for the codeword function and the codeword functionality is part of Rel-5.
5.7

Anonymity

For enhanced privacy the subscriber’s true identity (MSISDN) can be hidden and replaced with an alias that is used as a permanent or temporary reference of the subscriber, both when being a target and when being a requestor. The alias can be passed on from the terminal to the LCS Client application when the subscriber invokes a request e.g. to a specific service type. As another solution, a secured network proxy may allocate the anonymous ID (alias) to replace MSISDN. The LCS client will use alias as identifiers for the target subscriber instead of using the true MSISDN identity. GMLC will use the same alias, when sending the response to the LCS client.

It should be possible to define both permanent and temporary alias.

The service requirements for anonymity are to be discussed and agreed in SA1 and specified in TS 22.071 [1] for Rel-6. 
5.8
Related privacy issues in Presence and Location services

[See separate contribution.]

<< Proposed new section >>

5.9 
Summary of enhanced user privacy in location services in Rel-5 and Rel-6

Table 5.1 summarizes the enhanced user privacy features in Release 5 and Release 6.

Table 5.1; Enhanced user privacy features in Release 5 and Release 6.
	Feature
	In Release 5
	In Release 6
	Comment

	Service Type Privacy (5.1)
	Yes
	Yes
	may need to be further elaborated for Rel-6

	Flexible privacy settings (5.2)
	No
	To be developed for Rel-6
	

	Requestor (5.3, 8)
	Yes
	Yes
	may be enhanced in Rel-6, see chapter 8

	Codeword (5.5)
	Yes
	Yes
	may need to be further elaborated for Rel-6

	Anonymous target and anonymous requestor (5.7)
	No
	To be developed for Rel-6
	


There may be differences in the network support for enhanced user privacy in Rel-5 and in Rel-6. The Rel-6 solutions should be developed taking in account interworking with pre-Rel-6 releases.
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12. 
Charging Aspects

No charging aspects have been identified.
<< Next changed section >>

13. 
Security aspects

The following security aspects and security requirements have been identified:

· It shall be possible to verify that the service identity indicated by the LCS client is correct. The service types offered by a certain LCS Client is to be part of the LCS Client service profile, which shall be known by the GMLC. An LCS client is hence not able to claim to offer services that are not included in its profile. 

· The service type should only be conveyed between PLMNs with valid roaming agreements.
· The requestor should be authenticated by the LCS client.
· According to current specifications the LCS client shall be authenticated by GMLC and  authorized based on information in HLR.
· The alias for an anonymous target mobile or for an anonymous requestor shall be generated in a secure way, such that the real identity is never revealed to a third party.
· 

SA1 has specified service requirements for the requestor, LCS client, LCS server and e.g. requirements to protect the privacy of the target mobile user. The security aspects of LCS are specified in TS22.071, chapter 4.7.
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14.
Roaming, Service Availability and Continuity

.
There is a Work Item in the Rel-6 time frame regarding a new GMLC – GMLC interface to improve roaming support. 
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