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1. Introduction

This contribution proposes access list handling in the context of presence. Chapter 2 includes a brief investigation of the proposed new privacy mechanisms for location services as described in TR 23.871 and some comparisons whether the access rules for presence could be handled in a similar way.

2. Comparison of presence requirements on access list handling to LCS user privacy

In the previous presence drafting meeting Nokia presented a contribution on access rules (tdoc S2-P-020014). The contribution was not agreed as the relation the User privacy aspects in context of location (TR 23.871) were unknown. After studying the location related privacy proposals in TR23.871 it is clear that some of the current approaches listed in TR 23.871 could provide some of the necessary functionality to protect the privacy of the presentity in the presence service. 

It is noted that TR 23.871 has been developed in order to serve enhanced support for user privacy in location services and so far, there is no mentioning of other services. The scope of TR 23.871 does state that the relation between presence and location shall be studied, but this is not yet reflected in the main body of the report. There is another Nokia contribution, S2-020619, that propose text on anonymity and presence to be added in TR 23.871. 

When developing enhanced support for user privacy in location services it was seen necessary to introduce new functionality in the 3GPP networks, which should be simple and well-contained, so that the support for user privacy can be elaborated without too much impact on other parts of the network. According to the Nokia proposal in tdoc S2-020618, the best approach for location services is to introduce a new functional entity, i.e. the Privacy Profile Register (PPR). There is, however, ongoing discussion should the PPR-functionality be included in GMLC (Gateway Mobile Location Center) or connected to other network elements than GMLC.

Some of the new privacy concepts  described in TR 23.871 that could potentially be applicable also for presence are:

· PPR is introduces as a new functional entity that does privacy checking according to presentity's privacy policy. 

· PPR is accessed trough an IP-based interface.

· According to TR 23.871 it shall be possible to notify the ‘target mobile’ user, the 'presentity', about who is asking for location information. The 'presentity' may then agree or deny location information to be given to this requestor.

· The main reason to add a privacy profile register for location services is to enable the target mobile user, (the presentity), to define personal privacy rules, that can be easily changed by the user even when roaming. The privacy rules can be made simple or complex and may be related to time of day, time of week, or e.g. the user’s location or whether the mobile is out of contact, etc. It would also be possible for the ‘presentity’ to define different access levels to the existing information i.e. defining which information may be provided to the watcher. 

· The result indicated by PPR can be conditional, so PPR indicates the level of approval in the privacy check result. The PPR may request  additional information depending on the outcome of the first privacy check. This is used in location services when the user has defined a privacy rule, which depends e.g. on the location of the user. In this case PPR has to recheck, if the location of the user can be disclosed to the indicated ‘watcher’ when the ‘presentity’ is in its current location.

· One of the solution in TR23.871 is based on codeword i.e. 'presentity' will deliver a codeword to 'watchers' who are allowed to access the location of the 'presentity'. In the context of presence the watchers are typically persons and there is a big number of them. Therefore, changing the codeword would be practically very difficult if not impossible (change the codeword and deliver new codewords to all watchers). Use of codeword is optional in TR 23.871.

The list of enhanced user privacy features in location services is quite long and quite many of the features do have relevance for presence. Further investigation is needed if and how these privacy concepts could be used to enhance the access rules in presence. It is noted that the privacy profile register concept is actually able to support most if not all of the access rules described in chapter 3 below, but further study is needed whether a combination of sorts between privacy mechanisms in location services and presence would be appropriate.

3. Presence information and access lists

The sensitivity of the presence information varies significantly. Some of the information can be public i.e. made available for everybody e.g. phone number whereas some of the information can be very private e.g. the exact location. To be able to control the presence information the presentity controls access rules. The access rules define the watcher's access to the presence information. There are number of access rule related requirements in the TS 22.141. This contribution elaborates them and defines rules how they should be treated.

The TS 22.141 requires that the following management requirements shall be supported for the presence service:


a)
Access to the presence service

The presentity shall have the ability to accept or reject a request for presence information on a per watcher basis, with the option:

i)
once only per watcher (e.g. set up access rules for known watcher, groups of watchers, anonymous watcher-subscriptions, etc.), 

ii)
for each presence information request (e.g. for watchers that are unknown or not set up in the current access rules). iii) it shall be possible for the presence service to make access control decisions on behalf of the presentity (e.g. when the presentity is out of contact) subject to the presentity's privacy

and

These access rules shall define:

· a list of watchers allowed access to the presentity’s presence information. This list can be defined in several ways. For example: watchers x and y are allowed, or every watcher is allowed except watcher z…

**** New chapter ****

7. Access rules

Access rules contain the identities of the watchers (in case of anonymous watchers can be e.g. anybody) that are allowed to access the presence information of the presentity. In addition to the watcher identities, the access rules contain the presence information or reference to the presence information that is allowed to be accessed by the listed watchers. The access lists can be logically arranged to be part of the presence server or a separate entity in the network e.g. PPR (Privacy Profile Register).

Access lists can be divided into three different categories: private access lists, public access lists and blocking lists. To ensure correct operation of presence service the access lists have to be evaluated in a defined order as presented below (described in Figure X). Once the hit is found the evaluation is halted and presence information according to access is delivered.

1. Is the watcher on blocklist? 

2. Is the watcher on the personal access list (there can be several personal access lists)?

3. Is the watcher on public access list (created e.g. by service provider containing all watchers)?

4. Send a notification to the presentity of pending access request.
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Figure X. Access list evaluation order for presence service

4. Proposal

It is proposed to include the text in 'Chapter 7' as a new chapter to the TR 23.841. Furthermore, it is proposed that development of TR 23.871 is closely followed and the applicable parts of that are utilised in presence service.
























































































