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	The current mechanism for IPv6 stateless address autoconfiguration defined in 23.060 is not aligned with the standard IETF mechanism and as such is prone to incompatibilities with future developments of IPv6. Already some features of IPv6 have been identified that do not work properly with the current mechanism (e.g. privacy extensions for IPv6 defined in RFC 3041). In order to avoid such incompatibilities, today and in the future, it is therefore essential to align the support of IPv6 in GPRS/UMTS with the mechanisms defined in the IETF.

This CR corrects the current shortcomings of the IPv6 stateless address autoconfiguration in 23.060, mainly by specifying that a different prefix shall be allocated to each PDP context that uses stateless address autoconfiguration.

This principle is recommended in the Internet-Draft “draft-wasserman-3gpp-advice-00.txt”, which has been produced by a design team composed of IETF IPng experts that have investigated the use of IPv6 in the 3GPP architecture. 

It shall be noted that these experts do not believe that this principle could lead to an over-consumption of the vast IPv6 addressing space, as indicated in the Internet-Draft.

Note that the IETF IPng working group has adopted this Internet-Draft as working group item in the last IETF meeting (Dec 2001), with the intention to quickly progress it to the status of informational RFC.
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	The IPv6 stateless address autoconfiguration procedure is modified to support allocation of a distinct prefix to each PDP context.
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	The support of IPv6 stateless address autoconfiguration in GPRS will not be aligned with the standard IETF mechanism and therefore risks not being compatible with future developments of IPv6 in IETF.

	
	

	Clauses affected:
(

	9.2.1.1

	
	

	Other specs
(

	
	 Other core specifications
(

	

	affected:
	
	 Test specifications
	

	
	
	 O&M Specifications
	

	
	

	Other comments:
(

	It shall be noted that only the UE and the GGSN are impacted by these changes. The SGSN remains untouched.


9.2.1.1 Dynamic IPv6 Address Allocation

IPv6 address allocation is somewhat different from the IPv4 address allocation procedure. There are two possibilities to allocate the address for an IPv6 node – stateless and stateful autoconfiguration. The stateful address allocation mechanism needs a DHCP server to allocate the address for the IPv6 node. In the stateless autoconfiguration, the IPv6 node is more involved in the allocation of the address. In addition, the stateless autoconfiguration procedure does not need any external entity involved in the address autoconfiguration.

IPv6 stateful address autoconfiguration uses the standard External PDN Address Allocation procedure, as described in 3GPP TS 29.061 [27]. The GGSN informs the MS that it shall perform stateful address autoconfiguration by means of the Router Advertisements, as defined in RFC 2461[71]. For this purpose, the GGSN shall automatically and periodically send Router Advertisement messages towards the MS after a PDP context of type IPv6 is activated. The use of stateless or stateful address autoconfiguration is configured per APN.
In order to support the standard IPv6 stateless address autoconfiguration mechanism, as defined by the IETF, within the particular context of UMTS (point-to-point connections, radio resource efficiency, etc), the GGSN shall assign a prefix that is unique within its scope to each PDP context applying IPv6 stateless address autoconfiguration. The size of the prefix is according to the maximum prefix length for a global IPv6 address. This avoids the necessity to perform duplicate address detection at the network level for every address built by the MS. The GGSN shall not use the prefix advertised to the MS to configure an address on any of its interfaces.
To ensure that the link-local address generated by the MS does not collide with the link-local address of the GGSN, the GGSN shall provide an interface identifier (see RFC 2462 [69]) to the MS and the MS shall use this interface identifier to configure its link-local address. This is applicable for both stateful and stateless IPv6 address autoconfiguration. In case of stateless address autoconfiguration however, the MS can choose any interface identifier to generate addresses other than link-local, without involving the network. In particular, the SGSN and the GGSN are not updated with the actual address used by the MS, as the prefix alone identifies the PDP context.
Figure 1 illustrates the IPv6 stateless autoconfiguration procedure. The figure and its description show only the messages and actions specific to the IPv6 stateless address autoconfiguration procedure. For a complete description of the PDP Context Activation Procedure, refer to the corresponding clause.
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Figure 1: IPv6 Stateless Address Autoconfiguration Procedure

1)
The MS sends an Activate PDP Context Request message to the SGSN as defined in clause "PDP Context Activation Procedure". The MS shall leave PDP Address empty and set PDP Type to IPv6.

2)
Upon reception of the Create PDP Context Request, the GGSN creates an IPv6 address composed of the prefix allocated to the PDP context and an interface identifier generated by the GGSN. This address is then returned in the PDP Address information element in the Create PDP Context Response message. The processing of the Create PDP Context Request and Create PDP Context Response, in both the SGSN and the GGSN, is otherwise as specified in clause "PDP Context Activation Procedure".
NOTE: 
Since the MS is considered to be alone on its link towards the GGSN, the interface identifier does not need to be unique across all PDP contexts on any APN.
3)
The MS receives the IPv6 address produced by the GGSN in the Activate PDP Context Accept. The MS extracts the interface identifier from the address received and stores it. The MS shall use this interface identifier to build its link-local address and may also use it for building its full IPv6 address, as describe in step 5. The MS shall ignore the prefix contained in the address received in the Activate PDP Context Accept. The processing of the Activate PDP Context Accept is otherwise as specified in clause "PDP Context Activation Procedure".
4)
The MS may send a Router Solicitation message to the GGSN to activate the sending of the Router Advertisement message.

5)
The GGSN sends a Router Advertisement message. The Router Advertisement messages shall contain the same prefix as the one provided in step 2. A given prefix shall not be advertised on more than one PDP context on a given APN, or set of APNs, within the same addressing scope. The GGSN shall be configured to advertise only one prefix per PDP context.


After the MS has received the Router Advertisement message, it constructs its full IPv6 address by concatenating the interface identifier received in step 3, or a locally generated interface identifier, and the prefix received in the Router Advertisement. If the Router Advertisement contains more than one prefix option, the MS shall only consider the first one and silently discard the others.
NOTE:
The MS can at any time change the interface identifier used to generate full IPv6 addresses, without involving the network, i.e. without updating the PDP context in the SGSN and the GGSN.

Because any prefix that the GGSN advertises in a PDP context is unique within the scope of the prefix (i.e. site-local or global), there is no need for the MS to perform Duplicate Address Detection for this IPv6 address. Therefore, the GGSN shall silently discard Neighbor Solicitation messages that the MS may send to perform Duplicate Address Detection.  It is possible for the MS to perform Neighbor Unreachability Detection towards the GGSN, as defined in RFC 2461[71]; therefore if the GGSN receives a Neighbor Solicitation as part of this procedure, the GGSN shall provide a Neighbor Advertisement as described in RFC 2461.
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