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1. Introduction

In SA2#22, CR 305 on 23.060 for R99 (S2-020245) from Ericsson and corresponding mirror CRs for R4 and R5 were approved. These CRs introduced the possibility to allocate a unique prefix to every primary PDP context through the IPv6 stateless address autoconfiguration procedure. The main motivation for these changes was to align the procedure with IETF and thus avoid future problems when IETF standards evolve. One extension to IPv6 standards had already been identified that didn’t work with the former procedure, namely the privacy extensions for Stateless Address Autoconfiguration in IPv6, as defined in RFC 3041.

This contribution proposes to improve the new procedure and explains the reasons for doing so.

2. Discussion

When the proposal to modify the IPv6 stateless address autoconfiguration procedure to allow allocation of prefixes instead of single addresses was presented, it was uncertain whether SA2 would agree to introduce these changes already in R’99, or only starting from R5. It was however highly suitable to introduce these changes from the beginning to avoid backward compatibility problems and to ensure a consistent architecture across releases, while still possible.

Due to this uncertainty about the willingness in SA2 to address the problem from the beginning and in order to decouple the discussions about the need to correct the procedure from the discussions about which releases to target, we presented first a CR to R5. This CR was showing that it was possible to introduce this new capability with minimum changes to the existing procedure and in a backward compatible way.

After SA2 agreed on the necessity to change the existing procedure, we proposed to introduce these changes in R’99 and R4 as well. This was also agreed and consequently appropriate CRs were approved for R’99, R4 and R5 (S2-020245, S2-020246 and S2-020244 respectively).

Not being anymore constrained by a requirement to be backward compatible with the existing procedure, we have reconsidered the efficiency and completeness of the procedure and have identified a clear potential for improvement.

2.1 Agreed procedure

The IPv6 stateless address autoconfiguration procedure as agreed in SA2#22 is reproduced below.

9.2.1.1 Dynamic IPv6 Address Allocation

IPv6 address allocation is somewhat different from the IPv4 address allocation procedure. There are two possibilities to allocate the address for an IPv6 node – stateless and stateful autoconfiguration. The stateful address allocation mechanism needs a DHCP server to allocate the address for the IPv6 node. In the stateless autoconfiguration, the IPv6 node is more involved in the allocation of the address. In addition, the stateless autoconfiguration procedure does not need any external entity involved in the address autoconfiguration.

IPv6 stateful address autoconfiguration uses the standard External PDN Address Allocation procedure, as described in 3GPP TS 29.061 [27]. The GGSN informs the MS that it shall perform stateful address autoconfiguration by means of the Router Advertisements, as defined in RFC 2461[71]. The use of stateless or stateful address autoconfiguration is configured per APN.

In order to support the standard IPv6 stateless address autoconfiguration mechanism, as defined by the IETF, within the particular context of UMTS (point-to-point connections, radio resource efficiency, etc), the GGSN shall assign a prefix that is unique within its scope to each PDP context applying IPv6 stateless address autoconfiguration. The size of the prefix is according to the maximum prefix length for a global IPv6 address. This avoids the necessity to perform duplicate address detection at the network level for every address built by the MS.

To support terminals that cannot generate an interface identifier by themselves, the GGSN shall always provide an interface identifier (see RFC 2462 [69]) to the MS. If the MS is capable of generating its own interface identifier, the MS may ignore the interface identifier provided by the GGSN. 

Figure 1 illustrates the IPv6 stateless autoconfiguration procedure.
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Figure 1: IPv6 Stateless Address Autoconfiguration Procedure

1)
The MS sends an Activate PDP Context Request message to the SGSN. The procedure follows that defined in clause "PDP Context Activation Procedure" with the exceptions described below.


The MS shall leave PDP Address empty and set PDP Type to IPv6. The GGSN shall create a link-local address for the MS and send it in the PDP Address information element in the Create PDP Context Response message. The link local address consists of a fixed 10-bit prefix (IPv6 well-known link-local prefix), zero or more 0 bits, and the interface identifier.

NOTE: 
Since the MS is considered to be alone on its link towards the GGSN, the link-local address, and therefore the interface identifier, does not need to be unique across all PDP contexts.

2)
The MS may send a Router Solicitation message to the GGSN to activate the sending of the Router Advertisement message.

3)
The GGSN shall automatically and periodically send Router Advertisement messages after the PDP context is activated. A given prefix shall not be advertised on more than one PDP context on a given APN, or set of APNs, within the same addressing scope. The GGSN shall be configured to advertise only one prefix per PDP context.


After the MS has received the Router Advertisement message, it constructs its full IPv6 address by concatenating the interface identifier contained in the link-local address provided in step 1, or a locally generated interface identifier, and the prefix received in the Router Advertisement. Subsequently, the MS is ready to start communicating to the Internet.


Because any prefix that the GGSN advertises in a PDP context is unique within the scope of the prefix (i.e. site-local or global), there is no need for the MS to perform Duplicate Address Detection for this IPv6 address. Therefore, the GGSN shall silently discard Neighbor Solicitation messages that the MS may send to perform Duplicate Address Detection.  It is possible for the MS to perform Neighbor Unreachability Detection towards the GGSN, as defined in RFC 2461[71]; therefore if the GGSN receives a Neighbor Solicitation as part of this procedure, the GGSN shall provide a Neighbor Advertisement as described in RFC 2461.

4)
The GGSN updates the PDP context in the SGSN and MS with a PDP address consisting of the prefix being advertised followed by all ones, see clause "GGSN-Initiated PDP Context Modification Procedure".

2.2 Analysis

We can see that the GGSN first provides an interface identifier to the MS during the PDP context activation, then sends a Router Advertisement with the prefix allocated to this PDP context and finally the MS constructs a full IPv6 address by concatenating these two pieces of information. Immediately after sending the Router Advertisement, the GGSN updates the PDP context with a full IPv6 address so that the SGSN knows the prefix allocated to the MS (for inclusion in CDRs, etc). The interface ID, which is not relevant here, is set to all 1’s.

We clearly see that the GGSN is in control of all the information provided to the MS and therefore knows (or can know) the prefix allocated to the MS already at PDP context activation. Therefore why not send the prefix together with the interface ID to the MS and the SGSN already at PDP context activation, thus avoiding the subsequent PDP context modification? Moreover the well-known link-local prefix is, by definition, known a priori and therefore doesn’t need to be communicated by the GGSN to the MS.

This would present a number of advantages:

· Less signalling (over the air)

· The SGSN will know the address already at PDP Context activation, thus being able to provide it immediately in CAMEL procedures for instance

· Simpler to implement

2.3 Additional problem

Besides the simplification presented above, we have identified a potential problem with the agreed procedure.

Due to the original intent to be backward compatible with the existing procedure, it was said above the figure that to support terminals that cannot generate an interface identifier by themselves, the GGSN shall always provide an interface identifier but if the MS is capable of doing so, it may ignore it.

But in fact, there is one interface identifier that the MS is not allowed to use for its link-local address; that is the one used by the GGSN itself. Indeed the MS and the GGSN cannot have the same link-local address.

Rather than supporting duplicate address detection only for this case (as it is otherwise not needed), the easiest solution is that the GGSN always provides the interface identifier at PDP context activation and that the MS always uses it for building its link-local address. In the split terminal case, the MT must then enforce the interface identifier in the TE, which is an integral part of IPCPv6 (RFC 2472, IPv6 over PPP).

Naturally, as per the mechanism defined in RFC 3041, the MS is free to use any interface identifier of its choice for building global addresses. Only the interface identifier used for the link-local address must be enforced.

As aside issue, it is possible to avoid backward compatibility problems in the future, when eventually multiple prefixes per PDP context will be supported, by simply specifying what the behaviour of the MS shall be if it receives a Router Advertisement containing more than one prefix option. The proposal is simply to state that the MS shall only consider the first prefix option and discard the others. This behaviour will ensure that R99/R4/R5 terminals can interwork with GGSNs of a future release that do advertise multiple prefixes, and this in a deterministic manner, by simply configuring the GGSN to advertise the preferred prefix in first position in the Router Advertisements.

3. Conclusion

Although it should, in general, be avoided to reconsider CRs approved at a previous meeting, in this case it appears reasonable to do so.

As explained in this document, the problem space under which the approved CR was defined has obviously changed and therefore it is sensible to reconsider the problem under this new light and ensure that the procedure we are defining is not unnecessary convoluted and/or restrictive.

We have showed in this document that the procedure can indeed be clearly improved.

4. Proposal

Revise CR 305 (R’99), CR 306 (R4) and CR 286r2 (R5) so that:

1.
Both the prefix and interface identifier are provided at PDP context activation, thus removing the need for a subsequent PDP context modification procedure.

2.
The MS is required to use the interface identifier received from the GGSN for building its link-local address.

3.
If the Router Advertisement contains more than one prefix option, the MS shall only consider the first one and silently discard the others.

The revised CRs are provided in tdocs S2-020533, S2-020534 and S2-020535.

5. References

RFC 2462
“IPv6 Stateless Address Autoconfiguration”,
S. Thomson, T. Narten, Standards Track, December 1998

RFC 2472
“IP Version 6 over PPP”,
D. Haskin, E. Allen, Standards Track, December 1998

RFC 3041
“Privacy Extensions for Stateless Address Autoconfiguration in IPv6”,
T. Narten, R. Draves, Standards Track, January 2001

































































































_1035875983.doc


1. PDP Context Activation











4. GGSN-Initiated PDP Context Modification











 3. Router Advertisement







GGSN







SGSN







BSS/UTRAN







MS



















 2. Router Solicitation












