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1. Introduction
A number of proposals have been discussed in SA2 LCS SWG, however, there are some concerns raised for each of the proposals. To summarize the discussion, the new enhanced privacy framework should consider the following additional requirements.

· The enhanced privacy framework should minimize the changes to be made to the core network (HLR, MSC/VLR, SGSN and corresponding protocol interfaces), and provide flexibility for the operators and future enhancement.

· The enhanced privacy framework should be backward compatible with Rel-4 privacy framework.

· The enhanced privacy framework should support various roaming scenarios.

· The enhanced privacy framework should ensure no conflict between the Rel-4 privacy profile and the new privacy profile. Note that the enhanced subscriber privacy profile will not be necessarily the same or similar to the SLPP defined in Rel-4. This implies that it might not be possible to synchronize the enhanced privacy profile with the SLPP defined in Rel-4 if there is a conflict between SLPP and the new privacy profile.  

This document presents a proposal of enhanced privacy framework, which combines the concepts of the contributions presented in the discussions and TCS opinion. The proposal has considered the concerns listed above and the legacy Rel-4 protocols.

Figure 1 shows the architecture of the enhanced privacy framework (modified from Nokia contribution).
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Figure 1: Enhanced Privacy Framework

2. Proposal details

This section is organized to present the technical details and address the critical issues individually. The intention is to provide detailed description of privacy control procedures and identify the key technical points that should be included in the TR.

2.1 Subscriber privacy profile

· Each subscriber is associated with a unique PPR in the whole network.

· In a Rel-5 network, PPR will be the master storage of subscriber privacy profiles. The subscriber privacy profile stored in HLR will be synchronized with PPR, using a new protocol interface.

· The subscriber privacy profile stored in PPR must include the parameters of SLPP. In addition, certain rules shall be defined for the relationship between SLPP and extended privacy parameters. For instance based on the rules the PPR will automatically crosscheck the SLPP settings against the extended privacy parameters. Changes to extended privacy parameters may apply some changes to SLPP settings. This makes synchronization between the HLR and PPR possible.

· A new parameter, which identifies the subscriber’s PPR address, shall be defined and stored in HLR on a per subscriber basis. This parameter will be transported to VLR/SGSN in MAP INSERT SUBSCRIBER DATA message during location updating procedure.

2.2 Normal privacy check procedure in Rel-5 network

· When a GMLC (regardless its location) uses Rel-5 MAP protocol to initiate a MAP Provide Routing Info For LCS, HLR returns the PPR address of the target subscriber. 

· GMLC then initiate a procedure to have privacy checked in the PPR indicated by HLR.

· When the privacy check passes, GMLC can initiate LCS procedure towards MSC/SGSN to query the subscriber location information. Within the request, the GMLC can indicate that the privacy check has passed by using an indicator.

· Since the subscriber is in the home network (or in general in a Rel-5 network), the serving MSC/SGSN has the PPR address as well (from HLR). With the presence of the privacy check passed indication, MSC/SGSN will not do any additional privacy check. It is assumed that the privacy check has been done by PPR. As an option, MSC/SGSN can crosscheck the stored PPR address with the privacy check indication (assuming the pass token includes the PPR information).

2.3 A foreign Rel-5 GMLC initiates LCS while serving MSC/SGSN and Home PLMN of target subscriber are Rel-5 compliant

· In this case the procedure presented in 2.2 still applies.

2.4 A Rel-4 GMLC initiates LCS while the target subscriber is in Rel-5 network and Home PLMN is Rel-5 compliant

· The HLR can notice the GMLC is a Rel-4 network entity from the MAP version of the request.

· The HLR will not return PPR address to the GMLC.

· When receiving the location request from the GMLC without the presence of privacy check indication, the MSC/SGSN shall perform privacy check as defined in Rel-4.

2.5 A Rel-5 GLMC initiates LCS while the target subscriber is in Rel-4 network and Home PLMN is Rel-5 compliant

· Regardless if the GLMC is a Rel-5 entity, if the serving MSC/SGSN is a Rel-4 entity, the HLR will not provide PPR address in MAP INSERT SUBSCRIBER DATA.

· Regardless if the GMLC has PPR checked privacy (enhanced privacy checking is done), the MSC/SGSN will perform Rel-4 privacy check when receiving a LCS request from the GMLC. This is the case that both Rel-4 and Rel-5 privacy check are performed.

2.6 A Rel-5 GMLC initiates LCS while the Home PLMN is not Rel-5 compliant

· In this case, the GMLC can only use Rel-4 MAP to communicate with the HLR, therefore no PPR information can be returned. The GMLC shall skip privacy check procedure to PPR, and directly initiate LCS request to serving MSC/SGSN as defined in Rel-4.

· Although the serving MSC/SGSN may be Rel-5 compliant, when receiving a LCS request without privacy check indication, the MSC/SGSN shall perform the privacy check defined in Rel-4 using the stored SLPP.

2.7 GMLC and H-PLMN are Rel-4 compliant regardless serving MSC/SGSN compliance

· In this case the Rel-5 privacy framework does not apply, Rel-4 privacy control will be performed.

2.8 Roaming scenarios

· Depending on the actual network configuration of visited network and home network, when a subscriber is roaming, one of the procedures presented in Section 2.2 to Section 2.6 applies.

3. Summary

This paper proposes the following clarification and mechanisms to resolve the issues that have been raised:

· Functional separation for privacy check to avoid potential conflict.

· Clarify the subscriber privacy profile contents that reside in HLR and PPR, and relationship between these two entities.

· Clarify that each subscriber is associated with a unique PPR during provisioning process.

As a summary, Table 1 shows the privacy check scenarios with different release compliant combinations of network elements.

This paper suggests some technical clarifications/modifications to the pending TR, to address the concerns that have been raised in SA2 LCS SWG.

	H-PLMN
	GMLC
	Serving MSC/SGSN
	Privacy Check

	Rel-5
	Rel-5
	Rel-5
	Rel-5 in PPR

	Rel-5
	Rel-4
	Rel-5
	Rel-4 in MSC/SGSN

	Rel-5
	Rel-5
	Rel-4
	Rel-5 in PPR & Rel-4 in MSC/SGSN

	Rel-5
	Rel-4
	Rel-4
	Rel-4 in MSC/SGSN

	Rel-4
	Rel-5
	Rel-5
	Rel-4 in MSC/SGSN

	Rel-4
	Rel-4
	Rel-5
	Rel-4 in MSC/SGSN

	Rel-4
	Rel-5
	Rel-4
	Rel-4 in MSC/SGSN

	Rel-4
	Rel-4
	Rel-4
	Rel-4 in MSC/SGSN


Table 1: Privacy check scenarios
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