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1 Introduction

A discussion paper has been submitted in contribution S2-020205, Privacy Paper Strawman Document for LCS.  This document proposes the alternative solution chapter to added to the Technical Report 23.871
2 Proposal

It is proposed to include the following paragraph as chapter 7.3 (?). into the TR 23.871 “Enhanced User Privacy in Location Services”.

 << First new section>>

2.1 7.X (3?)
Support of a PPR in Addition to Existing Privacy Functionality

In order to support additional privacy settings for location services the HLR/HSS may validate the subscribers additional privacy information for location services that may be available in an additional server, e.g. the Privacy Profile Register. This PPR may contain additional privacy settings, e.g. according to time of day, day of week and according to the location of the target subscriber. 

The GMLC shall authenticate the client and in every LCS request instance send the SRI for LCS to the HLR. 

In this case the HLR has executed the PPR to provide additional privacy and the result of the operation back will be returned to the HLR. The HLR will in case of positive result from PPR, forward the MSC/SGSN address to the to GMLC as specified in 23.271 or in case of negative result from PPR immediately return the appropriate response back to GMLC and not inform it of the MSC/SGSN address and an appropriate result clause. 

The PPR may also be used by the user as the privacy management agent and in this case it should also store information that is stored in the SLPP and be able to update the users SLPP in the HLR.

It is for further discussion if an explicit external interface should be made available for the PPR so the user can manage their privacy profile and enhanced settings.

This is illustrated in figure 7.x:
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Figure 7.x; LCS architecture alternative with PPR attached to HLR
The PPR is managed by the home PLMN, and may be implemented as functionality of the HSS or an independent functionality, either inside or outside the core network, however support outside the core network would mean definition or enhancements of interface, e.g. OSA or even over the air if located as UE functionality. This proposal makes the assumption that some interface or association exists between the HLR and PPR, however this is for further discussion.

This concept builds upon and enhances the existing privacy functionality supported by LCS framework and is carried out by the VMSC/SGSN, this enables support of legacy privacy functionality which includes verification for call/session related requests and other location events.

It is proposed that upon for each new LCS request the GMLC must query the HLR using the SRI for LCS including additional information that may be available and used for validating the privacy of the request.   Some of this functionality can be standardised in the MAP ASN1 definition and an extension container should also be supported to support proprietary/specific privacy requirements that may be desired for particular implementations.

Upon receipt of the SRI for LCS the HLR should initiate the enhanced PPR functionality, which will validate the privacy settings for the request using non Core Network related criteria (i.e. not supported by the SLPP) using the additional information that it may receive from the SRI, for example, service type and/or codeword.

The PPR will then acknowledge to the HLR if the privacy criteria has been met or not, and then the HLR shall either return the VMSC/SGSN address with any additional information desired (notification required or verified or not required) or shall not return the VMSC/SGSN indicating that privacy criteria has not been met.

Upon receipt of the SRI for LCS acknowledgement the GMLC shall either initiate the Provide Subscriber Location operation with any additional privacy criteria that may have been indicated by the PPR, or reject the request.

The existing or VMSC/SGSN privacy checks will occur at the appropriate times as defined within the standards using the SLPP information and ensure appropriate actions are carried out to meet specified privacy requirements.

The PPR may also act as the users privacy agent and as it has an association to HLR, this would mean it could also be used to manage the SLPP information currently stored in the HLR.  As the PPR enhanced functionality and the SLPP could be managed via one point this would ensure efficiency and synchronisation between the PPR and SLPP.

<< This concludes proposed new section>>
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