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1. Introduction

In the current specification, the UE and the PLMN can decide whether a location request is allowed or not. The decision make by UE is based on the client name and the external client id. The decision made by PLMN is based on the external id of LCS client, session/call-related id and the subscriber information(privacy exception setting of the target UE).

In the current specification, the originator of the location request is the LCS client itself. Therefore, the UE and the PLMN can know which originator(LCS client) requests the location of the UE by the external id  and client name of the LCS client. However, it has been proposed to change the originator concept, and according to the proposal the originator of the location request is the LCS client or the Requestor that may be separated physically from the LCS client.

Therefore, the enhancement of the current specification is required so that the UE and the PLMN can reject the location request from the Requestor that is not granted by the UE user.

In order to fulfil the above requirement, addition of following ways to the current specification is proposed in the TR;

(1) Verification by UE based on the requestor id

(2) Authorisation by the PPR based on the requestor id and the authorised requestor id list.

(3) Authorisation by the PPR based on the Codeword and the registered Codeword list.

This paper expresses the advantages and disadvantages of each way and proposes the all  ways are added to the LCS specification.

2. Discussion

2.1 Advantages and Disadvantages of each way

(1) Verification by UE based on the Requestor ID

If the privacy setting of a UE is “notification and verification by the UE”, the UE receives the notification of the location request with the requestor ID and the client name. The UE determine the location request is allowed or not based on the requestor ID and the client name.

The PLMN operator or the LCS Client needs to assign a requestor ID to a requestor and to authenticate the requestor ID.

The following description is included In the current TR.

Before the LCS client  issues a location request on behalf of a requestor, the requestor identity shall be duly authenticated so that the target user can trust the displayed requestor name to be correct.
Advantages

· The UE user can determine dynamically whether the location request from the requestor is allowed or not considering a situation of the UE user oneself.

For instance, a boy always allows his parent or his girlfriend to request his location, except he is in a night club.

Disadvantages

· Unwelcome location requests trouble the UE user when a lot of unwelcome requests are passed through the LCS client that is included in the privacy exception list in the SGSN/MSC.

· The unwelcome location requests increase the amount of signalling within the PLMN.

· If the UE does not support the notification capability, this mechanism can not be applied.
(2) Authorisation in the PPR based on the requestor id and the authorised requestor id list

The PLMN(i.e. GMLC, PPR) receives the location request with the requestor ID from the requestor. The location request is allowed if the received requestor ID is included in the authorized requestor ID list of the target UE. 

Advantages

· The unwelcome location request is prevented from increasing the amount of signalling within the PLMN because the edge of the PLMN(i.e. GMLC, PPR) can reject the unwelcome location request.

· This mechanism can be applied independent of the UE capability.

Disadvantages

· The LCS Client/PLMN command to assign the requestor ID to the requestor and command to authenticate the requestor ID. In other words, the contract between the LCS client/PLMN and the requestor is needed.
(3) Authorisation in the PPR based on the Codeword and the registered Codeword list.

The location request from the Requestor through the LCS Client includes the codeword of the target UE. The PLMN (i.e. GMLC/PPR) compares the codeword received from the requestor with the codeword which is registered to the PLMN in advance. If the comparison of the codeword is successful, the PLMN judges the location request is allowed. If the comparison is failed, the PLMN judges the location request is not allowed. 

The codeword is distributed to the requestor in advance if the UE user want to allow the requestor to request his location.

Advantages

· The unwelcome location request is prevented from increasing the amount of signalling within the PLMN because the edge of the PLMN(i.e. GMLC, PPR) can reject the unwelcome location request.

· This mechanism can be applied independent of the UE capability.

· The LCS Client/PLMC does not need to assign the requestor ID to the requestor and does not need to authenticate the requestor ID. In other words, the contract between the LCS client/PLMN and the requestor is not needed. 

Disadvantages 

· It is complex for the user to change the codeword because the UE user then needs to re-distribute the new codeword to all his friends.
· The requestor has a hard time to keep track of all codewords, if he has lots of friends
2.2 Consideration

2.2.1 Service Aspect

Considering the advantages of each ways described in secession 2.1, we understand the way (1) is the complement of the  way (2) and the way (3). But is not clear if the way (2) and the way (3) are the complement of each other. it is seen that more or less the same benefits are achieved, when authorization based on the authorized requestor id list is applied.

Actually, the requestor is an internet/intranet user. Therefore it is very difficult for the PLMN operator to assign all requestors to the requestor ID. Only the LCS client(Service Provider/Internet Provider) probably can assign the requestor ID to the requestor. This means that the requestor who does not contract the ISP does not have the requestor ID.

In case where the way (2) is applied, the requestor who does not have the requestor ID can not get the location information because the requestor ID for him in never included in the authorized requestor ID list. If the requestor who does not have the requestor id is allowed to request the location of the target UE, the target UE user is not protected against the unwelcome requestor access. 

In order to apply the way (2), the PLMN operator command the LCS Client(i.e. the ISP) to contract with all requestors who is allowed to access the LCS Client and to assign the requestor ID to each of them. 

In case where (3) is used, the requestor who does not have the requestor ID is allowed to request the location of the target UE if the requestor knows the codeword of the target UE because the requestor who does not know the codeword of the target UE is prevented from getting location information of the target UE.. Therefore the PLMN operator does not have to command the LCS Client to assign the requestor ID to all requestors who is allowed to access the LCS Client.  

Therefore, if both of the way (2) and the way (3) are supported(standardized), the convenience of the UE user is improved and the PLMN operators/the ISP can offer various services.

For instance; 

(a) When the UE user lost his UE, the UE user can request the location of own UE without the contract with the LCS client. If only the way (2) is defined, the UE user can not get the location of the own UE without the contract with the LCS client because of own privacy setting.

(b) When owner of the UE uses the UE(e.g. the UE is the collar supporting the LCS) to find where his/her pet, children, car, etc, the owner of UE has to contract not only the PLMN operator but also the LCS client if only the way (2) is defined.

However, the way (3) is not convenient in following cases;

· A lot of friends of the UE user is allowed to request the location of the UE. It is complex for the user to change the codeword because the UE user then needs to re-distribute the new codeword to all his friends. 

· The requestor has a lot of friends.  The requestor has a hard time to keep track of all codewords, if he has lots of friends
Therefore, from service’s point of view, the way (2) and the way (3) are complement of each other. 

2.2.2 Security Aspects

The following problem was pointed out by Nokia.

The target user is not able to restrict any 'friend' to forward his codeword without him knowing it and the user has no control of what happens to the codeword after he has distributed it
The above problem is same as following.

Once the requestor get the location information of the target UE, the target UE user is not able to restrict the requestor to disclose his location without him knowing.
Therefore, I believe the UE user allow only the requestor(his friend) who is trusted by the UE user to get his location. The requestor does not disclose the location information and the codeword of the target UE. In case that codeword check is successful, the requestor ID will be trusted without authentication in the LCS client because the requestor is trusted by the UE user 

There is no problem regarding the codeword in security aspect.

3. Conclusion

NTT DoCoMo and NEC would like to propose the following three mechanisms shall be defined as option;

(1) UE verification based on the requestor id

(2) Authorisation in the PPR based on the requestor id and the authorised requestor id list

(3) Authorisation in the PPR based on the Codeword and the registered Codeword list.
X. Flow diagram for user privacy in the PPR

In order to protect the target UE’s location against the unwelcome location request from the requestor, the PPR determine whether the location request is allowed or not based on the requestor ID list of the target UE and the cordeword of the target UE. This chapter describes the flow diagram for the UE privacy in the PPR

X.1 Codeword

Authorization based on the Codeword is option. If the PPR does not support the codeword, authorization based on the codeword is not applied even if the PPR receives the codeword. If the PPR supports the codeword, the codeword shall be checked except for the following cases. 

· The codeword of the target UE is not stored in the PPR

· The external id of LCS Client is included in the exception list of the target UE for the codeword.

If the codeword check is failed, the location request is not allowed. If the codeword check is successful, other screening function(i.e. authorization based on the authorized requestor ID list) is applied if the other is supported.

X.2 Authorised Requestor ID list

Authorization based on the authorized requestor ID list is option. If the PPR does not support the list, the authorisation based on the list is not applied even if the PPR receives the requestor id. If the PPR supports the list, the list shall be checked except for the following cases. 

· The authorized requestor ID list of the target UE is not stored in the PPR

· The external LCS Client ID is included in the exception list of the target UE for the authorized requestor ID list.

If the received requestor ID is not included in the list, the location request is not allowed. If the check of the received requestor ID is successful, other screening function is applied if the other is supported.
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Figure 1: Flow diagram for the codword





Figure 2: Flow diagram for the authorised requestor ID list
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