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The attached document contains proposed changes to the Technical Report “Enhanced user privacy  for location services” to add a pointer to a privacy profile register (PPR). Additions are also proposed for the chapter on service type privacy.

<< first changed chapter >>

3
Definitions, symbols and abbreviations

3.1
Definitions

Privacy profile register (PPR): a data base containing subscriber privacy information for location services
Requestor: the originating entity which has requested the location of the target UE from the LCS client. 

Requestor Identity: This identifier is identifying the Requestor and can be e.g. MSISDN or logical name. 

Service Type: [The definition of Service Type is to be included.] The privacy setting may be different depending on which Service Types are offered to the target UE or requested by the target UE.
Service Id: Identity of the service under certain LCS Clients
User: The subscriber and user of the target UE

<< next changed chapter >>
5.  Service Requirements (this chapter should be handled by SA1)

5.1 Service Type Privacy

The user may wish to differentiate between privacy requirements even with one LCS Client, depending on which service is requested by the user from this LCS client or which service is offered to the user by this LCS Client.

The LCS client requests location information for a target UE from GMLC. Currently the location request contains only the identity of the LCS client and the identity of the target UE. The LCS client request is screened by GMLC using the identity of the LCS client. The screening mechanism is enough for the basic type of location requests, but there is a need to enhance the functionality of the mechanism because one single LCS client may offer or support several or a multitude of different services. It is clear that the target UE user will have different privacy demands for different services even when only one LCS client offers the services. 

The enhanced mechanism should enable the users to allow their location information to be given to all LCS clients providing an indicated type of service. The user could e.g. allow all dating type services to get location information. The location request message issued by the LCS client to GMLC could be enhanced to include a service identity which would then be interpreted by GMLC to indicate what services belong to a certain Service Type category. The subscriber should be able to define and set privacy rules based on service type, so that services under that service type can be handled according to the corresponding service type privacy setting.  

The service type functionality would allow subscribers to use location services more easily while roaming.  
5.2 Support for enhanced privacy checking

It is seen that the current way to handle the privacy related settings in the network is probably too limited to support the increasing number of LCS clients and the varying privacy requirements for location services. It should also be possible for the user to set or change the location related privacy parameters in the home environment. In order to support more flexible privacy settings for location services the HLR/HSS may indicate that the subscribers privacy information for location services is available in an external data base, i.e. the Privacy Profile Register (PPR).

6. Stage 2 description of service type privacy

The new service identity  information shall be added to the LCS Service Request on the Le interface from the LCS client to the GMLC.  The GMLC shall map the received service identity to a specific Service Type when the service is provisioned in GMLC. If GMLC only receives the LCS client identity but not the service identity, the GMLC may report an error to the LCS client, or in case the LCS Client is explicitly so authorized, proceed with the request.

The service type information may be included in HLR/HSS and in the Privacy Profile Register. Also the the Provide Subscriber Location MAP message sent by GMLC on the Lg interface to MSC and SGSN may  contain the Service Type information.
The service type can be defined in a similar way as Annex C in TS 22.071, which describes the attributes for specific services.

The service type privacy setting could be the same as the 5 privacy settings listed in Annex A of 23.271, but in addition it may be necessary to define some new privacy settings according to service type. 
Two possible new privacy settings that would apply to different service types are the following:

· the privacy setting shall be made one step loser for the indicated service type

· the privacy setting shall be made one step tighter for the indicated service type
7. Stage 2 description of enhanced privacy checking

LCS Stage 2 specification TS 23.271 defines only limited set of privacy options in chapter 9.5.3 consisting mainly of five different privacy settings:

· positioning not allowed;

· positioning allowed without notifying the UE user (default case);

· positioning allowed with notification to the UE user;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

· positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

These settings in the network are probably too limited to support the increasing number of LCS clients and the varying privacy requirements for location services especially for roaming subscribers.

It should be possible to have variable privacy settings, e.g. according to time of day, day of week and according to the location of the target UE.
In order to support more flexible privacy settings for location services the HLR/HSS may indicate that the subscribers privacy information for location services is available in an external data base, i.e. the Privacy Profile Register (PPR). The PPR may contain LCS UE subscription data, but PPR may contain also more enhanced privacy settings. The PPR can also execute privacy check and give the Privacy Check Result to GMLC which may forward the information to MSC/SGSN. The PPR is accessible from the GMLC via the Lp interface. This is illustrated in figure 1.
Note: It is for further study could PPR be outside the core network, e.g. in the UE.
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Figure 1. Connections to the Privacy Profile Register (PPR)
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