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The attached document contains proposed changes to the Technical Report “Enhanced user privacy  for location services” regarding the transport of the Requestor Identity information in the network.

The proposal is to add the Requestor identity information to the LCS Client identity already specified, and to carry it in the same information element as the LCS client identity (lcsClientExternalID).

<<Proposed changes in Chapter 8 in version 0.1.0 of TR “Enhanced user privacy  
    for location services” >>

8. Stage 2 description of Requestor indication 

TS 23.271 defines a LCS Location Notification Invoke message sent to the target UE in a MT-LR both in the CS and the PS domain. This message indicates the type of location request and the identity of the LCS client and whether privacy verification is required. From target UE user point of view this reflects only part of the location request chain, i.e. a possible requesting entity remains unknown to the target UE user. This is considered as a flaw in terms of target UE user privacy.

[ In TS 23.271 GMLC holds an “Authorized UE List” of MSISDNs and/or groups of MSISDN, for which an LCS Client is allowed to issue a MT-LR. Within the current specification there is no relation between the identity of the requesting entity and the target UE user. Therefore, it is proposed that an “Allowed Requestor List” is added. This list contains the identities of the Requestors, whom are authorized to issue a MT-LR for the target UE. ] 

Editorial note: It is for further study if GMLC should keep the Allowed requestor list for each UE. Roaming problems if GMLC is in another country than target UE. Privacy is a new type of functionality for GMLC.

The identities of the Requestor can be e.g. MSISDNs and/or groups of MSISDNs or logical names. 

Editorial note: The requestor identity need perhaps not be globally unique, instead generic names like ‘papa’ and ‘Naomi’ could be used.

It should be possible for the user of the target UE to access this list by some means and change the corresponding privacy settings, but this is considered to be outside the scope of this TR. 

The LCS Location Notification procedure should be enhanced for transferring the Requestor identity to the target UE for a case-by-case authorization by the user.

Functional Requirements:

· The requestor identity should be added as an information element to be carried on the Le, Lg and Lc interfaces. 

· The requestor identity should be included in the location request, if available. For Emergency and Lawful intercept services this is optional depending on local legislation.

· A new “Allowed Requstor List” should be added to define per target UE the Requestors, that are authorized to issue a MT-LR for this target UE.

· The requestor identity should be added to the LCS Location Notification Invoke procedure

The figure below illustrates the handling of the Requestor identity in a MT-LR as described in terms of TS 23.271. 
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1) A requestor entity is accessing an LCS Client requesting a service, which requires the location information of a target UE. [The interface Requestor – LCS client is outside of this TR.] The identity of the Requestor may be added to the service request either by the requestor. Another possibility is that the Requestor identity is obtained from the LCS Client as the requestor is authenticated with the LCS Client. In this case the Requestor identity also needs to be provisioned in the privacy profile.

2) The LCS Client issues an location request to the GMLC containing the identity of the Requestor. 

3) Common PS and CS MT-LR procedure as described in  23.271 section 9.1.1. After the authentication of the LCS Client and checking that the target UE is on the “Authorized UE List” the “Allowed Requestor List” is checked for authorization of the location request for this Requestor.

Note:  More detailed information from steps 4 to 12 can be found from the 23.271 section 9.1.2-

4) The GMLC sends a PROVIDE_ SUBSCRIBER _LOCATION message to the MSC/MSC server/SGSN indicated by the HLR/HSS. This message carries also the new Requestor Identity information. The Requestor Identity information is added to the LCS Client identity already specified, and carried in the same Information Element as the LCS client identity. If the target UE subscriber profile so indicates, the UE must be notified for privacy verification. The Requestor identity is included in the LCS Location Notification Invoke message together with the LCS Client Id. Also in this case the Requestor Identity information is added to the LCS Client identity already specified, and carried in the same Information Element as the LCS client identity.
5) Described in 23.271 section 9.1.2.

6) If the location request comes from a value added LCS client and the UE subscription profile indicates that the UE must either be notified or notified with privacy verification and the UE supports notification of LCS (according to the UE Capability information), an LCS Location Notification Invoke message is sent to the target UE indicating the type of location request (e.g. current location) and the identity of the LCS client, Requestor identity and whether privacy verification is required. 

7) to  12)  Described in 23.271 section 9.1.2

13)
The LCS Client sends the service response back to the requesting UE with the location information of the target UE. In case there was an error or the request was denied or not authorized this may be indicated in the service response. However, specification of the service response is outside the scope of this TR.

8.1 Backward compatibility

MSC, SGSN and UE according to previous releases do not support the requestor functionality. However, since the Requestor Identity information is carried in the same information element as the LCS client name there is no backward compatibility issues from PLMN point of view. From user and application point of view, the addition of the Requestor Identity information should be handled in a backward compatible manner.
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