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1 General

This document introduces the concept of password and proposes to add this functionality to the LCS REL5.

According to the guideline on The Ministry of Public Management, Home Affairs, Posts and Telecommunications in Japan, There is a clear statement regarding to the privacy issue that,

1) The UE may be protected against monitoring his location from a third party by having ‘Password’ function to limit the accesses.

2) The UE may be protected against monitoring his location from a third party by screening accesses based on the access terminal.

The proposal described in this contribution is to fulfill the guideline 1).

2 Discussions

2.1. Working assumption

According to the guideline 1), the following working assumption could be made.

Password: The password is set and managed by the UE. The UE is responsible to distribute his password to whom it is allowed to request his location.

Originator: If the UE requests, the Originator, who requests the location request shall know the password to request UE’s location otherwise, location request fails.

UE: Once password has been set and properly distributed, UE is protected against the location request from a third party that does not know his password.

2.2. The comparison
There are several ways to fulfill this requirement. The following table compares the possible alternatives.

	
	Node where password stored
	How to update his password
	Node where password is compared
	Impacts to the standardization

	Alt.1
	GMLC
	Update without any impact to 3GPP. (Using WAP access as an example)
	GMLC
	Le interface

	Alt.2
	HLR
	According to the 3GPP standard 
	GMLC
	Le interface and,

UE-SGSN/MSC password update,

SGSN/MSC-HLR password update,

HLR-GMLC password update



	Alt.3
	UE
	In UE internally
	UE
	Le interface and,

Lg interface (GMLC and serving node),

23.030 interface


According to the above comparison, Alternative 1 is the most suitable way to be standardized since less-impacts to the standardization without any disadvantages.

2.3. Required functionality

Based upon the alternative 1 in section 2.2, the following functional enhancements are required. The Le interface is the only protocol to be impacted by this enhancement.
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3 Proposal

It is proposed that new functionality described in this contribution be included in the current REL5 LCS WID. Please refer to the companion contribution ‘Proposed updates to the LCS REL5’.
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