	3GPP TSG-SA WG2 Meeting #19
Tdoc 3GPP S2-01-2290

27th – 31st  August 2001, Sophia Antipolis


Title:
proposed LS on Security aspects of the 3GPP push service

Source:
Vodafone [TSG SA2 Push Drafting Meeting ]

To:
SA 3, CN 1, CN 4

CC :
SA 1

___________________________________________________________________________

SA 2 have been discussing the architecture for Push Services and have now received an LS from SA 1 (in S2-01-2062 = S1 -01-0856, attached) describing service requirements. 

These service requirements include a section on security: unfortunately our LS does not seem to have been copied to SA3. 

SA 2 would like SA 3 to consider the security aspects of Push; in particular the mechanisms by which a subscriber can (a) avoid being pushed unwanted content and (b) avoid automatic connection by the mobile to Push servers that are not in the (home/subscriber’s preferred) operator’s domain.

Because CN 1 and CN 4 are responsible for the GPRS (SM and GMM), SMS (PS and CS) and MAP signalling, SA 2 would like CN 1 and CN 4 to consider ideas for Push security which can then be analysed by SA 3.

Background Information

The 3GPP push architecture is illustrated below for the case that the push proxy is within the home operator’s domain.
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Figure 1: Delivery of push messages when push proxy is inside operator’s domain
The push message is delivered through the following steps:

1)
The push initiator sends the push message to the operator’s push proxy (PP), e.g. including MSISDN or a list of MSISDN. The link between the push initiator and the push proxy is authenticated.
2) The push proxy checks in the subsciber database if the push message can be sent to the subscriber.

3)
If the message is allowed the push proxy checks in the presence database if the destination terminal has an IP address.

4)
If an address is returned, the message is sent directly to the terminal through the GGSN

5)
If no IP address is returned, the message or an indication to activate the PDP context may be sent via SMS (providing store and forward) depending on the importance of the message and the subscriber security/privacy preferences. 

Because the push proxy is in the home operator’s domain, it can be trusted to implement the correct policy according to the subscriber management database. Furthermore, the link between the push initiator and the push proxy can be secured (e.g. using SSL) so that a malicious push initiator cannot masquerade as an authorised push initiator. 

However, the 3GPP push architecture also supports (or seems to be unable to prevent) the case that the push proxy is outside the home operator’s domain. In this case the same trust assumptions cannot be made and there is a danger that a push SMS could trigger a target user to connect to a malicious third party push proxy that could push unauthorised information towards the target customer. 

Threats that may need to be addressed include (but are not limited to):

a)
SMS sent through SMSC not in the HPLMN;

b)
GGSN in the VPLMN;

c) SMS sent through the SMSC in the HPLMN but with malicious content that causes the mobile to automatically connect to a high cost server.

d) etc
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