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Introduction

In release 5, a number of UMTS and other protocols interact. These run on PDP contexts. Depending on scenarios and options used, different protocols may run. For example, there are mainly 2 options to consider for IP address allocation:

· Embedded in PDP context

· Using DHCP/DNS

This will imply different PDP contexts and signalling interactions.

Example protocols that may run on PDP contexts are:

· SIP

· DHCP

· DNS

· RSVP

· RTSP

There may be other protocols too.

Additionally, there are mainly 2 models for the UE:

· Integrated handset

· UE split model

These will have implications on the rules that can be followed. In general, the integrated handset may mix up UMTS and IP protocols levels as it hides all of this behind a particular implementation. However the UE split model (independently on which one is actually chosen) requires cleaner separation between UMTS and IP protocol layers.

The architectural solution in place for PDP contexts and signalling interactions, needs to be applicable whichever protocols are being used and be applicable for all of the options above. The aim of this contribution is to show how such an architectural solution exists and works.

Example call flows are provided in this paper to show how a generic model for PDP context usage can be used, which will work whatever the options above and whatever the protocols running. The principle followed is that the application will request the appropriate QoS, which will in turn determine which PDP context is to be used. This ensures the right balance is obtained between usage of resources and service provided. Further this ensures that a generic and future-proof method is used which does not need to be re-visited each time a new protocol is used.

Background on applications

In the integrated terminal, the application requests a QoS via proprietary mechanisms. This then results in the appropriate PDP context activation with a QoS.

In a UE that uses RSVP, RSVP messages will also indicate a level of QoS.

UE split terminals are likely to use standard APIs such as WINSOCK2 in the TE to signal the required QoS.

The driver in the TE then decides whether this can be accommodated using an existing context or if it has to open a new one.

In all cases, rules exist at the UE to match QoS requirements to PDP contexts. These are used both for sending uplink packets to the appropriate PDP context, and for sending downlink packets to the appropriate application.

So in all cases, the application will signal QoS requirements.

There are then two things happening which are:

· The UE needs to store a model of which PDP contexts exist and what rules apply to them in both directions. This is used so that if a new flow is set up the UE can decide whether to change an existing context or create a new one.

· In the case of the uplink only the UE needs to store and apply the uplink filtering rules to route the uplink packets on to the right context.

If a new application signals the same QoS requirement as an existing one, the UE may decide to re-use a PDP context for that application.

In the case of a new PDP context creation, this results in UMTS QoS Signalling: Activate (secondary) PDP context request with QoS, and TFT (=downlink rule to be used by the GGSN).

Summary

The general mechanism is thus the following

a. Service addresses are available at UE (e.g. for SIP service, this is available via PDP context activation or DHCP/DNS)

b. Application gives QoS requirement and information to set up rules (e.g. source, port number etc)

c. UE (TE) stores a model of which PDP contexts exist and what rules apply to them in both downlink and uplink

d. UE (MT) triggers UMTS PDP Context with appropriate QoS and TFT (=downlink rule)

Background on UMTS QoS and PDP context activations

PDP Context
Each PDP context sharing the same PDP address and APN shall be identified by a unique TI and a unique NSAPI.
Traffic Flow Template (TFT)
1.
Consists of 1-8 filter specs

2.
In one-to-one correspondence with PDP context

The TFT contains a number of packet filters. Each packet filter contains rules using parameters such as:

· Source IP address

· Destination IP address

· Protocol ID

· Port number

· Type of Service

· Flow Label

The TFT is a reference for the GGSN to store in a PDP context table so that it knows which downlink packet to send to which PDP context. TFTs are sent by the UE at PDP context activation and effectively matches the downlink rule stored at the UE. 

Background Summary

· When the GGSN receives a DL packet, it looks at the rules it has and matches it to a TFT. If no match, the packet will be sent over the PDP context that has no TFT (if all PDP contexts have a TFT and there is no match, the packet is dropped)
· When the GGSN receives an UL packet it sends it to the next hop based on the destination IP address.

· When the UE receives a DL packet, it looks at the rules it has and matches it to its internal tables (e.g. originating IP address of App Server X, this goes to App 1).
· When the UE receives an UL packet from the application, it looks at the rules it has and matches it to its internal tables (e.g. source application, port number, QoS, this goes to PDP context #1)

Call flow example with SIP, DHCP, DNS, RSVP
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Call flow example with SIP, RSVP – using PDP context for P-CSCF and UE address

This call flow is similar to the previous one with no usage of DHCP and DNS protocols.
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The GGSN recognises zero rate billing packets and removes them from the CDR packet count.
The rules for zero rate billing are generic and do not depend on which PDP context is used. For example one operator may chose to not charge for SIP, RSVP, DHCP, DNS, RTSP. This means that:

· if a signalling packet from the list above is sent over same PDP context as in-band data it will not be charged

· if in-band data is sent over same PDP context as the one used for signalling,  it will be charged

Discussion

Based on the existing R99 principles for UMTS, the applications and network can handle PDP context and QoS requirements for any signalling as well as media flows.

This is different from what the current assumption in chapter 4.2.6 of 23.228

The minimum set of capabilities to be applied is defined as: All messages from the UE on the Signalling PDP Context shall have their destination restricted to the P-CSCF assigned for this UE, or to any one of the set of possible P-CSCFs that may be assigned to this UE.

Impacts on current applications:

If we apply the signalling PDP context restrictions in 23.228, we need to change the way the application defines uplink and downlink packet filtering. Otherwise packets other than SIP may be sent to the GGSN on a PDP context, but will not reach their intended destination because they will be systematically sent to the P-CSCF.

Changing handling of uplink and downlink filtering rules in the applications will be a difficult task especially for external applications (non UMTS specific, which are likely to be used in many cases and in particular for the UE split scenarios).

Impacts on GGSN:

Further, the signalling PDP context restrictions in 23.228 imply changes to the current handling of TFT at the GGSN for downlink packets, and create a special rule for SIP signalling where TFT is not to be applied (or a new rule is defined whenever SIP signalling, and no other signalling, is detected).

Finally, the current GGSN handling for uplink packets is also changed. The signalling PDP context restrictions fundamentally change the normal behaviour of the GGSN as an IP routing entity, by over-writing the rules of normal IP routing with a special routing rule based on an identifier which is not normally used for routing, but rather for identification of characteristics.

Negative impacts on IMS usage

Relying on a special PDP context to make sure all signalling is routed to the CSCF makes it is easy to make a client that can bypass the CSCF – simply by using another PDP context. However if you have the facility to make sure all signalling of a particular type is routed to the CSCF regardless of the context then this cannot be avoided.

Well-behaved clients will put the correct address in the SIP signalling – therefore the force routing to the CSCF adds no value for these clients. Ordinary IP routing will do the job. Badly behaved clients will use another context – therefore the special routing adds no value in controlling them either.

Therefore we need to re-assess the need for the current restrictions in 23.228 for the signalling PDP context.

What are the requirements we are trying to fulfil? 

It seems that the signalling PDP context restrictions can potentially come from three concerns:

1. make it possible to not charge for SIP signalling

2. prevent certain packets to be routed to certain destinations

3. ensure a consistent behaviour of the network, while roaming (ie appropriate network support for whatever protocols are being used by the application/terminal)

These are not new requirements for release 5. They are existing capabilities in UMTS and IP networks.

Requirement 1 (signalling charging)

The ability to not bill the transport of packets in the UMTS network associated with a specific application and subscriber is not a specificity to SIP usage.
Charging functions at GGSN can be used to handle whatever the operator chooses to make free, including SIP. This is not different from R99 where an operator can already chose to not charge for certain traffic.

Requirement 2 (allow packets to destinations)

Firewalls are standard functions from the IP world and can be used to stop traffic going to particular destinations if needed. Firewalls can stop packets that don’t match specific criteria (originating address, originating port number, terminating address, terminating port number and protocol ID) from reaching a particular destination. SA3 has previously decided that there is no need to standardise usage of firewalls in UMTS.

Requirement 3 (network consistency)

If needed, the PS domain specifications can be enhanced to ensure the format of what is to be billed, and the location of what is being charged, is also applicable to IMS signalling. Further, we can standardise the requirement from the network (GGSN) to capture not only the total number of packets to be charged, but also the packets that may be free. These topics need to be worked with SA5.

These functions are enough and we don’t need a special rule for a signalling PDP context. The only thing we need is to be able to signal appropriate QoS. This has been identified before and there has been different proposals. Whichever way, this is to be defined and is outside of this contribution.

Conclusion

Based on the findings of this paper, a CR is provided to remove the current restrictions of the signalling PDP context which are unnecessary (see S2-012108).
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