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Discussion

Introduction

Much discussion has taken place regarding the security aspects for IM.  This paper aims to widen the discussion with  additional aspects to be taken into account.

When to authenticate

While authentication at registration is obviously a clear requirement, the ability to be able to authenticate mobile users at any time needs to be fully considered. 

This would allow:

1. Operators to perform per-session set up (e.g. based on INVITE) authentication to enable them to be fully satisfied that the session requester (or receiver) is who they claim to be.

2. Operators to perform during ongoing sessions who the parties involved are.  This would ensure that in the case of excessively lengthy (high cost/value) communications the end parties are still correct.

Operators need the confidence that for chargeable events (such as session requests) they can authenticate the parties involved if required.

Conclusion

Within 3G R99 the ability to authenticate at any time gives real operator flexibility, this same flexibility should be available within IM in the R5 timeframe.

