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1. Introduction

In R’99 was introduced a mechanism to support IPv6 stateless address autoconfiguration as described in section 9.2.1.1 of 23.060. This mechanism, however, has some limitations compared to the standard IPv6 stateless address autoconfiguration as defined in RFC 2462.

This contribution presents the IPv6 stateless address autoconfiguration mechanism as supported by GPRS and discusses its limitations. Also, some proposals are made as to the way forward.

2. Discussion

2.1 Stateless Address Autoconfiguration according to RFC 2462

Summarised in a few lines the IPv6 stateless address autoconfiguration works as follows.

The host first generates a link-local address by appending an interface identifier of its choice to the well-known link-local prefix (i.e. FE80::0). The host then performs Duplicate Address Detection (DAD) to check if this address is not already used by another host on the same link. This is done by multicasting Neighbor Solicitation messages with the tentative address as Target Address. If the host receives a Neighbor Advertisement in response to the Neighbor Solicitation, then the address is already in use and the host needs to generate a new interface identifier or, if not possible, the autoconfiguration fails.

If the address is actually unique, the host will then wait for a Router Advertisement from a router or solicit it by sending a Router Solicitation. The Router Advertisement carries one or more network prefixes that allow the host to construct its global and site-local addresses by combining each network prefix with its link-local address.

2.2 The Stateless Address Autoconfiguration today in GPRS

Section 9.2.1.1 in 23.060 describes how the IPv6 stateless address autoconfiguration is supported in GPRS R’99. The procedure is depicted in the following figure.
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The MS requests activation of a PDP context of type IPv6 towards an APN for which stateless address autoconfiguration is supported. The GGSN creates a link-local address (which contains the interface identifier) for the MS and returns it to the MS as part of the PDP context activation procedure.

The MS then waits for a Router Advertisement or sends a Router Solicitation to request it. The Router Advertisement generated by the GGSN contains a network prefix that the MS uses to construct its full IPv6 address. In release 99 the GGSN shall advertise only one network prefix.

Since the link-local address is generated by the GGSN it can be ensured that it is unique on this APN, therefore duplicate address detection is not needed and consequently the GGSN discards any Neighbor Solicitation message received from the MS performing duplicate address detection.

After sending the Router Advertisement, the GGSN updates the PDP context with the full IPv6 address that the MS is going to use (the GGSN constructs the full address in the same way as the MS).

There are a few points to highlight regarding this procedure:

a) The main reason for generating the link-local address is to avoid duplicate address detection. DAD is based on a broadcasting mechanism (or rather mulicasting), which is to be avoided if the messages are transmitted over the air interface.

b) The main reason for limiting to one the number of network prefixes advertised by the GGSN is that a PDP context can contain only one PDP address. This is particularly relevant for charging, as the PDP address must be included in the CDRs generated by the SGSN and the GGSN (i.e. S-CDRs and G-CDRs) which can contain only one PDP address.

c) Despite this limitation, the terminal will actually have two IPv6 addresses: a link-local address and a full IPv6 address. However the link-local address, by definition, will never be routed beyond the GGSN.

d) The GGSN-initiated PDP context modification procedure is required because the SGSN needs to know the IP address used by the MS to be able to provide it in the S-CDRs.

e) This procedure is meant for terminals, mainly split TE-MT, implementing standard IPv6 features. For dedicated terminals, a GPRS-specific protocol stack using the ‘classical’ GPRS address allocation paradigm is perfectly applicable.

2.3 Issues with the current procedure and its limitations

A number of issues arise from the current limitations of the stateless address autoconfiguration as supported in GPRS.

1) Is it viable or even possible to limit the number of IP addresses to one?

One of the important features of IPv6 is the possibility to have multiple IP addresses on the same interface, possibly with different scopes. For instance a host can have a site-local address to access local services in a campus, as well as a global address to communicate with the rest of the world.

In GPRS we prevent this possibility by limiting to one the number of network prefixes advertised by the GGSN.

Besides this, it is questionable whether this is sufficient to avoid a terminal acquiring or generating additional IP addresses in all cases. Cases that could potentially result in a terminal using more than one address on the same PDP context are: multihoming, site renumbering, privacy mechanism as per RFC 3041, etc. Indeed with IPv6 a change of address results in the host still using the ‘Deprecated’ address for some time after the new ‘Preferred’ address has been assigned (i.e. until the ‘valid lifetime’ expires).

As stated previously, one of the main reasons for the current limitation is charging. Therefore it shall be clarified what are the exact requirements for providing the PDP address in the CDRs, in particular the S-CDRs generated by the SGSN.

Also as mentioned above, the terminal will actually have two IPv6 addresses, one of which though will only be used for messages between the terminal and the GGSN. This should also be taken into account when considering the charging requirements.

(
If it is not clear to SA2 what these requirements are, we propose to send a liaison statement to SA5 asking for clarification on this matter.

Based on the response from SA5, the following actions should be considered:

· Extend the PDP context semantics and procedures so as to support multiple PDP address per PDP context, or

· The SGSN doesn’t need to know the IP addresses used by the terminal, in which case:

· we remove the current limitation to advertise only one network prefix, and

· we remove the GGSN-initiated PDP context modification procedure following the Router Advertisement


2) Standard IPv6 hosts generate their own interface ID, respectively link-local address

The procedure defined in GPRS is based on the mechanism used for IPv6 over PPP as defined in RFC 2472. According to RFC 2472 it is possible to negotiate the interface ID between the two ends of a PPP link. In case of a TE (e.g. a laptop) connected to the MT through a PPP link, it is then possible for the MT to reject a possible interface ID suggested by the TE and propose instead the one received from the GGSN.

However, according to the 3GPP standards, the interface between TE and MT is not restricted to PPP, although this is today the only link protocol used in practice. With other types of interfaces it might not be possible to negotiate the interface ID, in which case DAD would be the only way to resolve conflicts.

Further consideration is required to assess whether it is reasonable to rely on a procedure that assumes a TE-MT interface based on PPP, and what measures shall be taken if such assumption cannot be made, in particular when looking at the future.

3. Conclusion

This contribution has presented a number of issues that need to be seriously considered in the light of the future development of IPv6 services in UMTS.

It is proposed to send a liaison statement to SA5 to request some clarification on the requirements for providing the PDP address as part of the charging information produced by the SGSN and the GGSN.

Depending on the outcome of the discussions and on the response from SA5, a number of Change Requests might be needed to solve some of the issues raised in this contribution. Should it be the case, Ericsson would be pleased to discuss it further with interested parties and produce any necessary CRs.
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