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1. Introduction 

This contribution shows an example of functional architecture for network requested PDP context activation with User-ID for Push Services. 

The contribution is a revised version of S2PUSH-61 which was submitted to the 2nd Push Ad Hoc in Makuhari, on November 15-16, 2000 and presented in 4th Push Ad Hoc in Seattle on January 18-19.

2. Discussion 

2.1 Functional Architecture for Push Services

The figure 2-1 shows a functional architecture for network requested  PDP context activation with User-ID for Push Services. The User-ID is, for example, MSIDSN or email address (Bell@lucent.com). The blue arrows and the red arrow in the Figure 2-1 represents flow of control messages and of push messages, respectively in dedicated connection mode.
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Figure 2‑1  Reference Architecture of Network Requested PDP Context Activation for Push Services
2.1.1 Application Server (AS)

AS executes push application and resides in operator’s network or in the external IP network. When a push message for a recipient identified by User-ID needs to be sent, the AS operating in dedicated connection mode, requests Proxy AS to set up connection to the recipient. When the connection is established by activating PDP context, the Proxy AS provides the AS with the IP address dynamically allocated for the recipient as a response to the request. The AS sends the message to the IP address to deliver it to the recipient. The AS also directs the subsequent push messages for the recipient to the IP address.  

The AS operating in connectionless mode, sends a push message containing User-ID to the Proxy AS. To deliver such push message to the recipient identified by the User-ID, the Proxy initiates PDP context activation, obtains a dynamic IP address for the User-ID and sends the message to the IP address. The Proxy directs the subsequent push messages with the User-ID to the IP address. 

2.1.2 Address Resolver (AR)

Address Resolver  is a database which provides the following information for Proxy AS.
Mapping from User-ID to IMSI

Provision of subscription information of a push subscriber

The subscription information may be used by the Proxy AS to determine the handing of connection request or a push message. For example, it may discard the request or the message to avoid delivering unwanted messages to the subscriber.

2.1.3 Proxy AS (Application Server)

The Proxy AS resides in a operator’s network and performs interface function between GPRS packet domain and the AS. When the Proxy receives a request or a push message from the AS, it performs the following procedures.

1. Decide how to handle a connection request or a push message based on subscription information of its recipient identified by User-ID. The subscription information is obtained from the AR.

2. Obtain IMSI associated with User-ID by contacting the AR.

3. Determine if PDP context activation is required by checking the internal cache. 

4. Trigger PDP context activation by sending Notification Request to GGSN if required.

5. Update the cache according to the result of the step 4.

6. Provide the IP address assigned to the IMSI for the AS in the dedicated connection mode. 

7. Relay a push message to the IP address if the Proxy AS is in the connectionless operation.

To share activated PDP context among the application servers, the Proxy AS maintains the internal cache whose record contains User-ID, dynamic IP address allocated to the User-ID, IP address of GGSN holding active PDP context and a list of application services that are currently using the IP address to deliver messages to the User-ID. How the cache is managed is outlined below in the dedicated connection mode. Please note that the sharing mechanism is for push services requiring best effort delivery and that sharing is optional. (The same procedures apply in the connectionless mode as well.)

When a connection request for User-ID is received by the Proxy for the first time, it initiates PDP context activation and creates a cache record that holds the User-ID, the dynamic IP address allocated for the User-ID in the context activation process, the IP address of GGSN that holds the active PDP context and a list contains the AS which sent the connection request to the Proxy. 

Suppose now that another connection request for the same User-ID is received from a different AS (2nd AS), the Proxy checks the cache, finds the record with the User-ID and determines to share the available active PDP context with the 2nd AS. The Proxy adds the 2nd AS in the list of application servers in the cache record and returns connection response containing the IP address to the 2nd AS.

Suppose further that the MS deactivates the PDP context, the deactivation is notified to the Proxy AS and the Proxy then informs the Application Servers in the list contained in the cache record, namely 1st AS and the 2nd AS.  The two Application Servers stop using the IP address and mark the address invalid, when notified.

The advantage of having Proxy AS in functional architecture is:

1. Support of interworking with different types of Application Servers. 
Dedicated connection or connectionless  type of application servers are supported.


2. Provision of security measures
The Proxy can share security association with application servers to allow only messages from authenticated sources to be exchanged through the firewall. This protects the network from denial of services attacks. The Proxy also accesses the subscription information of recipients to prevent unwanted message from being delivered.  

3. Sharing of available PDP context information
As explained above, by maintaining cache of active PDP context information, the application servers can share active PDP context to deliver push messages. This reduces the signalling within GPRS network for Push Services.  To obtain sharing of a PDP context, the context must be created with APNs that are registered in the table <APN, Proxy_AS> defined in 2.1.4.

4. Dynamic GGSN selection
It is possible for the Proxy AS to provide dynamic GGSN selection which may be based on a local load sharing policy.
2.1.4 Notification Agent (NA)

The NA in GGSN initiates PDP context activation when Notification Request is received from the Proxy AS. The NA maintains a table of record <APN, Proxy AS>. When the NA is informed of the creation of a new PDP context by the GGSN, the NA searches the table to find a record whose APN is equal to the APN of  the created context. If the record is found, the NA sends Update message to the Proxy AS specified in the record. For example, if the table contains <Push, Proxy-Push.abc.com> and a PDP context is created with APN Network Identifier of “Push”, Update message is sent to Proxy.abc.com. Note that only 2 new messages are introduced to support network requested PDP context activation with User-ID for Push Services.

2.1.5 Mobile Station (MS)

In principle, release of the PDP context activated by network should be performed by the MS, because the context may by shared by the other applications on the MS. It may be required to provide a means for coordinating PDP context activation and deactivation among the applications on the MS. Charging aspects related to how to share the cost of the session between the subscriber and the AS are beyond the scope of this document (but it is expected that some form of sharing would be fair if the MS keeps a session active beyond the time a push server is using it).
When the PDP context is deactivated by the MS, the deactivation is notified to the Proxy AS. In the dedicated connection mode, the Proxy also notifies the AS that the IP address for the MS shall be released. The AS stops using the IP address and deletes it on receiving the notification.

2.1.6 GPRS network

GRPS network may release a PDP context of the MS for which the radio connection becomes broken, then NA in the GGSN notifies the deactivation to the Proxy AS. The Proxy also informs the AS that the PDP address for the MS shall be released in dedicated connection mode. The AS stops using the IP address and deletes it on receiving the notification.

2.2 PDP Context Activation with User-ID

In this section, two flow examples are provided  to show how PDP context activation is performed with two new messages, Notification Request and Update. The dotted line in the Figures represents a new message or a message which is out of the scope of this contribution.

2.2.1 Information Flow Example 1 : Dedicated Connection Approach
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The figure 2-2 shows network requested PDP context activation in dedicated connection approach. 

Figure 2‑2  Network Requested PDP Context Activation in dedicated connection approach
1) The AS sends Connection Request message with User-ID to the Proxy AS. The message is out of the scope of this contribution.

2) The Proxy AS contacts the AR to obtain the IMSI and the subscription information associated with the User-ID. The query and response are out of the scope of the contribution. If the Proxy AS decides to process the request, it checks if an IP address has been allocated to the User-ID by searching the internal cache. In this scenario, there is no IP address is assigned, the Proxy AS, therefore, triggers PDP context activation.

3) The Proxy AS selects one GGSN/NA and sends Notification Request to it. The request may contain IMSI and APN. The criteria for the selection of GGSN may be based on a local load sharing policy. 
4) The GGSN obtains routeing information for the MS by issuing Send Routeing Information request to the HLR. The HLR returns the address of SGSN to which the MS is currently attached. 

5) The GGSN sends PDU Notification Request to the SGSN identified in procedure 4). Extension to TS29.060 is required to allow the PDP address in the PDU Notification Request to be set to null to indicate the MS to request dynamic IP address allocation.

6) The GGSN receives a successful PDU Notification Response from the SGSN.

7) The SGSN sends Request PDP Context Activation to MS. The PDP Address is set to null.

8) The MS sends PDP Context Activation Request to the SGSN. The MS requests the assignment of a dynamic IP address by setting the PDP Address to null. 

9) The SGSN selects a GGSN and creates PDP context. An IP address is allocated to the MS by the GGSN. The criteria for the selection of GGSN by SGSN, is according to Annex A: APN and GGSN selection in 23.060.

10) On successful creation of the PDP context, the SGSN sends Activate PDP Context Accept to the MS with the assigned IP address.

11) The NA on the GGSN searches the table of <APN, Proxy_AS> for a record whose APN is equal to the APN of the created PDP context. If found, it sends Update message to the Proxy AS specified in the record. The message may contain IMSI and the allocated IP address. The Proxy AS creates the cache record of User-ID, the allocated IP address, the IP address of GGSN/NA and the list containing the IP address of the AS.

12) The Proxy AS sends Connection Response with the User-ID and the allocated IP address to the AS. The message is out of the scope of this contribution.

13) The AS uses the IP address to send the message to the MS. The Proxy AS may not be on the path of dedicated connection from the AS to the MS.

14) The AS can also use the IP address to deliver multiple push messages arrived subsequently for the User-ID.
2.2.2 Information Flow Example 2: Connectionless Approach
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The figure 2-3 shows network requested PDP context activation in connectionless approach.

Figure 2‑3  Network Requested PDP Context Activation in Connectionless approach
1) The AS sends a push message with User-ID to the Proxy AS. The message is out of the scope of this contribution.

2) through 11) Same as in the section 2.2.1. 

12) The Proxy AS uses the IP address to send the message to the MS. 

13) The Proxy AS sends Push Result to the AS. The message is out of the scope of this contribution.

14) The Proxy AS uses the IP address in the cache to deliver the subsequent push messages for the User-ID.

2.2.3 Selection of GGSNs in network requested PDP context activation process

As shown in the Figure 2-2 and 2-3, there are 2 GGSN/NAs involved in PDP context activation. The Proxy AS selects the first GGSN/NA to which Notification Request is sent. Any GGSN/NA in home network can be selected. The selection may be based on a local load sharing policy.

When SGSN receives Activate PDP Context Request, SGSN selects a GGSN to create PDP context. The selected GGSN (the second GGSN) allocates an IP address and the NA on the GGSN sends Update message containing the IP address to the Proxy AS. 

The selection of the second GGSN by SGSN should be according to the ANNEX A in TS23.060. An MS activating a PDP context with a dynamic address can be connected to any GGSN supporting a given APN. The GGSN may be selected using a round robin mechanism.  Therefore, it is expected that the Proxy AS receives Update message from a GGSN/NA which is different from the one to which Notification Request was sent.  The NA on the second GGSN uses the table of <APN, Proxy AS> to route Update messages to the Proxy AS that requested the PDP context activation. The NA searches the table for a record whose APN is equal to the APN of created PDP context. If found, it routes the Update message to the Proxy AS specified in the record. 

When it is desired that the first and second GGSN/NA is identical, it can be achieved by two approaches. In the first approach, Proxy_AS and APN are pre-configured such a way that a single GGSN/NA can be selected by both the Proxies and SGSN when PDP context is activated. The configuration sacrifices load balancing capability since GGSN is fixed. In the second approach, PDU Notification Request is extended to carry the IP address of the first GGSN so that SGSN can select the first one when creating PDP context.

2.2.4 Roaming Support

The proposed information flow supports roaming services. Assuming the roaming agreement between home and visited network operators, the first GGSN sends PDU Notification Request to the SGSN in the visited network when the MS is roaming. When the second GGSN selection by the ANNEX A in 23.060 is applied, the second GGSN could be home or visited depending on the APN in use.  A SGSN shall select GGSNs in the home network, because there is currently no standardized means to inform the IP address of the Proxy AS to the GGSN/NA in visited network. 

2.2.5 How to protect HLR from signalling overload

The problem of using Network Requested Context Activation is that the HLR is heavily involved (when finding the SGSN address). Therefore every GGSN/NA should have a mechanism controlling the load of requests sent to the HLR (or a protocol converting GSN).

2.3 PDP Context Deactivation requested by the MS
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The Figure 2-4, shows the information flow where PDP context deactivation is requested by the MS to deallocate dynamic IP address. In principle, release of the PDP context activated by network should be performed by the MS, because the context may by shared by the other applications on the MS. It may be required to provide a means for coordinating PDP context activation and deactivation among the applications on the MS.  
Figure 2‑4  PDP Context Deactivation by the MS.
1) The MS requests PDP context deactivation to the SGSN.

2) The SGSN deletes the PDP context.

3) The SGSN returns Deactivate PDP Context Accept to the MS.

4) The NA on the GGSN searches the table of <APN, Proxy_AS> for a record whose APN is equal to the APN of the deallocated context. If found, the NA sends Update message to the Proxy AS specified in the record to inform that the IP address is no longer valid.

5) The Proxy AS sends Update message to the Application Servers in the list recorded in the cache, and it deletes the cache record. On receiving the Update, the servers stop using the address and delete it. 

2.4 PDP Context Deactivation requested by GPRS network

The information flows in this section show the PDP context deactivation initiated by GPRS network. When the PDP context is deactivated, the GGSN/NA that held the context informs the proxy AS of the deactivation by sending Update message. 

2.4.1 The MS Goes Out of Coverage.
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The Figure 2-5 shows information flow when the MS goes out of coverage and the SGSN initiates detach procedure after mobile reachable timer expires.  In such a case, Delete PDP context request is sent to the GGSN.

Figure 2‑5  PDP Context Deactivation due to Detach Operation
1) The GGSN receives Delete PDP Context Request.

2) It deletes the PDP context and sends Delete PDP Context Response to the SGSN.

3) The NA in the GGSN searches the table of <APN, Proxy_AS> for a record whose APN is equal to the APN of the deallocated context. If found, the NA sends Update message to the Proxy AS specified in the record to inform that the IP address in no longer valid.
4) If the Proxy is operating in the dedicated connection mode, it informs the application servers that are listed in the cache record containing the IP address that the IP address is no longer valid by sending Update messages to them and it deletes the cache record. On reception of the Update message, the application servers stop sending push messages and delete the IP address information.

2.4.2 GGSN initiated PDP context deactivation
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The Figure 2-6 shows information flow when GGSN initiates PDP context deactivation. GGSN may decide to deactivate PDP context for example, when no traffic to and from the MS is detected within pre-configured time.

Figure 2‑6  GGSN initiated PDP Context Deactivation reported to the Proxy AS

1) The GGSN sends Delete PDP Context Request to the SGSN.

2) The SGSN sends Deactivate PDP Context Request to the MS and MS accepts.

3) The SGSN sends Delete PDP Context Response back the GGSN.

4) The NA in the GGSN searches the table of <APN, Proxy_AS> for a record whose APN is equal to the APN of the deallocated context. If found, the NA sends Update message to the Proxy AS specified in the record to inform that the IP address is no longer valid.
5) If the Proxy is operating in the dedicated connection mode, it informs the application servers that are listed in the cache record containing the IP address that the IP address is no longer valid by sending Update messages to them, and it deletes the cache record. On reception of the Update message, the application servers stop sending push messages and delete the IP address information.

2.5 Sharing User activated PDP context with Push Services

This section studies the use of Proxy AS to enable the sharing of PDP context activated by users with Push Services. 
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When a user activates PDP context with an APN whose value is in a record of the table <APN, Proxy_AS> in GGSN/NA, information including the IP address and the address of GGSN that holds the context, is sent in Update message to the Proxy AS specified in the record and is cached in the Proxy AS so that the context can be shared by the application servers. It is assumed that MS can prohibit creating multiple PDP contexts using the same APN. The diagram 2-7 shows user activated PDP context is shared by Push Services in dedicated connection approach.

Figure 2‑7 Use of user initiated PDP context for Push Services
1) MS initiates the PDP context activation with an APN whose value is in a record of the table <APN, Proxy_AS> in the GGSN/NA and an IP address is allocated to the MS.

2) The NA on the GGSN searches the table of <APN, Proxy_AS> for a record whose APN is equal to the APN of the created context. If found, the NA sends Update message to the Proxy AS specified in the record. The message may contain IMSI and the allocated IP address. 

3) The Proxy AS obtains User-ID associated with the IMSI carried in the Update message, by contacting the AR. The proxy creates a cache record of User-ID, the allocated IP address, and the address of GGSN.

4) Push messages for the User-ID are generated in the AS. The AS sends Connection Request with User-ID to the Proxy AS.

5) The Proxy AS checks if an IP address is allocated to the User-ID by searching the cache. In this case, the Proxy finds a cache record with the User-ID.  If the Proxy determines to share the IP address, then it adds the address of the AS in the list of application servers and sends the Connection Response message with the User-ID and the IP address back to the AS. 

6) The AS sends push messages for the User-ID to the IP address.

2.6 Protocol Architecture

In figure 2-8, AP1 is a protocol for requesting connection and AP2 is one for offering push service. AP1 may be capable of requesting connection and of specifying the transport type and the protocol to offer a push service to a user. Protocols for AP1 and AP2 shall be identified. 
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Figure 2‑8 Protocol Stacks
2.7 Impact to 3G specification

	SPEC
	Proposed Change

	
	

	23.060
	Addition of Network Initiated PDP Context Actication with dynamic PDP address
Consideration of backward compatibility for MS and SGSN not supporting Network Initiated PDP context Activation with dynamic PDP address.

	24.008
	Clarification of Network Initiated PDP Context Activation with dynamic PDP address.

Consideration of backward compatibility for MS not supporting Network Initiated PDP context Activation with dynamic PDP address.

	
	

	29.060
	Addition of description on usage of End User Address Information Element in PDU Notification Request for requesting dynamic IP address. 
Consideration of backward compatibility for SGSN not supporting Network Initiated PDP context Activation with dynamic PDP address.

	29.061
	Addtion of the description on Interworking with Proxy AS




3. Proposal  
Lucent proposes that section 2 in this contribution replaces the section 7.2 in 23.874.
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