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1 Introduction

Within CN1 and at the joint CN1 & SA2 SIP ad-hoc meeting in New Jersey, USA there has been a working assumption to use a new SIP header extension in SIP Register message in order to provide P-CSCF information to S-CSCF in order for S-CSCF to route terminating sessions (see LS & tdoc N1-010267 & N1-010268).  N1-010267 contribution has a different solution than earlier discussed in S2-000751 and presented in this contribution.

2 Discussion

During the architecture work in 3GPP SA2 last year Ericsson contribution S2-000751 (Stockholm Meeting) described a way of getting the P-CSCF address/name to S-CSCF without any changes to already existing SIP protocol suites.  The proposal includes the following principles be described in 3GPP specification as a basis:

· The CONTACT header from UE shall not include any encrypted or authentication related parameters not intended for the P-CSCF.  Note that today, in CN1 session flows the UE ‘s IP address is the parameter received from UE to P-CSCF.

· The P-CSCF will update the CONTACT header provided by the UE to include the P-CSCF name/address.

· At the reception of REGISTER message, the S-CSCF will store the content of the CONTACT field (i.e.P-CSCF) for routing subsequent terminating SIP sessions/messages.

At the reception of a successful registration response, P-CSCF will store successful registration information.

At subsequent originating requests from the UE, the P-CSCF will query DNS to find the entry point (ie. I-CSCF if I-CSCF is mandated) to home network and forward the message to I-CSCF.  If hiding is required then I-CSCF will add itself in the Record Route header and forward the message to S-CSCF.  When responding back to I-CSCF, S-CSCF will add itself to the Record Route and remove the S-CSCF information from the Record Route.  All subsequent requests now will be routed via the same I-CSCF & S-CSCF for the duration of that session.  

Requirements related to encryption of other SIP headers (e.g. VIA) will be handled according to the current agreed solutions.

At the terminating session case, S-CSCF will select a I-CSCF (this entity is described as the THIG: Topology Hiding Inter network Gateway, in CN1) for sending the first SIP message to the P-CSCF.  As described before for originating case, similar procedures will be used to protect and hide network configuration from the Visited network by using I-CSCF & Record Route header.  

In order to eliminate queries to HSS every time, I-CSCF may cache S-CSCF address but it is implementation specific how and what mechanisms could be used to optimise.
The mechanism described above only requires mandated behaviour from a 3GPP compliant SIP client and SIP server.  No additional/new changes are required in IETF protocols.

The alternative proposal adopted in the CN1 group described in N1-010268 requires introduction of a new header field (PATH header) in SIP whose requirements are already fulfilled by the above described procedures.

Even though the CN1 document describing the PATH header and the LS refers to solving the network hiding requirements by using the PATH header and use token to hide S-CSCF information, in reality the configuration hiding requirement only needs I-CSCF to hide the S-CSCF information.  The token to hide S-CSCF information from P-CSCF is an optimisation so as to not query HSS for every SIP message transaction.

A much simpler and alternative proposal is recommended: to use caching of the S-CSCF address in the I-CSCF (see the SIP bis draft section 12.3.7 for Stateless non-forking Proxy role).  This is an implementation issue and does not require a complex solution currently pursued both in SA2 & CN1.  See more details in Anders’ contribution regarding the complexity of token/encryption mechanisms.

Also, there is no need to co-ordinate between I-CSCFs to implement token mechanisms, as the I-CSCF selected to support the entry to the network will do the initial look up in HSS to find the right S-CSCF and then may cache the information from that point on.  This also allows for flexibility for any I-CSCF to support the originating SIP messages from P-CSCF or terminating SIP messages from S-CSCF to P-CSCF, since if there is no cache information in the I-CSCF, it will as a normal behaviour, query HSS to get the right S-CSCF address.

3 Proposal

We propose that SA2 remove the architecture requirement of either using token or cryptography to hide S-CSCF address and rather support caching mechanism as an implementation for optimising the query for S-CSCF address in the HSS.  In order to support the network hiding requirements, mandating the use of I-CSCF in the path fulfils the requirement and no additional complexity is added in the architecture.  Additionally, mandating the I-CSCF for the initial message towards or from P-CSCF from/to S-CSCF, uses basic and existing SIP mechanisms.    

See mandatory I-CSCF contribution (S2-010602) for inclusion of text.

If accepted, Ericsson will provide the necessary updates to 23.228 in SA2 & 24.228 in CN1.

It is also proposed that SA2 send an LS back to CN1 to reconsider the introduction of the new header PATH and define 3GPP use of the existing SIP mechanisms to achieve the same results, as has been done in general.

4 Annex A

Below shows an example update to the session flows (the flows are taken from S2-010251, AT&T/Nokia contribution in SA2#16) if CONTACT header is used instead, this illustrates the saving both in additional header/data and simplification/consistency achieved using this process.  Note that not all interfaces (such as Cx ) have been shown in the flows below.
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1) UE(A) initiates registration procedure:

REGISTER 
home_a.com SIP/2.0

Via: 

SIP/2.0/UDP [12:34:56::EF]:5060

From: 

User_A <sip:ue_a@home_a.com>

To: 

User_A <sip:ue_a@home_a.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 REGISTER

Contact:

User_A <sip:ue_a@[12:34:56::EF]:5060>

2) The P-CSCF replaces the CONTACT header with it’s own info. 
3) P-CSCF forwards the registration request to the contact point of the home network:

REGISTER  home_a.com SIP/2.0

Via: 

SIP/2.0/UDP p_cscf.visited_a.com

Via: 

SIP/2.0/UDP 12.34.56::EF:5060


From: 

User_A <sip:ue_a@home_a.com>

To: 

User_A <sip:ue_a@home_a.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 REGISTER

Contact:

<sip: ue_a%40%5b12%3a34%3a56%3a%3aEF%5d%3a5060@ p_cscf.visited_a.com >
4) The I-CSCF selects a suitable S-CSCF for the subscriber.

5) 
.

6) I-CSCF forwards the registration request to the selected S-CSCF:

REGISTER 
home_a.com SIP/2.0

Via:

SIP/2.0/UDP i_cscf.home_a.com

Via: 

SIP/2.0/UDP p_cscf.visited_a.com

Via: 

SIP/2.0/UDP 12.34.56::EF:5060



From: 

User_A <sip:ue_a@home_a.com>

To: 

User_A <sip:ue_a@home_a.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 REGISTER

Contact:

<sip: ue_a%40%5b12%3a34%3a56%3a%3aEF%5d%3a5060@p_cscf.visited_a.com> 
7) S-CSCF stores the information in the CONTACT header.
8) S-CSCF sends a 200 OK response to the registration request to I-CSCF:

 
SIP/2.0  200 OK

Via:

SIP/2.0/UDP i_cscf.home_a.com

Via: 

SIP/2.0/UDP p_cscf.visited_a.com

Via: 

SIP/2.0/UDP [12:34:56::EF]:5060




From: 

User_A <sip:ue_a@home_a.com>

To: 

User_A <sip:ue_a@home_a.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 REGISTER

9) Whennetwork configuration hiding is in place, the I-CSCF  may choose to cache the S-CSCF info for optimisation purposes for subsequent requests.
10) I-CSCF forwards the 200OK response to the P-CSCF 
11) 
SIP/2.0 200 OK

Via: 

SIP/2.0/UDP p_cscf.visited_a.com

Via: 

SIP/2.0/UDP [12:34:56::EF]:5060




From: 

User_A <sip:ue_a@home_a.com>

To: 

User_A <sip:ue_a@home_a.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 REGISTER
12) P-CSCF stores the successful registration info  and associates it with UE(A). 

13) P-CSCF removes the Via header from the 200OK response, and forwards the response to UE(A):

SIP/2.0 200 OK

Via: 

SIP/2.0/UDP [12:34:56::EF]:5060

From: 

User_A <sip:ue_a@home_a.com>

To: 

User_A <sip:ue_a@home_a.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 REGISTER


An example origination flow with network hiding enabled is shown below:
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1) UE(A) initiates the establishment of a new session, accordingly sends an INVITE request to P-CSCF:

INVITE 

ue_b@home_b.com  SIP/2.0

Via: 

SIP/2.0/UDP 12.34.56::EF:5060

From: 

User_A <sip:ue_a@home_a.com>

To: 

User_B <sip:ue_b@home_b.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 INVITE

2) P-CSCF looks up the serving network information for the subscriber that was stored during registration. Based on the DNS query or on cached information, the P-CSCF selects the  I-CSCF
3) P-CSCF forwards the session initiation request to the element specified in the stored serving network information. Accordingly, the request is forwarded to the I-CSCF.
4) INVITE 

ue_b@home_b.com  SIP/2.0

Via: 

SIP/2.0/UDP p_cscf.visited_a.com

Via: 

SIP/2.0/UDP [12:34:56::EF]:5060

From: 

User_A <sip:ue_a@home_a.com>

To: 

User_B <sip:ue_b@home_b.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 INVITE

5) I-CSCF determines the S-CSCF name either from its cache or HSS look up.
6) I-CSCF forwards the session initiation request to S-CSCF and if hiding is required then includes itself by using Record-Route.
INVITE 

s_cscf.home_a.com  SIP/2.0

Via: 

SIP/2.0/UDP i_cscf.home_a.com

Via: 

SIP/2.0/UDP p_cscf.visited_a.com

Via: 

SIP/2.0/UDP [12:34:56::EF]:5060

Record Route:
                           <sip:i-cscf.home_a.com;maddr=i-cscf.home_a.com>
From: 

User_A <sip:ue_a@home_a.com>

To: 

User_B <sip:ue_b@home_b.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 INVITE

7) S-CSCF starts originating service control for UE(A), and the call will proceed according to regular procedures.

In case of terminating session set-up, the S-CSCF would do a DNS look up to select a I-CSCF to forward the initial SIP message to the visited network..  S-CSCF will include the P-CSCF information received in CONTACT field as defined in the existing procedures in CN1 (Request URI).
 For subsequent messages for the same session, the P-CSCF would use the Record Route information to forward the SIP message to the appropriate entry point in the home network, as well as S-CSCF will use the same mechanism.
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4) S-CSCF selection







Since S-CSCF could select any I-CSCF for terminating sessions, no need to add I-CSCF in the path5) Add an I-CSCF name to the  Path header 
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4) Decrypt Determine the S-CSCF name either from cache or HSS look up







Regular origination flow continues...







6) Start originating service control
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