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1. Introduction

The technical Specification 23.228 currently names CAP, SIP and OSA as three potential interfaces alternatives for the Sc reference point, that is the interface between the S-CSCF and an external Service Platform. Which of these three alternatives will be standardized is currently for further study. This contribution describes how SIP can be used as an interface to the Service Platform such that the S-CSCF retains the ability to control the call. 

2. General concept

When the S-CSCF decides that a SIP request message is subject to service control, it behaves like a proxy server and forwards the message to the external Service Platform that has implemented the desired service. From the S-CSCF´s point of view the Service Platform looks just like another SIP server. Upon receipt of the message, the Service Platform can execute any service specific logic in order to decide how to carry on. For example, the Service Platform may generate request and response messages.

All messages generated by the Service Platform are routed via the S-CSCF. This is to guarantee that the S-CSCF can retain the control over the call. This requirement is already stated in section 4.2.4 of TS 23.228 (“…this interface shall not prevent the serving S-CSCF from retaining control of the call”) and ensures that the S-CSCF can coordinate the service execution. After receiving the response from a Service Platform, the S-CSCF may contact further Service Platforms. These might not even be known to the previously contacted Service Platform and might also have a different security association with the S-CSCF. Furthermore, the S-CSCF remains able to supervise timely responses from the Service Platform to detect malicious, malfunctioning, or crashed platforms. In such events, the S-CSCF could for example skip a non-functional Service Platform, play an announcement or simply continue with the SIP message processing. The appropriate policy is service and/or operator specific and does not have to be standardized. 

The message flow below shows the general concepts of adding a Service Platform into the session signaling path.
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Figure 1: SIP Interface for IMS Service Control 

1. A SIP request from a previous hop arrives at the S-CSCF. The previous hop can be a P-CSCF (in the originating case) or an I-CSCF (in the terminating case).

2. The S-CSCF decides that the request needs to be handled by an external service platform and proxies the request to this platform. How this decision is made, is for further study. 

3. The Service Platform may execute service logic and (in this example) decides to proxy the request. The resulting request is always directed back to the S-CSCF.

4. The S-CSCF forwards the request to the next hop.

5. At the final request destination, one or more response messages are created and sent back to the S-CSCF.

6. Following the reverse path of the request, the response is forwarded to the Service Platform.

7. The Service Platform may execute service logic and routes the response back to the S-CSCF.

8. The S-CSCF returns the response to its previous hop.

3. SIP message routing

This section briefly discusses how the routing of SIP messages can be achieved in the way described above. For this, two new SIP headers will have to be defined. 

As a general principle, it is assumed that it should be possible to include one or more additional proxy servers (e.g. firewall proxies) in the signaling path between the S-CSCF and the Service Platform. This might be desired for connecting non-trusted third party Service Platforms and precludes the S-CSCF and the Service Platform from exchanging messages directly on the IP level.

3.1 Routing request messages from the S-CSCF to the Service Platform

To forward a request to the Service Platform, the S-CSCF replaces the original Request URI with an URI pointing to the Service Platform. Intermediate SIP proxy servers will use this URI to route the request towards the Service Platform. For carrying the original request URI to the Service Platform – as needed for a number of services – , the use of a new SIP message header (called S-URI in Figure 2) is proposed. 

3.2 Routing request messages from Service Platform to S-CSCF

For routing a request message back to the S-CSCF, the Service Platform first replaces the request URI received in the incoming message with an URI that points back to the S-CSCF. This URI was carried from the S-CSCF to the Service Platform within the second new SIP header (called C-URI in Figure 2). Additionally it puts its own URI into the C-URI header allowing the S-CSCF to easily determine the service platform from which the request was sent back.

Whenever a SIP request message has been received on the S-CSCF, the SIP Loop Detection mechanism defined in [SIPbis] needs to be applied. Routing SIP messages from the S-CSCF to the Service Platform and back to the S-CSCF may trigger the SIP Loop Detection when the SIP headers selected for the calculation of the corresponding hash value were unsuitably chosen. This can easily be prevented by including the new header C-URI into the hash value calculation on the S-CSCF. The invocation of multiple Service Platforms can thus be supported by the S-CSCF. 
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Figure 2: Routing to and from a Service Platform via a SIP Interface

3.3 Routing of response messages

In SIP, response messages are routed according to the VIA headers. These headers enforce that response messages do follow exactly the (SIP) path that was taken earlier by the corresponding request message. Therefore, no special measures need to be taken to achieve the described routing behavior. 

4. References

[SIPbis] IETF SIP WG, draft-ietf-sip-rfc2543bis-02.txt, November 2000
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