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1 Introduction

At S2 #16 in Los Angeles, the QoS drafting group discussed the need for binding information in a Secondary PDP Context Activation.  This binding information allows the IP BS manager in the GGSN to identify the IP policy information needed for admission control and policing.    There was tentative consensus in Los Angeles to use an "authorization token," consistent with <draft-ietf-sip-auth-00.txt>.  However, Nokia suggested that the TFT should be looked at as an alternative. 

In this contribution, we carefully evaluate the architectural issues.  We conclude that the authorization token is a necessary part of the binding information -- the TFT does not contain the information needed to do the binding.   However, the authorization token alone is not sufficient when the UE multiplexes more than one IP flow onto a PDP Context.   We conclude that the binding information should be based on both an authorization token and an optional uplink classifier that is included by the UE.

Section 2 provides the background and architectural assumptions.  Section 3 motivates the requirement for the authorization token.   However, the authorization token is insufficient to handle the case when the UE multiplexes multiple IP flows on a PDP context.  Sections 4 and 5 discuss two approaches to solving this problem. 

As mentioned above, the contribution concludes that the binding information should be based on both an authorization token and an optional uplink classifier.   Section 6 proposes text for inclusion in 23.207 to specify the new attributes.  

An annex provides additional detail regarding the limitations of the TFT.

2 Assumptions

This contribution assumes that IP BS manager in the GGSN performs policy-based admission control and policing of traffic on a per-flow basis.  Per-flow policing is necessary to prevent theft of service and provide the 'gating' functionality described in 23.228. When a PDP Context is established, a Traffic Flow Template (TFT) is provided by the UE.  The TFT contains attributes that define an IP header filter that is used to direct packets from the external IP network to the newly established PDP Context.  

The PDP Context Activation request must contain binding information allowing the IP BS manager to identify the IP policy information (authorization information) needed for admission control and policing.  This authorization information is either stored in a Local Decision Point in the GGSN ("push" model) or is dynamically "pulled" from the PCF.  

To provide policy enforcement on flows entering the IP network, the PCF provides authorization information to the IP BS manager in the GGSN.  The authorization information needed for each unidirectional IP media flow consists of the following information, which we refer to as an authorization object:

· Destination address

· Destination port

· Direction (uplink or downlink)

· Authorized Flowspec

· PHB/PHBs (uplink)

· Authorization token

· Other information (such as UE address)

Note that there may be additional information in the authorization provided by PCF that is not shown here, e.g., event generation information.

One or more authorization objects are associated with a SIP session.  For the purposes of this discussion, we assume that authorization objects are pushed to the GGSN by the PCF at the time of SIP session establishment (push model), although the issues are similar in a pull model.  The binding information contained in the PDP context activation request must be sufficient to identify the appropriate set of authorization objects.

3 Binding a Secondary PDP Context to an Authorization Object

(This section addresses binding a secondary PDP context to the authorization objects of uplink flows since this is the harder case.)

When a PDP context is established, the GGSN must be able to identify the authorization object containing the destination address and port number of the uplink flow in order to implement destination restriction.   The TFT does not contain information about uplink flows, and cannot be used to identify the correct authorization object in the PCF (see Annex A).  

The GGSN can use an authorization token to identify the set of authorization objects for the IP flows associated with a SIP session.   However, in the case of multimedia sessions, if the UE establishes more than one secondary PDP context, the authorization token is not sufficient to identify which flow is associated with which PDP context.  The GGSN needs to know which flows will be carried on which PDP context in order to authorize PDP context activation.

To see this, consider a SIP session consisting of three IP flows that the UE multiplexes onto two PDP contexts as shown in Figure 1.  In this example, the two PDP contexts use the same authorization token since they are being used by the UE for flows associated with the same SIP session. When each of the PDP contexts is established, the IP BS manager must perform an admission control test to determine if the traffic parameters associated with the secondary PDP Context are within the resource envelope authorized by the PCF.   To perform this test, the IP BS manager in the GGSN needs to determine which flows will share each PDP context.   Since the UE multiplexes IP flows on PDP contexts based on an internal uplink TFT, it is not obvious how the GGSN can make this determination.  We consider two approaches below. 

Figure 1: Binding Example[image: image1.wmf]UE
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4 Class-based Binding

In class-based binding, the binding information consists of the authorization token.  The GGSN is provisioned to allow each UMTS class to be statically mapped to a Diffserv PHB.   For example, conversational class may be mapped to the Expedited Forwarding (EF) PHB, and interactive class may be mapped to the Assured Forwarding (AF) PHB.  

Since the authorization objects identify the PHB associated with each IP flow, the IP BS manager maps each secondary PDP Context to the set of authorization objects containing the appropriate authorization token and PHB.  The admission control test is performed by checking that the UMTS traffic parameters are less than or equal to the sum of the flowspecs for the authorized flows.   Note that while this approach does admission control on the basis of Diffserv class, user plane policing in the GGSN is done per IP flow.  

However, when the IP BS manager acts as a RSVP proxy as in Scenario 6, it does not have sufficient information to generate the RSVP PATH messages on behalf of the UE, since the GGSN does not know which flows are active at the UE.  If there is more than one authorization object, should the GGSN generate a PATH message for all of the flows or only some of them? The GGSN needs to obtain additional information from the UE to know which IP flows are active in order to generate a PATH message for those flows.

5 Flow-based Binding

In flow-based binding, the binding information includes both the authorization token and an optional uplink classifier.   When the UE establishes only a single secondary PDP context for a single IP flow, it can omit the uplink classifier and include only the authorization token.  However, when the UE establishes more than one secondary PDP context or multiplexes more than one IP flow onto a secondary PDP context, the UE must include the authorization token as well as the uplink classifier (destination address and port) for each IP flow as binding information.   The combination of authorization token and uplink classifier allow correct identification of the appropriate authorization object;  the information contained in this object can be used to generate RSVP messages on behalf of the UE.

In addition to including the uplink classifier in PDP Context Activation messages, additional procedures are also needed to handle context modifications.  For example, if a PDP context is used initially to carry only one IP flow and the UE adds an additional IP flow, the UE must send a PDP context modification request to the GGSN  to add the additional uplink classifier.  Similarly, if the UE has a secondary PDP context for which it has not provided the uplink classifier (because it carries only a single IP flow) and the UE wishes to establish a 2nd secondary PDP context, the UE must modify the existing PDP context to convey its uplink classifier

Allowing the uplink classifier to be optional reduces airlink resources when only a single secondary PDP context is established. Flow-based binding also allows the GGSN to act as an RSVP proxy for the UE.  The IP BS manager in the GGSN generates a PATH message for each active uplink flow.

6 Proposal

This contribution proposes the following change to to Section 5.1.1.2.3 (Bearer Level/Application Level Binding Mechanism) of TS 23.207.

------------------------------------------------------------------------------------------------------------

To support IP policy enforcement and QoS inter-working in the GGSN, the UE shall be able to include an IP specific information element known as an authorization token in UMTS PDP Context Activation or Modification messages.  The authorization token shall be unique across all PDP Contexts associated with an APN.  The UE shall also be able to include one or more IP specific information elements known as an uplink classifier in UMTS PDP Context Activation or Modification messages.  The uplink classifier contains the IP destination address and port for an uplink flow, and an indication of whether the classifier is to be added or removed from the set of uplink classifiers for the PDP Context.
The authorization token is used to reference QoS and policy decision information that is provided to the GGSN by a PCF.  The authorization token is provided to the UE by the P-CSCF during session establishment.

In order to allow QoS and policy information to be "pulled" by the GGSN from the PCF, the authorization token shall allow the GGSN to determine the address of the PCF to be used.

Annex A.  Problems Using the TFT as Binding Information

This annex illustrates in greater detail why the TFT cannot be used to identify the appropriate authorization object(s).

Consider a bi-directional flow between UE and remote host H.  UE's address is Addr-UE;  H's address is Addr-H.  UE sends on Sport-UE, and receives on Dport-UE.  H sends on Sport-H, and receives on Dport-H.

The TFT used for downlink filtering contains the destination address and port for the flow from H, namely (Addr-UE, Dport-UE.)  The TFT optionally also contains the H's source address and source port.  When all four attributes are included the TFT contains (Dstaddr, Dstport, Srcaddr, Srcport) = (Addr-UE, Dport-UE, Addr-H, Sport-H).  

The authorization object contains the destination address and port for the flow from UE, namely (Addr-H, Dport-H).   We note that the TFT does not provide sufficient information to identify the authorization object since we cannot assume that H's sending and receiving ports are the same (in general, Sport-H != Dport-H.)    

In fact, the source address for the remote host in the TFT need not be the same, in general, as the destination address to which the UE is sending.   For example, the UE may be sending to a multicast address, or an implementation of the remote host may use a different source address and destination address.   

Thus, the IP BS manager needs to have the destination address and port for the uplink flow in order to correctly identify the authorization object(s).  This information is necessary, but not sufficient, since there is the possibility of race conditions across multiple context activations to the same destination.   Thus, the uplink classifier cannot be used instead of the authorization token.

One example race condition is as follows. The UE initiates a SIP session to a destination H and the GGSN holds an authorization object for this flow.  The UE sends a BYE, which is received by H, but the 200 OK response to the BYE is lost.  The GGSN will hold the original authorization token until the session teardown is complete. The UE then initiates another SIP session to H.  If H selected the same UDP port number for the incoming call as the previous call, the PCF would create an (identical) authorization object for this new flow.  The GGSN would not be able to determine which of the authorization objects applied to the PDP context activation.  It would be undesirable to depend on specific end host implementations of port allocation to ensure correct operation of policy control. 
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