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1. Introduction/Discussion
This solution addresses Key Issue #2 (Support XRM metadata identification for end-to-end encrypted XRM traffic).
It provides a general framework for tunnelling encrypted XRM media packets and a solution optimised for the QUIC protocol. The QUIC protocol solution is proposed as the default option to ensure interoperability.The solution using QUIC transport is based on the support of PDU Set related handling for end-to-end encrypted traffic using QUIC as transport protocol and metadata with XRM metadata in UDP tunnel packets as in-band communication between 5GS and the content-provider AS.
To receive XRM metadata from the AS in a secure way, the UPF establishes a UDP tunnel to the AS by sending an HTTP request with the "connect-udp" upgrade token to an HTTP proxy integrated in the AS.
This solution is based on solution#24 and solution#26 addressing the respective Editor’s notes:
Editor's note:	The criteria for the release of the QUIC connection between the UPF and AS is FFS.
The QUIC connection for the UDP tunnel is released by AS upon e2e QUIC connection release or by the UPF at timeout.
Editor's note:	Whether and how IETF standardization is required is FFS.
Standardization can be performed by developing the solution in 3GPP and registering codes in IANA, as done in Rel’18 ATSSS for MPQUIC Datagram mode 1 clause of 5.32.6.2.2.1 TS 23.501. 
Editor's note:	Whether and how the UPF can determine to establish an UDP tunnel to the AS when the same EAS IP address may host XRM and non-XRM based applications or when there are two XRM service instances on the same UE and they use the same UE IP address for the same service is FFS.
UPF may determine when to establish a UDP tunnel for different applications hosted on the same server according to the associated PCC rules, based on the QoS requirements per source port number or External Application ID provided by the AF.
Editor's note:	Whether and How QUIC-Aware Proxying Using HTTP can support packets coalesce needs further study.
QUIC-aware proxying of coalesced packets is replaced by a QUIC packet transform, according to draft-ietf-masque-quic-proxy.md agreed at IETF119 by design-team, see [40].
The solution also clarifies the handling of connection ids for udp-connect at the UPF.
2. Text Proposal
It is proposed to introduce the following changes vs. TR 23.700-70.
[bookmark: _Toc519004414][bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc161291430][bookmark: _Toc148498820][bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686]6.26	Solution #26: PDU Set identification for end-to-end encrypted traffic
[bookmark: _Toc161291431]6.26.1	Key Issue mapping
This solution addresses Key Issue #2: "Support XRM metadata identification for end-to-end encrypted XRM traffic".
[bookmark: _Toc161291432]6.26.2	Description
This solution proposes to enable the support of PDU Set related handling for end-to-end encrypted traffic, first with a general tunnelling framework and then using QUIC as transport protocol HTTP Datagrams [39] and XRM metadata with XRM metadata in UDP tunnel packets as in-band communication between 5GS and the content-provider AS. The end-to-end XRM traffic can be RTP over QUIC, media over QUIC or any other XRM application protocol carried over QUIC.
The packets carrying XRM traffic are encapsulated within QUIC packets via QUIC streams and datagrams to transport real-time data within a QUIC connection for a specific IP flow (represented by IP 5-tuple) and are encrypted through embedded QUIC security based on TLS 1.3.
The solution includes two parts: a general framework based on the use of any tunnel protocol with indicated set of characteristics and a solution realization based on UDP-connect.
NOTE 1:	To ensure interoperability, the default encapsulation protocol shall be the UDP-connect as specified in clause 6.26.4.

6.26.3	General framework
The solution proposes to have a framework where fully encrypted packets from an application server are tunnelled via an encapsulation protocol between the UPF and the Application Server over the N6 reference point as shown in the Figure below.
[image: ]
Figure 6.26.3-1: General framework for supporting PDU set identification for fully encrypted media packets
The main steps of the solution comprise of the following elements:
1.	An AF when requesting an AF session towards the 3GPP network (NEF) includes additional information indicating to the 3GPP network that the UPF can identify PDU-set information by inspecting the headers of an encapsulation protocol. The AF also including the address of the XR Video application server where the UPF will need to establish a connection using the encapsulation protocol.
NOTE 1:	It is assumed that the 3rd party provider of the AF and the 3GPP network have SLA agreement on the type of encapsulation protocol to use between the UPF and AS over N6 reference point.
NOTE 2:	To ensure interoperability, the default encapsulation protocol shall be the UDP-connect as specified in clause 6.24.3.2.

2.	The PCF in the 3GPP network providing PCC rules where the PCC rules includes the information provided by the AF in step 1.
3.	The SMF constructing N4 rules based on the PCC rules where the N4 rules include uplink and downlink Packet Detection Rules indicating to the UPF that:
a.	for uplink packets sent from a specific UE (or any UE) to a specific application server the UPF would need to establish a connection using an encapsulation protocol and route the packet via the encapsulation protocol to the Application Server address.
b.	For downlink packets received by the UPF over N6 configuration information indicating the UPF to:
i.	Extract the encapsulated UDP packet from the received IP packet.
ii.	Enable PDU set identification and retrieve XRM metadata from information contained within the encapsulation protocol.
iii.	Routing the decapsulated UDP packet over a QoS flow with PSDB requirements within GTP signalling towards the RAN.
4.	UPF that supports an encapsulation protocol client establishing a protocol session with a server once the UPF detects that an uplink packet is sent towards a specific destination address.
NOTE 3:	If the UPF determines that there is already a tunnel open towards the XR application server (e.g. from another UE XR session), the UPF can forward the UE packet via the existing connection. The decision is based on UPF implementations or operator configuration, although it may affect load balancing implementation at the Application Server.
Editor’s note:	It is FFS whether UPF establishes a tunnelled connection on per UE basis or whether the tunnelled connection is shared for traffic for multiple Ues that have established a session with the same application server.
5.	The Application Server sending downlink packets via the encapsulation protocol and includes additional XRM metadata provided in-band within the encapsulation protocol to assist the UPF to identify XRM metadata.
6.	The UPF identifying XRM metadata of PDUs of PDU sets based on the information provided within the encapsulation protocol and routing the packet via a QoS flow with PSDB requirements based on the N4 rules including within the GTP-U header XRM metadata for each PDU.
NOTE 4:	If not released by the Application Server, it is up to UPF implementation when the tunnelled connection is released, e.g. when the UPF determines no traffic is routed via the tunnelled connection for a specific period of time then the connection is released. Other solutions are FFS.
[bookmark: _Toc161291422]6.26.3.1	General procedure
Details steps of the procedure are shown in Figure below:
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Figure 6.26.3.1-1: General procedure for supporting PDU set identification for fully encrypted media packets
1.	An AF requests to establish an AF session with QoS by invoking the Nnef_AFSessionWithQoS Create service operation as described in clause 4.15.6.6 of TS 23.502 [3] including PDU Set QoS parameters for the XR service. The AF additionally includes information to enable an encapsulation protocol connection between the UPF and AS and the address of the server where the UPF can establish the encapsulation protocol session.
	Not shown in the Figure the NEF authorizes the request and forwards the request to the PCF by invoking an Npcf_PolicyAuthorization_Create request including the information provided by the AF.
NOTE 1: Several applications hosted on the same Application Server may be distinguished by the UDP 5-tuple negotiated in the SDP offer/answer negotiation, which can be provided by the AF as Flow description. This may allow the AF to specify different PDU Set QoS Parameters for different applications or no PDU Set QoS Parameters at all. If the 5-tuple is not available, they can be distinguished by mechanisms not described in this solution.
2.	The PCF creates PCC rules taking into account the PDU Set QoS parameters as described in clause 6.1.3.22 of TS 23.503 [4]. The PCC rule also includes the encapsulation protocol details and server address.
3.	The SMF binds the PCC rules to a new QoS flow, determines the applicable QoS Profile and determines N4 rules including a QoS Enforcement Rule with PDU Set marking indication, a Packet Detection Rule including the Packet Detection Information and a Protocol Description for QUIC packets including XRM metadata in XRM metadata and a Forwarding Action Rule with an indication to establish the UDP tunnel and the FQDN/IP address + port number of the AS. Alternatively, the SMF may be configured to support PDU Set QoS handling without receiving PCC rules from a PCF. The downlink Quality Enforcement rule includes information to enable PDU set inspection and extract PDU-set information from information contained within the encapsulation protocol.
4.	The N4 rules are sent to the UPF. The FAR includes an indication to establish a UDP tunnel together with the address of the AS.
The SMF sends the QoS profiles to the NG-RAN via AMF and QoS rules to the UE via AMF and NG-RAN.
5.	An application in the UE is triggered to connect to the AS
6.	The application sends packets for the end-to-end encrypted connection via uplink over the 3GPP network
7.	The UPF inspects the packet and determines that there is a matching PDR rule with a FAR indicating to establish an encapsulation protocol session to a server address and route the uplink packet via the encapsulation protocol
8.	The UPF sends a session request to establish a connection using the encapsulation protocol procedure
9.	The server acknowledges
10.	The UPF encapsulates the uplink packet within the encapsulation protocol header.
11.	The session packet is sent to the AS via N6
12.	Further downlink and uplink packets may be routed to fully encrypt the connection between the UE and AS
13.	The Application Server determines PDUs belonging to PDU set and adds XRM metadata within the encapsulation protocol
14.	The UDP packet is sent via the encapsulation protocol to the UPF
15.	The UPF extracts the UDP packet and determines XRM metadata using the XRM metadata provided within the encapsulation protocol.
6.26.4	PDU Set based QoS handling using UDP-connect
The solution is based on the following principles:
-	To receive XRM metadata from the AS in a secure way, the UPF establishes a UDP tunnel to the AS by sending an HTTP request with the "connect-udp" upgrade token to an HTTP proxy integrated in the AS and indicating the capability to receive XRM metadata associated with end-to-end XRM PDUs  in dedicated HTTP datagrams [39]. As an alternative, a tunnel may be established with the "connect-ip" upgrade token.
[bookmark: _Hlk163119571]Editor's note:	The criteria for the release of the QUIC connection between the UPF and AS is FFS.
-	Dedicated HTTP datagrams are specified to contain XRM metadata, namely consists of  the PDU Set Sequence Number, PDU Set Size and Importance, PDU Sequence Number within the PDU Set and End of Data Burst indication.
Editor's note:	Whether and how IETF standardization of the HTTP datagram is required is FFS.
[bookmark: _Hlk163119640]Editor's note:	Whether and how IETF and 3GPP can standardize packet transform is FFS.

-	If the end-to-end connection between the UE and the Application Server is based on QUIC, Tto avoid re-encapsulation and re-encryption, all XRM payload packets shall be forwarded using the Forwarded Mode in QUIC-Aware Proxying using HTTP [40].  and coalesced with QUIC packets containing HTTP datagrams with PDU Set Information. Note that this optimization is not available if connect-ip is used instead. The XRM metadata is encoded into the XRM packets by use of a packet transform that is applied to proxied QUIC packets. The packet transform changes the QUIC packet such that the XRM metadata is inserted into the QUIC packet. The AS encrypts the XRM metadata and inserts it to the packet, and when the UPF receive the QUIC packet it decrypts the XRM metadata and reconstructs the original packet. If the end-to-end connection is not based on QUIC, the XRM payload packets can be sent together with metadata within HTTP Datagrams using connect-udp without QUIC-Aware Proxying. 
NOTE 0: For QUIC end-to-end connections, QUIC-Aware Proxying using Tunnelled Mode can be used with the disadvantage of double encryption as XRM payload packets are encrypted within the QUIC connection.


NOTE 1:	QUIC packets carrying end-to-end XRM data are distinct from QUIC packets carrying HTTP datagrams with PDU Set information. The QUIC packets carrying XRM data belong to the e2e QUIC connection established between the UE and the AS and are encrypted end-to-end. The QUIC packets carrying HTTP datagrams with PDU Set information belong to the QUIC connection established between the UPF and the AS and are encrypted between them. These packets are coalesced into a single UDP datagram to create a strong binding between PDU and PDU Set information, which are then sent between the UPF and the AS. Doing it this way removes the need for double encryption of XRM payload, thus reducing the overhead of the solution. The framework for packet transforms is described in [40]. Packet transforms are used to transform proxied packets that are being forwarded instead of encapsulated. The use of a specific transform is negotiated in the connect-udp request and response sequence. In this case, the packet is transformed by inserting a length field directly after the connection ID, the PDU set information as XRM metadata follows directly after. In order to protect the PDU set information it is encrypted, and integrity protected, this is done using a shared key that is exchanged during the negotiation of the transform, and an initialization vector that is obtained from the end-to-end encrypted QUIC packet. The length field indicates the offset at which the end-to-end encrypted QUIC payload starts.
Specification of a new packet transform is required for this solution. The 3GPP can specify this new packet transform to function within the framework defined in IETF for QUIC Aware Forwarding [40].  With this solution, In this case, the a packet is transformed by inserting a length field directly after the connection ID of the forwarded end-to-end packet., Tthe XRM metadata follows directly after the length field. In order to protect tThe PDU set information XRM metadata is encrypted, and integrity protected, this is done using a shared key that is exchanged during the negotiation of the transform, and an initialization vector that is obtained from the end-to-end encrypted QUIC packet. The length field indicates the offset at which the end-to-end encrypted QUIC payload starts. For integrity protection of the XRM metadata a MAC is inserted after the Metadata, the MAC covers both the Metadata and the Metadata length field. The use of an Initalization Vector containing data from the end-to-end encrypted packet binds the protected XRM metadata to the end-to-end packet such that it makes replay- or substitution attacks virtually impossible. 
NOTE 2: A new packet transform specified by 3GPP will be registered in the relevant IANA registry being defined in [40].
NOTE 3: Detailes of the packet transform solution and the relevant cryptographic algorithms will be agreed with SA3.
NOTE 4: In case of CID collision the connection will be abnormally released.
Editor’s note: The behavior of the UPF at UE CID change is FFS.


Transformed QUIC Packet
[image: ]

Figure 6.26.42-1: XRM metadata datagram coalesced with XRM Payload QUIC packetcontained in transformed XRM Payload QUIC packet
- 	The UPF is responsible for registering CIDs to be used for QUIC aware forwarding. Since the UPF is not co-located with the end-to-end QUIC client it needs to extract the CIDs from long header packets. From the first long header packet it sees originated from the UE the UPF extracts the source connection ID which it uses in a REGISTER_CLIENT_CID message towards the AS Masque proxy. Similarly, from the first long header packet originated from the AS the UPF will extract the source connection ID which it uses in a REGISTER_TARGET_CID message towards the AS Masque proxy. Note that prior to registrations being completed, packets are sent in tunnelled mode, and that all long header packets are sent in tunnelled mode. If the UPF detects a CID change on a short header packet originated from the UE it will send this packet in tunnelled mode, and in parallel extract the CID from the packet (assuming a CID length that is equal to what was sent in the long header packets) and send a REGISTER_TARGET_CID message with this new CID. Similarly, if the AS Masque proxy detects a new CID it will send the packet in tunnelled mode towards the UPF. When the UPF receives a packet from the tunnel that has a new CID it can extract the CID from the packet and send a REGISTER_CLIENT_CID message. 
-	The AF sends AF session request message including QoS requirement and assistance information for the media traffic to the NEF/PCF including:
-	The QoS requirements that contain the PDU Set based QoS parameters
-	Traffic description that includes the matching condition: IP filter or application ID
-	Protocol Description that indicates the HTTP Datagram specification for XRM metadata.
-	FQDN address of the target AS
[bookmark: _Toc161291433]6.26.3	Procedures
[bookmark: _Toc161291434]6.26.43.1	PDU Set based QoS handling for end-to-end encrypted XRM traffic
[image: ]
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Figure 6.26.43.1-1: Procedure for PDU Set based QoS handling for QUIC-based encrypted traffic
The process includes the following steps:
1.	PDU Session Establishment procedure (defined in clause 4.3.2.2.1 of TS 23.502 [3]) is performed.
2.	The AF sends Nnef_AFsessionWithQoS_Create request to the PCF/NEF as defined in clause 4.15.6.6 of TS 23.502, providing PDU Set based QoS requirement and assistant information for traffic detection. It provides an indication of XRM metadata Datagrams in the Protocol Description and the Address of the AS to establish the UDP tunnel with the connect-udp (or connect-ip as an alternative).
NOTE 1: Several applications hosted on the same Application Server may be distinguished by the UDP 5-tuple negotiated in the SDP offer/answer negotiation, which can be provided by the AF as Flow description. This may allow the AF to specify different PDU Set QoS Parameters for different applications or no PDU Set QoS Parameters at all. If the 5-tuple is not available, they can be distinguished by mechanisms not described in this solution.

[bookmark: MCCTEMPBM_00000038]	The PCF generates PCC Rules based on the information provided by the AF and/or local policies, as defined in clause 6.1.3.27.4 of TS 23.503 [4] and including a request to identify and mark the XRM metadata on the end-to-end encrypted media traffic.
3.	PCF forwards the PCC Rules for end-to-end encrypted XRM traffic to the UPF within SM Policy Association Establishment/Modification
4.	The SMF binds the PCC rules to a new QoS flow, determines the applicable QoS Profile and determines N4 rules including a QoS Enforcement Rule with PDU Set marking indication, a Packet Detection Rule including the Packet Detection Information and a Protocol Description for XRM metadata Datagrams and a Forwarding Action Rule with an indication to establish the UDP tunnel and the FQDN for the AS. Alternatively, the SMF may be configured to support PDU Set QoS handling without receiving PCC rules from a PCF.
	The SMF sends the N4 rules including PDR, QER and FAR to the PSA UPF. The FAR includes an indication to establish a UDP tunnel together with the address of the AS.
NOTE 2: A PSA UPF with proxy capability need to be selected for the PDU Session that supports receiving in-band assistance information. How to select PSA UPF can be left to normative phase if the solution can be concluded.
NOTE 3: Impacts for URSP rule providing (e.g. with regard to UE capability) is left to normative phase if the solution can be concluded.

5.	The SMF sends the QoS profiles to the NG-RAN via AMF and QoS rules to the UE via AMF and NG-RAN.
6.	The SMF sends the QoS rules in a NAS message to the UE via AMF and NG-RAN.
67.	The UE initiates sends packets on an end-to-end QUIC connection towards the AS to enable the end-to-end encryption of the XRM traffic.
78.	The UPF matches the PDR for the end-to-end encrypted QUIC connection for XRM application XRM using the Packet Detection Information and determines that PDU Set identification and marking is to be applied based on the linked Quality Enforcement Rule linked to the Packet Detection Rule.
[bookmark: _Hlk161245247]NOTE 4: Traffic not belonging to an XRM application or not supporting XRM metadata marking will match a PCC Rule with no UDP tunnel establishment indication. Even if both applications are hosted by the same IP address in the AS, the 5-tuple or Application Id is different.

Editor's note:	Whether and how the UPF can determine to establish an UDP tunnel to the AS when the same EAS IP address may host XRM and non-XRM based applications or when there are two XRM service instances on the same UE and they use the same UE IP address for the same service is FFS.
89.	Based on the contents of the FAR, the UPF decides to establish or not a QUIC connection to the AS and sends a connect-udp to the target AS identified by its FQDN to establish a UDP tunnel.
910.	The UPF forwards the initial QUIC packet sent by the UE in step 7 towards the AS using the UDP tunnel.
NOTE 5: Packets addressed to the Application Server but matching PDRs connected to FARs without the UDP tunnel establishment indication will not be forwarded through the UDP tunnel, even if already established.
101.	The AS and UE complete the end-to-end QUIC connection establishment with packets forwarded through the UDP tunnel.
112.	The AS / HTTP/3 proxy sends inserts PDU Set information as XRM metadata into the XRM payload packets and applying a packet transform to the proxied QUIC packetstogether with HTTP datagrams with the PDU Set information. The AS encrypts the XRM metadata and inserts it to the packet, the UPF decrypts the XRM metadata and reconstructs the original packet. The HTTP datagrams and payload packets are sent coalesced on the same UDP packet. This allows forwarding the packets by means of the Forwarded Mode in QUIC-Aware Proxying Using HTTP [40], thus avoiding encapsulation and further encryption of the already encrypted XRM packets.
Editor's note:	Whether and How QUIC-Aware Proxying Using HTTP can support packets coalesce needs further study.
123.	UPF takes the QUIC packets from the UDP tunnel and sends them to the NG-RAN, adding the XRM metadata from the HTTP datagramsXRM metadata to the GTP-U extension header.
13.	The NG-RAN sends the media packets using the required PDU Set QoS parameters.
14-15. When the end-to-end QUIC connection is closed, the Application Server also closes the UDP tunnel with the UPF. Alternatively, the UPF may close the UDP tunnel by using an inactivity timer.

* * * * End of changes * * * *
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