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Abstract of the contribution: This paper proposes a new solution for the management and authentication and authorization of User Identity.

1.	Discussion
This paper proposes a new solution for human User Identity management, include the configuration of User Identity in 5GS, linkage/un-linkage of User Identity, Authentication and Authorization of User Identity.

2.	Text proposal
It is proposed to agree the following changes vs. TS 23.700-32:
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6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	
	

	
	<Key Issue #1>
	<Key Issue #2>
	<Key Issue #3>
	<Key Issue #4>

	#1
	X
	X
	X
	

	#2
	X
	
	
	

	#3
	X
	X
	
	

	#4
	X
	
	
	

	#5
	X
	X
	
	

	#6
	X
	
	
	

	#7
	X
	
	
	

	#8
	
	X
	
	

	#9
	
	X
	
	

	#10
	
	X
	X
	

	#11
	
	X
	X
	

	#12
	
	X
	X
	

	#13
	
	X
	
	

	#14
	
	X
	
	

	#15
	
	
	X
	

	#16
	
	
	X
	

	#X
	X
	X
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6.X	Solution #X: AF based human User Identity management
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc153818407][bookmark: _Toc26386413][bookmark: _Toc26431219][bookmark: _Toc30694615][bookmark: _Toc43906637][bookmark: _Toc43906753][bookmark: _Toc44311879][bookmark: _Toc50536521][bookmark: _Toc54930293][bookmark: _Toc54968098][bookmark: _Toc57236420][bookmark: _Toc57236583][bookmark: _Toc57530224][bookmark: _Toc57532425][bookmark: _Toc93073660][bookmark: _Toc153818187][bookmark: _Toc153818403]6.X.1	Key Issue mapping
This solution addresses KI#1 and KI#2.
6.X.2	Description
This solution assumes one or more User Identity Application Server (UIAS) is deployed by mobile operator or third party service provider for the management of human User Identity. If the UIAS is deployed by the third party service provider, a NEF may be applied for the interworking with 5GC.
The creation/modification/deletion of User Identity and authentication/authorization of human user is proceeded between human user and the UIAS via application layer, e.g., web, UE applications. When a User Identity is successful created by the human user, the related credential is shared between the human user and the UIAS. 
The management of User Identity in UIAS , including the User Identity information and security mechanism is out of SA2 scope.
Once a User Identity is created by the human user, the UIAS may request 5GC to generate a 5G subscription for the User Identity. 
Following information is considered as part of the human user profile in the subscription data:
	User Identifier
	Identifier of human user identity allocated and provided by UIAS.

	
	

	Anchored subscription ID (optional)
	The subscription ID (i.e., GPSI)  registered by the human user in UIAS for the creation of User Identity, which can be used for additional authentication or charging.

	Subscribed QoS profile
	The QoS Flow level QoS parameter values (5QI and ARP). 

	
	

	List of linked subscription ID
	It contains a list of subscription ID (i.e., GPSI) that can be linked with the user identifier.



Human user interact with UIAS via application layer to configure the activation/deactivation of User Identifier in a specific UE. When UIAS requests UDM to active the User Identity  in specific UE, the UDM updates the UE subscription data to associate the human user subscription data with the specific UE subscription data. 
[bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc153818409][bookmark: OLE_LINK13]6.X.3	Procedures
[bookmark: _Toc153791398]6.X.3.1	Creation/Modification/Deletion of human user identity


Figure 6.X.3.1-1: Human user identity creation/updating/deletion procedures
0.	The human user interacts with UIAS via application layer (e.g., Web page, UE applications) for the creation/updating/deletion of User Identity. How the human user interacts with UIAS for the User Identity configuration and corresponding user authentication and authorization is out of SA2 scope.
1.	If the User Identity operation request is accepted by the UIAS, the UIAS may trigger the request of User Profile creation/updating/deletion for the configuration of user specific service differentiation (e.g., user specific QoS). 
· The UIAS provides one or more parameter(s) as part of the user profile described in clause 6.X.2 to be created or updated, or deleted in a Nnef_ParameterProvision_Create or Nnef_ParameterProvision_Update or Nnef_ParameterProvision_Delete Request to the NEF.
· NEF checks whether the requestor is allowed to perform the requested service operation by checking requestor's identifier (i.e. UIAS Identifier).
2.	If the UIAS is authorized by the NEF to provision the parameters, the NEF requests to create, update and store, or delete the user profile parameters as part of the user subscriber data via Nudm_ParameterProvision_Create, Nudm_ParameterProvision_Update or Nudm_ParameterProvision_Delete Request message. 
-	If the UIAS is deployed in the trusted domain of mobile operator’s network, AF may provision the parameters directly to the UDM.
3.	UDM may verify whether the update of user profile is authorized based on query UDR the user subscription data.
4.	UDM requests to create, update or delete the provisioned user profile parameters as part of the subscriber data.
5-6.	UDM responds the request to UIAS.
[bookmark: _Hlk158022384]6.X.3.2	Activation/Deactivation of User Identity with UE


Figure 6.X.3.2-1: Procedures of User Identity activation/deactivation in a UE 
0a.	NF (e.g., AMF, SMF, PCF) subscribes to UDM notifications of UE Subscription data updates.
0b.	A secure application session is established between the UE application and UIAS. 
During the establishment of application session, UE derives an AKMA Key IDentifier (A-KID), and sends it to the UIAS. More details of  the security features and mechanisms to support authentication and key management aspects for applications based on subscription credential(s) in 5G system is specified in TS 33.535 [X].
1.	The human user requests the UIAS to active/deactive the User Identity in the UE via the secure application session. If the User Identity operation request is accepted by the UIAS, the UIAS may trigger the request of User Identity activation/deactivation with the UE. The UIAS may use the received A-KID to identify the UE, without retrieving of UE subscription ID e.g., GPSI. 
· The UIAS provides the activation/deactivation parameters (e.g., User Identifier, A-KID) in the request to the AAnF.
2.	The AAnF provides the activation/deactivation parameters (e.g., User Identifier, A-KID) via  the request to the UDM. NEF is applied between UIAS and AAnF when the UIAS is deployed in the untrusted domain of 5GS.
-	As specified in TS 33.535 [X], the UDM derives the SUPI and GPSI of the UE based on the received A-KID.
Editor’s Note: UIAS applies a mechanism similar like AKMA to authenticate the UE subscription associated with the User Identity. The detailed security mechanism for the authentication of User Identity and the association with subscription ID needs to be coordinated with SA3.
3.	UDM may verify whether the activation/deactivation of the User Identity is authorized based on query UDR the UE subscription data and the User Profile. 
4.	UDM active/deactive the User Profile in the UE. UDM updates the UE subscription to add or remove the User Identifier in the subscription data.
5-6.	UDM responds the request to UIAS.
7.	UDM notifies the NF (e.g., AMF, SMF, PCF) of the update of UE subscription data. The combined UE subscription data and User profile parameters may be send to the NF in the notification. The NF (e.g. AMF, SMF, PCF) may update the existing PDU Session and apply in future new PDU sessions to provide proper QoS control and/or policy and charging control according to the activated/deactivated User Profile.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc153818410]6.X.4	Impacts on services, entities and interfaces
UDM impact:
· Receive the request of Create/Update/Delete User profile from UIAS or NEF;
· Create/Update/Delete User profile in the user subscription data;
· Receive the request of User Identifier activation/deactivation in a UE;
· Update the UE subscription for activation/deactivation of User Identifier;
· Subscribe/notify of UE subscription data change due to User Identifier activation/deactivation from consumer NFs.
UDR impact:
· Store the user profile related data.
· Retrieve the user profile related data.
UIAS impact:
· Send the request of Create/Update/Delete User profile.
· Send the request of activation/deactivation of User Identifier with UE.
· Trigger the application layer authentication based on 5G credentials.
AAnF impact:
· Receive the request of activation/deactivation of User Identifier from UIAS.
· Send the request of activation/deactivation of User Identifier to UDM.


>>>>END OF CHANGES<<<<
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