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Abstract of the contribution: This paper proposes a new solution to KI#3 on the User profile exposure check.
1. Proposal

It is proposed to accept the change to 23.700-32.

>>>> Start of Change <<<<
6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues

	Solutions
	
	

	
	<Key Issue #1>
	<Key Issue #2>
	<Key Issue #3>
	<Key Issue #4>

	#1
	X
	X
	X
	

	#2
	X
	
	
	

	#3
	X
	X
	
	

	#4
	X
	
	
	

	#5
	X
	X
	
	

	#6
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	#7
	X
	
	
	

	#8
	
	X
	
	

	#9
	
	X
	
	

	#10
	
	X
	X
	

	#11
	
	X
	X
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	X
	X
	

	#13
	
	X
	
	

	#14
	
	X
	
	

	#15
	
	
	X
	

	#16
	
	
	X
	

	#X
	
	
	X
	


>>>> Next Change <<<<
6.X
Solution #X: User profile exposure check

6.X.1
Key Issue mapping

This solution addresses Key Issue #3, Exposure of User Identity Profile Information.

-
what and how User Identity Profile information and functionality are exposed (e.g. exposure of the content of the User Identity Profile, exposure of authorization/authentication results, authenticating users, and linking a User Identifier with a 3GPP subscription).
6.X.2
Functional Description

The following information and functionality of User Identity Profile Information may be exposed by NEF: 
· Provisioning of User Identity Profile (UIP) Information by AF
· Verification of Link between User Identifier and associated subscription
· Exposure of Authentication Results  (e.g. in the sol#15)
· User Identifier profile information details retrieval (e.g. in the sol#16)
· Authentication and Authorization historical Results (e.g. in the sol#16)
The information and functionality of User Identity Profile are very private to the User. There is a very high privacy protection requirements. So the subscriber consent to the User Profile exposure is needed.

For example, the Provisioning and Verification of Link can only be exposed to particular AF, e.g. UIP server (owned by operator) in the sol#12. And only after AF receives the request from the subscriber (identified by SUPI), it can perform subscriber-related User Profile operations.
The principles of this solution are:

· There is a UIP Exposure Profile in the UDM for the subscriber (identified by SUPI).
· For the each exposed functionality, it indicated which AF is allowed to invoke this service operation.
· For the User Identity Profile, it indicated which information in the User Identity Profile can be exposed.
Editor's note:
The granularity of Exposure check is FFS. e.g. only subset of User IDs linked to one SUPI can be exposed to particular AF.
Editor's note:
The privacy check needs coordination with SA3.

6.X.3
Procedures
The procedure in the TS 23.502 clause 4.15.6.2 (i.e. Parameter Provisioning information flow) is re-used with following additional handling.

-
After step 1, the NEF retrieve the UIP Exposure Profile from UDM and perform the exposure check. Only this operation is allowed, the NEF perform the subsequent step.
6.X.4
Impacts on existing services, entities and interfaces

UDM:

-
There is a UIP Exposure Profile in the UDM for the subscriber.
NEF:

-
Perform the UIP Exposure Profile check against the AF request.
>>>> End of Change <<<<
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