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1.	Discussion
This contribution proposed a solution for AIoT registration/Onboarding. 
2.	Text proposal
It is proposed to agree the following changes vs. TS 23.700-13:
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6.X.1	Description
This solution address the part of KI#2 related to the AIoT device registration/onboarding. The first bullet and NOTE 1 in solution 1 clause 6.1.2 mention the onboarding and parameter provisioning. This solution provides a procedure to achieve this.
The relation between this solution and solution 1, is that this solution will provide means to securely authenticate the AIoT device and provision the AIoT with necessary parameters to control the temporary ID as described in solution 1 i.e., an efficient way to generate new temporary ID and to enable AIoT device privacy protection. The proposed onboarding procedure requires minimum three messages to be sent over the radio interface, but the following Inventory and command procedures can be achieved with only two messages (one DL trigger + one UL) and fulfil the SA1 requirement in TS 22.369 [2] in clause 5.2.6.
The 5G system shall be able to provide a mechanism to protect the privacy of information (e.g., location and identity) exchanged during communication between an Ambient IoT device and the 5G network or an Ambient IoT capable UE.

As the CN NF would get the information of all AIoT devices that the CN NF performed this registration procedure with, it can also be seen as an initial Inventory collection by the network. This Inventory information can be exposed to an AF subscribing to such exposure service.
The solution is based on the following assumptions:
-	The AIoT device is not capable to initiate the registration procedure. The Network will trigger AIoT devices to register.
-	The AIoT reader (UE or Base station) periodically or on-demand broadcasts a message, Registration poll message, that triggers nearby unregistered AIoT device(s) to respond. The Registration poll message is assumed to be non-AIoT device specific to allow all unregistered AIoT device(s) to respond in an area. 
-	An AIoT device does not respond to the Registration poll message if it is already registered in the network or the PLMN is not allowed.
Editor’s note: Whether a registered AIoT device would responds to a Registration poll message to perform e.g. periodic registration is FFS. 
-	The AIoT device responds with a Registration Request that includes e.g., device owner ID and concealed device ID. This will allow the CN NF to retrieve further information to proceed with the registration/onboarding of the AIoT device. If the CN NF was not able to retrieve the required information or the AIoT device was not possible to authenticate and authorize, the AIoT device will be rejected to register in the network and shall refrain from trying to register again in this network.
-	During the registration procedure the CN NF will provision the AIoT device with e.g., security parameters, initial TempID or parameters to derive the initial Temp ID i.e., parameters for the Temp ID generation algorithm as discussed in clause 6.1.    
-	An AIoT device has two states: Unregistered or Registered. The AIoT device will remain in Unregistered state until the AIoT device receives the Registration Accept message.
6.X.2	Procedures
CN NF is used to name the network function that performs the necessary task to register/onboard an AIoT device to the network. The CN NF will be defined together with the system architecture design to support the Ambient IoT in 5GC.


Figure 6.x.2-1: Registration/onbording procedure for an AIoT device.
0. It is assumed that the AIoT device is pre-provisioned by the device owner with information to be used when register/onboarding to a network. The information includes a device unique identifier (unique at owner level, not necessary globally unique), device owner ID and security IE.
Editor’s Note: Whether or not an AIoT device checks the network ID to a list of preferred network IDs stored in the device is FFS
It is assumed that the device owner and the MNO has an SLA. A device owner AF may have provisioned the network with information needed to onboard an AIoT device(s) or a URL or FQDN to establishing IP connection to an AF that holds the device unique onboarding information. 
1. The AIoT reader (UE or base station) broadcasts a Registration poll message that includes e.g. the PLMN ID or NID. The broadcast can either be an immediate broadcast triggered by CN NF or a scheduled/periodic broadcast configured by the CN NF.
Editor’s Note: The format of the Registration poll message needs to be defined in cooperation with RAN WG.
2. An AIoT device that is not registered in the network responds with a Registration Request (device owner ID, concealed device ID). The Reader forwards the Registration request message to the CN NF.
Editor’s Note: How the concealed device unique ID is created will be defined by SA3.
Editor’s Note: Whether or not an AIoT device checks the network ID to a list of preferred network IDs stored in the device is FFS.
3. The CN NF may hold AIoT device owner information or can retrieve AIoT device owner information from the UDM/UDR using the received device owner ID. In case the AF has provisioned the network with the device unique information needed to onboard the AIoT device, then step 4 can be skipped.
4. The CN NF uses the retrieved AIoT device owner information to establish a secure IP connection with the AF to retrieve the device unique onboarding information by providing the concealed device ID to the AF. The AF must be able to un-conceal the device ID and verify that the device ID is part of the owner’s inventory list. The AF provides the CN NF with authentication/authorization result and device unique information needed to onboard the AIoT device e.g., device security information.
5. In case the AF have provisioned the network with device unique onboarding information in step 0, then the CN NF uses the retrieved information from UDM/UDR to authenticate and authorize the AIoT device.
6. The CN NF sends a Registration response (Accept/Reject, security parameters). The AIoT device uses the security parameters together with the pre-provisioned security IE to e.g., derive an initial Temp ID as proposed in solution 1. Additional AIoT configuration can be provision at this step.
.
6.X.3	Impacts on services, entities and interfaces
Impacts on existing entities:
CN NF: 
· Configure/trigger the Reader to broadcast Registration poll message.
· Retrieve device owner information and device unique onboarding information.
· Accept or reject the AIoT device registration/onboarding request.
AIoT device: 
· Receive a Registration poll message.
· Transmit a Registration Request message to the Reader.
· Receive the Registration accept message with configuration parameters.
· Manage state transition between Unregistered and Registered.
AIoT Reader (UE or Base station): 
· Broadcast Registration poll (on-demand or periodically configured).
· Transparently forward any messages between the AIoT device and the CN NF.
UDM/UDR
· Data management of device owner information.
· Be provisioned with device owner information.

>>>>END OF CHANGES<<<<
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