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Abstract:
This solution proposes new solution to TR 23.700-84, key issue 4, based on the inputs, provided by O&M. This solution should be taken as a partial input for overall analytics input relevant for signaling storm detection, prevention and mitigation. 
1. Introduction/Discussion

The agreed text of key issue #4 description is:

5.2.4
Key Issue #4: NWDAF enhancements to support network abnormal behaviours (i.e. Signalling storm) mitigation and prevention
This Key issue aims to provide solutions for prediction, detection, prevention, and mitigation of network abnormal behaviours, i.e. signalling storm, with the assistance of NWDAF. In particular, the following aspects will be addressed:

-   Identify scenarios that can result in a signalling storm situation

· Whether and how existing analytics or new analytics can be used to assist detection and prediction of signalling storm, including aspects of input /output data that needs to be collected/provided by the NWDAF.

· What NF(s) will be consumer of such analytics and whether and how they can use them. 

· Whether and how signalling storm can be prevented and mitigated based on the inputs provided by NWDAF.

NOTE 1: In terms of data access right, privacy and security improvement, cooperation with SA3 is needed.

NOTE 2:
The study of this key issue will consider the study/work done by SA WG5 and CT WG4 in this regard already and collaborate with SA WG5/CT WG4 regarding the handling of abnormal network behaviours.

The proposed solution leverages O&M information about signalling storm (or, in 3GPP SA5 terminology “control plane congestion”, “signalling congestion”), and based on that information, enables signalling storm prediction, detection, prevention and mitigation.
The background for this solution is:

There is SA WG5 R-18 standardization for eMDAS and AIML, and TS 28.104 [X] was recently updated with the following clauses:
7.2.7.2
Control plane congestion analysis

7.2.7.2.1
Description

This MDA capability is for analysis of control plane congestion.

7.2.7.2.2
Use case

As described in TS 23.501 [x], a 5GC NF can become overloaded when it is operating over its nominal capacity resulting in diminished performance (including impacts to handling of incoming and outgoing traffic). Some mechanism, such as control plane congestion control as described in TS 23.501 [x] is designed for the purpose of avoiding and handling of 5GC NF overload. For example, as described in clause 5.19.7 of TS 23.501 [x], when the AMF is under overload conditions, it may reject the received request from the UE depending on various aspects. And the UE will send a new request after some time. It is possible that the new request will be rejected again because of the load of the AMF. In virtualized environment, the signaling request may be rejected due to inadequacy of available resources at the target 5GC NF e.g. AMF or SMF. If such situation can not be resolved, it will probably cause signalling storm for the whole network and affect the services (e.g. calls and data connections) provided by the network. 

It is desirable to use MDA to assist control plane congestion analysis in order to detect, prevent or resolve identified congestion issue happened at the control plane. MDAS producer may utilize the collected PM, FM, network topology data, virtual resource information provided from ETSI NFV MANO and etc.) for control plane congestion analysis and provides analytics report containing identified or predicted congestion issue for the target 5GC NF (e.g. AMF, SMF). The analytics report also provides recommended actions to optimize the target 5GC NF for avoiding or resolving congestion issue. Based on the recommendation in the report, 3GPP management system can adjust (e.g., scale-up the virtual resource) the resources to better facilitate processing of the received control plane messages.
7.2.7.2.3
Requirements

Table 7.2.7.2.3-1

	Requirement label
	Description
	Related use case(s)

	REQ-CP_ANA-01
	MDA capability for control plane congestion analysis shall include identifying the 3GPP 5GC NFs with congestion issue.
	Control plane congestion analysis

	REQ-CP_ANA-02
	MDA capability for control plane congestion analysis shall include providing the prediction of congestion issue for a 3GPP 5GC NF.
	Control plane congestion analysis

	REQ-CP_ANA-03
	MDA capability for control plane congestion analysis shall include providing recommended actions to prevent congestion issue for 3GPP 5GC NFs. 
	Control plane congestion analysis

	REQ-CP_ANA-04
	MDA capability for control plane congestion analysis shall include providing recommended actions to resolve identified congestion issue for 3GPP 5GC NFs. 
	Control plane congestion analysis


And:
8.4.7.1.3
5GC Control plane congestion analysis
8.4.7.1.3.1
MDA type

The MDA type for 5GC control plane congestion analysis is: ResourceAnalytics.5GCControlPlaneCongestionAnalysis.
8.4.7.1.3.2
Enabling data

The enabling data for ResourceAnalytics.5GCControlPlaneCongestionAnalysis MDA type are provided in table 8.4.7.1.3.2-1.

For general information about enabling data, see clause 8.2.1.

Table 8.4.7.1.3.2-1: Enabling data for 5GC control plane congestion analysis

	Data category
	Description
	References

	Performance measurements
	Registration procedure related measurements for AMF.
	Number of registration requests (clause 5.2.2 of TS 28.552 [4])

Mean time of Registration procedure (clause 5.2.2.9 of TS 28.552 [4])

	
	Service Request procedure related measurements for AMF.
	Number of service requests (clause 5.2.3.3 and clause 5.2.3.4 of TS 28.552 [4])

	
	Number of PDU sessions measurements for SMF
	Number of PDU sessions (clause 5.3.1 of TS 28.552 [4])

	
	QoS flows measurements for SMF
	QoS flows monitoring (clause 5.3.2 of TS 28.552 [4])

	
	VR (including Virtual CPU, Virtual Memory, and Virtual Disk) usage of NF
	VR usage of NF (clause 5.7.1 of TS 28.552 [4])

	Alarm notifications
	Alarm information, e.g. the alarm notification of network functions.
	Alarm information and notifications as per TS 28.532 [11]

	Configuration data
	MOIs of 5GC NFs.
	5GC NRM as defined in TS 28.541 [15]


8.4.7.1.3.3
Analytics output

The specific information elements of the analytics output for control plane congestion analysis, in addition to the common information elements of the analytics outputs (see clause 8.3), are provided in table 8.4.7.1.3.3-1.

Table 8.4.7.1.3.3-1: Analytics output for 5GC control plane congestion analysis

	Information element
	Definition
	Support qualifier
	Properties

	affectedObject
	Indication of 5GC NFs where congestion issues occurred or potentially may occur.


	M
	type: DN
multiplicity: 1..*
isOrdered: False

isUnique: True

defaultValue: None

isNullable: False

	cPCongestionIssueID
	This field holds the analysis report identifier of the control plane congestion analytics.


	M
	type: string
multiplicity: 1

isOrdered: N/A

isUnique: N/A

defaultValue: None

isNullable: False

	recommendedActions
	The recommended actions to orchestrate the resource allocation for 5GC NFs.

The recommended action may be (but not limited to):

-
scale out a list of 5GC NFs;
	O
	type: RecommendedAction
multiplicity: *

isOrdered: False

isUnique: True

defaultValue: None

isNullable: False


Therefore, MDAF/MDAS may utilize the collected PM, FM, network topology datas and virtual resource information provided from ETSI NFV MANO for control plane congestion analysis and then provide analytics report containing identified or predicted congestion issue for the target 5GC NF (e.g. AMF, SMF). It is important to highlight that the set of the recommended actions would be in scope of SA WG5 e.g. scaling the Network Functions.
Additionally, as also defined within the scope of TS 28.104 [X], clause 5.2, NWDAF may become a consumer of such analytics information provided by MDAF/MDAS, in case NWDAF subscribes to such analytics information. The procedure of how NWDAF subscribes for the analytics information available at MDAF/MDAS is defined by the TS 23.288 [5], clause 6.2.14 Analytics Collection from MDAF/MDAS. Similar to how input data analytics is received from OAM for Observed Service Experience (TS 23.288 [5], clause 6.4, in particular Table 6.4.2-5: Data collection from MDAF/MDAS of service experience and energy saving state analysis), the signalling storm/congestion analysis data would be received by NWDAF. The set of data will include the set of data created by MDAF/MDAS for congestion analysis/signalling storm i.e from the TS 28.104 [X], Table 8.4.7.1.3.3-1: the affected object (e.g. corresponding Network Function) and Congestion Issue Identifier. This is how e.g. NWDAF would become aware of the issues detected and predicted by MDAF/MDAS (on the management layer) related to the signalling storm. It is important to highlight though this doesn’t preclude and additional signalling storm related information potentially received by NWDAF and becoming a part of overall analytics data related to the signaling storm.
Those newly defined analytics parameters would be available for subscription by a different Network Functions of the core network e.g. by AMF and/or SMF and/or PCF as a part of signaling storm analytics information (the corresponding subscription procedures are defined by the TS 23.288 [5], clause 6.1).  NWDAF would notify e.g. AMF/SMF/PCF of the related detected/or predicted signalling storm. Thus, e.g. AMF/SMF/PCF would be able to apply e.g. prevention and/or mitigation actions on the core network layer for the individual PDU sessions based on e.g. preprovisioned policies e.g. increase or adjust back-off timer by AMF, change of e.g. usage monitoring data reports periodicity/charging reports periodicity between SMF and PCF and SMF and CHF correspondingly etc. by taking OAM related control plane congestion analysis data into account.
This would eventually assist in releasing signalling storm by the 5GS.

Therefore, this solution proposes that:

1. On top of eMDAS introduced functionality, described above, NWDAF may subscribe to the signalling storm/control plane congestion analysis information as a consumer of MDAF/MDAS related analytics information.

2. 5GS Control Plane Network Functions e.g. AMF, SMF, PCF may subscribe for the corresponding signalling storm information to be provided in form of analytics by NWDAF. That would include the parameters, received from OAM.
3. Upon receiving the corresponding information, e.g. SMF, PCF, AMF may apply actions to relief signalling storm of the corresponding Network Functions. 
2. Text Proposal

It is proposed to capture the following changes vs. TR 23.700-84.

* * * * First change * * * *

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G system, Stage 2".

[4]
3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".

[5]
3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".

[6]
3GPP TR 38.843: " Study on Artificial Intelligence (AI)/Machine Learning (ML) for NR air interface".
[7]
3GPP TS 23.273: "5G System (5GS) Location Services (LCS)".
[X]
3GPP TS 28.104: “Management and orchestration; Management Data Analytics (MDA)”

* * * * Second change * * * *

6
Solutions

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues and Use Cases
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* * * * Third change * * * *

6.X
Solution #X: Signalling storm detection and mitigation based on O&M data
6.X.1
Description

The proposed solution leverages O&M information about signalling storm (or, in 3GPP SA5 terminology “control plane congestion”, “signalling congestion”), and based on that information, enables signalling storm prediction, detection, prevention and mitigation by taking into account the control plane congestion analysis information, received from MDAF/MDAS.

The control plane congestion analysis (i.e. signalling storm) specification was recently covered by the TS 28.104 [X]. 
According to it, MDAF/MDAS may utilize the collected PM, FM, network topology datas and virtual resource information provided from ETSI NFV MANO for control plane congestion analysis and then provide analytics report containing identified or predicted congestion issue for the target 5GC NF (e.g. AMF, SMF). 
As per defined within the scope of TS 28.104 [X], clause 5.2, NWDAF may become a consumer of such analytics information provided by MDAF/MDAS, in case NWDAF subscribes to such analytics information (the procedure of how NWDAF subscribes for the analytics information available at MDAF/MDAS is defined by the TS 23.288 [5], clause 6.2.14). Similar to how input data analytics is received from OAM for Observed Service Experience (TS 23.288 [5], clause 6.4, in particular Table 6.4.2-5: Data collection from MDAF/MDAS of service experience and energy saving state analysis), the signalling storm/congestion analysis data would be received by NWDAF. The dataset will consist of the data created by MDAF/MDAS for congestion analysis/signalling storm i.e from the TS 28.104 [X], Table 8.4.7.1.3.3-1: the affected object (e.g. corresponding Network Function) and Congestion Issue Identifier. This is how NWDAF would become aware of the issues detected and predicted by MDAF/MDAS related to the signalling storm.
Editor’s Note: NWDAF may leverage the information from MDAF/MDAS as the input data to determine possible affected NF types and, by combining it with other types of received information, to further generate new analytics (output data) related to the signalling storm and send them to the subscribed Network Functions. It would be determined as a part of overall solution conclusion for key issue 4. 
Those newly defined analytics, which include MDAF/MDAS enabled congestion analysis data, would be available for subscription by a different Network Functions of the core network e.g. by AMF and/or SMF and/or PCF (the corresponding subscription procedures are defined by the TS 23.288 [5], clause 6.1).  NWDAF would notify e.g. AMF/SMF/PCF of the related detected/or predicted signalling storm. Thus, e.g. AMF/SMF/PCF would be able to apply e.g. prevention and/or mitigation actions on the core network layer actions per operators’ policies and/or per implementation e.g. increase or adjust back-off timer by AMF, reject some UE requests, change of e.g. usage monitoring data reports periodicity/charging reports periodicity between SMF and PCF and SMF and CHF correspondingly etc.
Editor’s Note: It is FFS whether Network Functions (e.g. SMF, AMF, PCF) could alternatively directly obtain the information from MDAF/MDAS.
Editor’s Note: clarification on how NWDAF use NF specific data to output the information for NF consumer to do UE specific control is FFS.
Editor’s Note: More information about actions taken by analytics consumers for signalling storm mitigation is FFS.
This would eventually assist in releasing signalling storm by the 5GS.

Therefore, this solution proposes that:

1. On top of eMDAS introduced functionality, described above, NWDAF may subscribe to the signalling storm information as a consumer of MDAF/MDAS related analytics information.

2. 5GS Control Plane Network Functions e.g. AMF, SMF, PCF may subscribe for the corresponding signalling storm information to be provided in form of analytics by NWDAF. That provided information would include congestion analysis data, received from MDAF/MDAS.
3. Upon receiving the corresponding analytics, e.g. SMF, AMF, PCF may apply prevention and/or mitigation actions to relief signalling storm e.g. increase or adjust back-off timer by AMF, change of e.g. usage monitoring data reports periodicity/charging reports periodicity between SMF and PCF and SMF and CHF correspondingly etc. 
NOTE:
Only AMF and SMF Control Plane congestion analysis data are supported in this Release of the specification.
6.X.2
Procedures

Editor's Note:
This clause describes high-level procedures and information flows for the solution.
The procedure of how NWDAF subscribes for the analytics information available at MDAF/MDAS defined by the TS 23.288 [5], clause 6.2.14, will be fully leveraged by this solution for the newly introduced analytics type of signalling storm.
The procedures of how SMF/AMF/PCF subscribe for the analytics information available at NWDAF defined by the TS 23.288 [5], clause 6, will be fully leveraged by this solution for the newly introduced analytics type of signalling storm.
6.X.3
Impacts on services, entities and interfaces
Editor's note:
This clause captures impacts on existing services, entities and interfaces.

· NWDAF is enhanced to request Control Plane Congestion Analysis data/signalling storm analytics from MDAF/MDAS.
· AMF/SMF/PCF and the corresponding AMF-NWDAF, PCF-NWDAF and SMF-NWDAF interfaces are enhanced to subscribe/receive signalling storm analytics from NWDAF. These analytics would include Control Plane Congestion Analysis data received from MDAF/MDAS.
· Upon receiving the corresponding analytics, AMF/SMF/PCF are enhanced to support prevention and/or mitigation actions per operators’ policies and/or per implementation e.g. increase or adjust back-off timer by AMF, change of e.g. usage monitoring data reports periodicity/charging reports periodicity between SMF and PCF and SMF and CHF correspondingly etc. 
* * * * End of changes * * * *

