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Abstract: It proposes a new solution for NWDAF assisted detection and mitigation of signalling storm.
1. Introduction/Discussion
This paper addresses the Key Issue#4 in the TR 23.700-84:
-	Identify scenarios that can result in a signalling storm situation
[bookmark: _Hlk158037596]-	Whether and how existing analytics or new analytics can be used to assist detection and prediction of signalling storm, including aspects of input /output data that needs to be collected/provided by the NWDAF.
-  What NF(s) will be consumer of such analytics and whether and how they can use them.
-	Whether and how signalling storm can be prevented or mitigated based on the inputs provided by NWDAF.
[bookmark: _Hlk158203776][bookmark: _Hlk158203798]In this proposal, a new analytics ID is proposed for detecting signalling storm caused by massive signallings from UEs involved in particular applications. The corresponding use case is documented in Use Case #3 in the TR.  
[bookmark: _Hlk158199007]One typical signalling storm scenario is caused by repeated requests from abnormal UEs. The development process of signalling storms could be as such: some users repeatedly send requests to the network and the NF will receive the request repeatedly. The NF will drop some requests randomly when the received number of requests exceeds the processing capability of the NF, but the dropped request may include some request from other users. E.g. when a large number of initial registrations or re-registrations or come from different UEs to the UDM, and if the UDM cannot handle them, which may cause registered UEs to be deregistered or other services (such as terminating services) of the UEs failure, subsequently these UEs may initiate re-registration and then the signaling storm may spread to the entire network, resulting in “avalanche effect” in the end.
Observation 1: From the development process of the signalling storm in the above scenario, it can be seen that signalling storms are caused by repeated requests from abnormal UEs. Therefore, whether a signalling storm occurs in the network can be predicted by analysing the statistical characteristics of the received signalling request and the processing capability of the network. 
Proposal 1: The NWDAF collects the signalling request received by NFs, analyses the statistical characteristics of the signallings and derives the signalling storm probability of the network. 
There are some aspects to be considered for signalling storm prevention and mitigation: 
-	If the signaling load of an NF increases rapidly, the NF cannot process all the signallings and subsequently becomes abnormal. While there might be other NFs having the capability to take over the additional signaling load of this specific NF, so that a signaling storm can be avoided in the network. 
-	When a service operation of an NF is invoked during different procedures, overheads generated on the NF can be different due to cooperation with different NFs. Therefore, network bottlenecks may vary depending on service status and NF resources in the network.
-	If an exception occurs at the later stage of a service procedure, all previous signaling processing is a waste of resources. 
-	If all UEs use the default or the same back-off timer for delaying the re-registration request during a congestion situation, a large amount of UEs may re-register at the same or close time which may potentially incur signalling storm.
It can be seen that signalling storm is not problem of a single NF, and the prevention and mitigation of signaling storm cannot be done by the impacted NF itself. Rather the NWDAF can be the coordinator to recommend the signaling processing policies for each NF, based on the signaling behavior and status of UEs and all involved services, as well as NF resources in the network, so as to prevent the occurrence of a signalling storm. If a signaling storm does occur, the NWDAF can make recommendations to each involved NF e.g. how to handle new signallings, to converge the signaling storm quickly. For example, during a signaling storm, a logical function may recommend a received service request processing rate to each NF to control access of an existing service from the front end and avoid intermittent signalling processing waste. The rate at which the NF sends service requests can also be recommended to reduce the impact on other NFs involved in service procedures. Another example is for the NF discovery and selection, i.e. the target NF can be recommended during NF discovery, to avoid multiple NFs selecting the same target NF for service requests. In addition, during signaling storm recovery, the NWDAF can recommend different Mobility Management back off timer to different AMFs or for different UEs to prevent the network from being affected by subsequently a large number of UEs' registration requests in the same interval.
Considering the functionality of recommendation is quite different from MTLF and AnLF of the NWDAF, it is proposed to introduce a new functionality as Recommendation Logical Function (ReLF) of the NWDAF to address the above objectives.
Observation 2: Signalling storm is not problem of a single NF, and each NF cannot timely mitigate signaling load ahead of time based on its own status and reach system stabilization convergence when signaling storm occurs. 
Proposal 2: A new function as Recommendation Logical Function (ReLF) of the NWDAF is applied to coordinate among NFs and make recommendations for prevention and mitigation of signaling storm.
2. Proposals
It is proposed to capture the following changes (all new texts) vs. TR 23.700-84.
* * * * Start of 1st Change * * * *
[bookmark: _Toc26431228][bookmark: _Toc30694626][bookmark: _Toc43906648][bookmark: _Toc43906764][bookmark: _Toc44311890][bookmark: _Toc50536532][bookmark: _Toc54930304][bookmark: _Toc54968109][bookmark: _Toc57236431][bookmark: _Toc57236594][bookmark: _Toc57530235][bookmark: _Toc57532436][bookmark: _Toc153792591][bookmark: _Toc153792676][bookmark: _Toc157534621][bookmark: _Toc157747892][bookmark: _Hlk158194114]6	Solutions
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc153792592][bookmark: _Toc153792677][bookmark: _Toc157534622][bookmark: _Toc157747893][bookmark: _Toc16839382]6.0	Mapping of Solutions to Key Issues
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* * * * Start of 2nd Change * * * *
[bookmark: _Toc435670433][bookmark: _Toc436124703][bookmark: _Toc509905226][bookmark: _Toc22286583][bookmark: _Toc23317644][bookmark: _Toc92987383][bookmark: _Toc517082226]6.X	Solution #X: NWDAF-assisted signalling storm analytics, predictions, prevention and mitigation 
[bookmark: _Toc435670434][bookmark: _Toc436124704][bookmark: _Toc509905227][bookmark: _Toc22286584][bookmark: _Toc23317645][bookmark: _Toc92987384]6.X.1	General description
This is a solution to Key Issue#4: NWDAF enhancements to support network abnormal behaviors (i.e. Signalling storm) mitigation and prevention. This solution includes the followingtwo aspects:
· NWDAF-assisted signalling storm detection
· Introduce a new Analytics ID, i.e. Analytics ID = Signalling Storm Detection, for the NWDAF to analyse and detect predict signalling storm of the NFs.
· NWDAF-assisted signalling storm mitigation. 
· Introduce a new NWDAF functionality, i.e. Recommendation Logical Function (ReLF). ReLF is a logical function in NWDAF, which performs inference and derives recommendation information (i.e. derives recommendation parameters based on NF Consumer’s request).
· Introduce the Nnwdaf_RecommendationSubscription and Nnwdaf_RecommendationInfo services to enable the consumer to subscribe/request recommendation information for signalling storm mitigation and prevention from NWDAF.
· Define a new Recommendation ID to identify the recommendation type requested by the consumer, i.e. Recommendation ID = Signalling Storm Recommendation.
[bookmark: _Hlk158194290][bookmark: _Hlk158203087]6.X.1.1	NWDAF-assisted signalling storm analyticsdetection
From the development process of the signalling storm in the above scenario, it can be seen that signalling storms may be caused by repeated requests from UEs. Therefore, whether a signalling storm occurs in the network can be predicted by analysing the statistical characteristics of the received signalling request and the processing capability of the network, i.e. the NWDAF collects the signalling request received by NFs, analyses the statistical characteristics of the signallings and derives the signalling storm probability of the network.
The service consumer is ReLF.
[bookmark: _Hlk158198227]The consumer of these analytics may indicate in the request:
[bookmark: _Hlk158204094][bookmark: _Hlk158204184][bookmark: _Hlk158194486]-	Analytics ID = "Signalling Storm Detection";
-	Target of Analytics Reporting: any UE;
-	Analytics Filter Information optionally containing:
[bookmark: _Hlk158204299]-	Area of Interest (AOI): restricts the scope of signalling storm analytics to the specific area;
[bookmark: _Hlk158204348]-	An Analytics target period: indicates the time window when the signalling storm detection should be activated;
-	Monitoring window size: indicates time window during which the analytics is derived;
[bookmark: _Hlk158204393]-	Analytics Reporting Information optionally containing:
· Target NF IDs: indicates instance IDs of target NFs or Set ID that should be executed for signalling storm analytics and detection;
· Reporting period: indicates the period for the NWDAF to report the analysis result to the consumer;
· Reporting threshold and filter:
· Signalling rate or frequency threshold: indicates the frequency of the received signaling under the monitoring window;
· Signalling rate or frequency growing speed threshold: indicates the growing speed of the signalling frequency. For example, the signaling frequency received by NF is 1000 signaling per seconds at time1 and 10000 signaling per seconds at next time. The Increased Signalling rate or frequency is equal to 10. When the Increased Signalling rate or frequency is above the threshold, the NWDAF can provide the analytics;
· Failure signaling request type: indicates the type of the failed message and that the NWDAF should report analysis results based on the type of the failed message;
· Failure signaling request number threshold: indicates the threshold of the number of messages corresponding to each message type. When the number of failures corresponding to the failure message type reaches the threshold, the NWDAF provides the analysis result and provides the number of messages in the analysis result.
· Total failure signaling request number: indicates the threshold that identifies the number of messages that cause such a failure. When the total number of failed messages reaches this threshold, NWDAF provides analysis results;
· UE Request Type: indicates the type of a request initiated by a UE. For example, a request type is an initial registration request initiated by the UE, a periodic registration request, and a mobility registration request;
· Frequency of requests threshold: identifies a frequency at which the UE initiates a request of this type of message. For example, it identifies a frequency at which the UE initiates an initial registration request, and the number of request messages of this type initiated per minute or per seconds;
· UE number threshold: indicates a threshold of a quantity of UEs whose quantity of request messages of the type meets the Frequency of requests threshold. For example, if the number of UEs that initiate registration requests exceeds the preset threshold (10 times per hour) and the number of such UEs exceeds 100 (the threshold is set to 100), the NWDAF provides analysis output.
6.X.1.1.12	Input Data
[bookmark: _Hlk158202761]The total signalling received by the NFs and the request type should be collected to determine the statistical characteristic of the NF. And the finer granularity information such as signalling from UE should also be collected to determine whether the UE is abnormal. 
[bookmark: _Hlk158196196]Table 6.X.1.1.21-1: Input data from 5GC for signalling storm detection
	Information
	Source
	Description

	Timestamp
	
	A timestamp associated with the collected information.

	UE ID 
	AMF
	The GUTI of the UE. The GUTI is included in the signalling request such as re-registration request and PDU session request.

	Back-off timer
	AMF
	Applied MM back-off timer to the UE.

	Expected UE Behaviour parameters
	UDR
	Same as Expected UE Behaviour parameters specified in TS 23.502 [3].

	priority of the UE
	UDR
	The priority information of the UE to access to the network during different time period. It is provided by the AF and stored in the UDR as Expected UE Behaviour parameters (e.g. different type of IOT device (camera lens, Water meter)).

	Service request statistics
	NFs
	The request signalling received by NFs, e.g. AMF/SMF.

	> Type
	NFs
	The type of the request (e.g. initial/mobility/periodic/update/ emergency registration request or PDU session request, NF services).

	> Frequency
	NFs
	The total number of each type request per time unit (e.g. per second).

	> Request result
	NFs
	The result of the request (e.g. accept, reject)

	NF Instance ID
	NRF
	Identification of the NF instance that NF profile information corresponds to.

	> NF load
	NRF, SCP
	The load of specific NF instance(s) in their NF profile as defined per TS 29.510 [X].

	> NF status
	NRF, SCP
	The status of a specific NF instance(s) (registered, suspended, undiscoverable) as defined per TS 29.510 [X].

	> Priority
	NRF, SCP
	Priority (relative to other NFs of the same type) to be used for NF selection.

	> Capacity
	NRF, SCP
	Static capacity information expressed as a weight relative to other NF instances of the same type.

	Signalling statistics
	NFs, SCP
	The number of different types of signalling received and sent by different NF instance(s) during a target time period, etc. 



Table 6.X.1.1.12-2: Per UE attribute to be collected from the AF for signalling storm detection
	Information
	Source
	Description

	Per UE attribute
	UE Application
	UE application data to be collected from UE.

	> Destination
	
	Expected final location of UE based on the route planned.

	> Time of arrival
	
	Expected time of arrival to destination based on the route planned.



6.X.1.1.23	Output Data
[bookmark: _Hlk158202790]The NWDAF provides analytics and/or predictions for signalling storm detection to the consumer, as defined in Table 6.X.3-1.
[bookmark: _Hlk158197782]Table 6.X.1.1.23-1: Signalling Storm Detection (Statistics/Predictions)
	Information
	Description

	Analytics Area
	List of TA(s) or Cell ID(s) within the requested area of interest.

	Time period list
	List of time slots during the Analytics target period.

	NF type
	The type of the NF instance (e.g. AMF)

	NF instance ID
	Identification of the NF instance.

	CPU usage
	The average usage of the CPU.

	Received Signalling Analytics
	Information of signalling received by NF.

	> Total number of received signalling
	Indicates the statistics on the number of signalling messages received by NFs in the specified period.

	>> Signalling request type distribution
	Indicates the signalling request type (e.g. registration request/ service request/PDU session request).

	>> Received number of signalling
	Received number of signalling of the specific signalling type.

	> Growing speed of received signalling
	Difference between the number of signalling messages received by the NF in this time window and the number of signalling messages received by the NF in the previous time window.

	>> Signalling request Type
	Registration request/ service request/PDU session request.

	>> Received number of signalling
	Differ number of received signalling on this specific type.

	> Signalling analytics from UE
	Analyse the number of signalling messages received from UEs within a specified period.

	>> Signalling request Type
	Registration request/ service request/PDU session request.

	>> number of signalling from same UE
	Number of received signalling requests initiated by the same UE within a specified period.

	>>> UE number
	Number of UEs whose signalling requests sent by the same UE are within the range specified in the preceding table.

	Sending Signalling Analysis
	Information of signalling sent by the NF.

	> Total number of sending signalling
	Indicates the statistics on the number of signalling messages sent by NFs in the specified period.

	> Total number of successful sending signalling
	Total number of accepted signalling messages sent by the NF.

	>> Signalling Request type
	The request type of successful signalling messages.

	>> Number of the signalling
	Number of successful signalling messages of each type.

	> Total number of failure sending signalling
	Total number of rejected signalling messages sent by NFs.

	>> Failure request type
	The request type of failure signalling.

	>> Failure request number
	The total number of each failure request number.

	Signalling Storm Probability
	Probability of signalling storms.

	Signalling Storm threshold
	The consumer can determine the signalling storm occurring based on this threshold.



6.X.1.1.34	NWDAF-assisted signalling storm analytics Procedures
[bookmark: _Hlk158202951]6.X.4.1	NWDAF-assisted signalling storm analytics procedure
Figure 6.X.1.1.34.1-1 depicts a procedure for signalling storm analytics/prediction service provided by NWDAF.



Figure 6.X.1.1.34.1-1: Procedure for NWDAF providing signalling storm analytics and predictions
1. The NF Consumer and the SCP sends an Analytics request (Analytics ID = Signalling Storm Detection, Analytics Filter Information, Target of Analytics Reporting) to NWDAF containing AnLF by invoking either Nnwdaf_AnalyticsInfo_Request or Nnwdaf_AnalyticsSubscription_Subscribe.
[bookmark: _Hlk158196120]2. The NWDAF may subscribe to the information as defined in the Table 6.X.2-1 from AMF.
3. The NWDAF may subscribe to the data as defined in the Table 6.X.2-1 from NRF/SCP.
[bookmark: _Hlk158196530]4. The NWDAF may collect the data as defined in the Table 6.X.2-1 from other 5GC NFs/SCP.
5. For UE related data collection, if the request is authorized, the NWDAF may follow the UE Input Data Collection Procedure via the AF as defined in TS 23.288 clause 6.2.8. Detailed information is described in the Table 6.X.2-2.
[bookmark: _Hlk158197029]6. NWDAF derives the requested analytics as defined in Table 6.X.3-1.
7. NWDAF sends the notification or response to the consumer using Nnwdaf_AnalyticsInfo_Request Response or Nnwdaf_AnalyticsSubscription_Subscribe_Notify, depending on the service received in step 1.
8. The consumer can determine whether the signalling storm occurs based on the signalling storm threshold, and make recommendation to the potential involved NFs on how to prevent or mitigate the signalling storm.
6.X.1.2	NWDAF-assisted signalling storm prevention and mitigation
Based on the signalling storm analytics and predictions provided by the NWDAF containing AnLF and the request from the consumer, the ReLF generates the corresponding recommendation parameters or polices to assist the NF consumer to prevent or mitigate the signalling storm.
The service consumer of signalling storm prevention and mitigation may be any NF.
The consumer of these recommendation may indicate in the request:
-	Recommendation ID = "Signalling Storm Recommendation";
-	Target of Recommendation Reporting: any UE;
-	A Recommendation target period: indicates the time window when the signalling storm recommendation is to be provided;
-	NF consumer information: NF instance ID or Set ID, consumer NF's serving area, e.g. TAI;
-	Expected NF information for recommendation: NF type, DNN, S-NSSAI, expected NF's serving area, e.g. TAI;
-	List of target NF instance or NF Set candidates information: Target NF instance IDs or NF Set IDs for NF discovery and selection to serve the request from the expected NF. When a list of candidate NF instances or NF Set is provided, the NF instances or NF Set recommended by ReLF are the subset of this list;
-	Recommendation Filter Information optionally containing:
Area of Interest (AOI): restricts the scope of signalling storm recommendation to the provided area.
6.X.1.2.1	Input Data
The total signalling received by the NFs and the request type should be collected to determine the statistical characteristic of the NF. And the finer granularity information such as signalling from UE should also be collected to determine whether the UE is abnormal. 
NF instance IDs of DNN/S-NSSAI should be collected by the ReLF for signalling storm prevention and mitigation.
Table 6.X.2-3: Input data from 5GC for signalling storm prevention and mitigation
	Information
	Source
	Description

	Timestamp
	
	A timestamp associated with the collected information.

	NF instance IDs 
	NRF
	IDs of all NF instances serving a DNN/S-NSSAI.



6.X.1.2.23	Output Data
The NWDAF provides analytics and/or predictions for signalling storm detection to the consumer, as defined in Table 6.X.3-1.
Table 6.X.1.2.23-12: Signalling Storm Recommendation Information
	Information
	Description

	NF instance ID
	Identification of the NF instance.

	Validity Period
	The validity period for the recommended information to be applied.

	Recommendation for processing request signalling
	Recommended signalling control for NF to process the received request.

	> DNN/S-NSSAI
	DNN/S-NSSAI corresponding to the recommendation.

	> Signalling request type
	Indicates the related signalling request type of the recommendation (e.g. Registration request/ service request/PDU session request).

	> Rate of processing request signalling (NOTE)
	Recommended number of received request signalling to be handled in a time window for the NF.

	Recommendation for invoking/requesting a service
	Recommendation signalling control for NF to invoke/request a service.

	> DNN/S-NSSAI
	DNN/S-NSSAI corresponding to the recommendation.

	> Service type
	Service type the NF will request.

	> Target NF instance
	Recommended target NF instance of the requested service type.

	> Rate of invoking/requesting
	Recommended number of sending request signalling in a time window for the NF.

	Recommendation for the NF profile information
	Identification of the NF instance that NF profile information corresponding to.

	> Priority
	Recommended Priority (relative to other NFs of the same type) to be used for NF selection.

	> Capacity
	Recommended Static capacity information, expressed as a weight relative to other NF instances of the same type.

	Recommended UE behaviour policies
	UE behaviour policies recommended by ReLF.

	> Back-off timer to the AMF
	Time interval per UE attempts to re-register.

	NOTE: If the number of the request signalling received by the NF within a period of time is greater than that recommendated by the NWDAF, the NF may discard or reject the received request messages.



6.X.4	Procedures
6.X.1.2.34.2	NWDAF-assisted signalling storm prevention and mitigation procedure
Figure 6.X.1.2.34.2-1 depicts a procedure for signalling storm recommendation provided by NWDAF containing ReLF.


Figure 6.X.1.2.34.2-1: Procedure for NWDAF-assisted signalling storm prevention and mitigation
1.	The NF consumer and the SCP sends a Recommendation request/subscribe (Recommendation ID = Signalling Storm Recommendation) to NWDAF containing ReLF for signalling storm recommendation by invoking a Nnwdaf_RecommendationInfo_Request or a Nnwdaf_RecommendationSubscription_Subscribe.
2.	ReLF collects NF instance IDs of the DNN/S-NSSAI the NF consumer belongs to from the NRF as defined in Table 6.X.2-3, and sends an Analytics request/subscribe (Analytics ID = Signalling Strom Detection) to AnLF by invoking a Nnwdaf_AnalyticsInfo_Request or Nnwdaf_AnalyticsSubscription_Subscribe.
3-7.	AnLF subscribes to the data from data sources and derives requested analytics and predictions as described in step 2-6 in Figure 6.X..1-1.
8.	The AnLF provides the analytics and predictions information as defined in Table 6.X.3-1 to the ReLF via either Nnwdaf_AnalyticsInfo_Request Response or Nnwdaf_AnalyticsSubscription_Subscribe_Notify.
9.	Based on the analytics and predictions, the ReLF derives the recommended information as defined in Table 6.X.3-2.
10.	The ReLF provides the recommendation parameters to the NF consumer via either Nnwdaf_RecommendationInfo_Request Response or Nnwdaf_RecommendationSubscription_Subscribe_Notify, depending on the service received in step 1.
11-14.	If at step 1 the NF and the SCP has subscribed to receive continuous reporting of signalling storm prevention and mitigation, the ReLF may generate new recommendation parameters, and provide them along with the corresponding Validity Period to the NF consumer upon reception of notification of new signalling storm information from AnLF.
[bookmark: _Toc148441680]6.X.25	Impacts on existing services, entities and interfaces:
· [bookmark: _Hlk158198035]Impacts for signalling storm detection:
NF Consumer:
· New NWDAF containing Recommendation logical function (ReLF) to consume the analytics and detections of signalling storm.
· Supports to consume signalling storm recommendation information from ReLF to prevent or mitigate signalling storm, e.g. AMF, SMF, UPF, SCP, etc.
NWDAF:
· Supports the new Analytic ID for the signalling storm detection analytics.
· Supports collecting the amount of signalling received by and sent from the NFs and finer granularity information from UE to derive signalling storm detection.
· Impacts for signalling storm mitigation:
NF Consumer:
· New NWDAF containing Recommendation logical function (ReLF) to consume the analytics and detections of signalling storm, and interactions between the ReLF and AnLF.
· Supports to interact with ReLF and to consume signalling storm recommendation information from ReLF to prevent or mitigate signalling storm, e.g. AMF, SMF, UPF, SCP, etc.
NWDAF:
· Supports a new logical functionality, i.e. Recommendation logical function (ReLF), and a new Recommendation ID for the signalling storm prevention and mitigation, which supports the following new services:
· Nnwdaf_RecommendationSubscription service.
· Nnwdaf_RecommendationInfo service.

[bookmark: _GoBack]Editor's Note:	The difference and benefit to introduce the new ReLF for signalling storm prevention and mitigation, compared with enhancement of the existing AnLF, needs to be evaluated before concluding on the solution.

* * * * End of Change * * * *
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