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1. Introduction
[bookmark: _Toc510607461]Solution #19 to KI#2 was approved for inclusion in TR 23.700-29 at SA2#160AHE. However, clause 6.19.2.2 on Support of Security and Access to Subscription Data and clause 6.19.2.3 on Transition between SSF and Real Time Modes are currently empty with ENs saying each clause is to be completed later. Content for these clauses to resolve the ENs is provided here.
2. Text Proposal
The following text is proposed to be applied to TR 23.700-29. 
[bookmark: _Toc157597002][bookmark: _Toc158028987][bookmark: _Toc157597003][bookmark: _Toc158028988][bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc22214911]*** Start of the change ***
[bookmark: _Toc148441183][bookmark: _Toc151176047][bookmark: _Toc151701853][bookmark: _Toc157596868][bookmark: _Toc158028846][bookmark: _Toc161138873][bookmark: _Toc157597000][bookmark: _Toc158028985][bookmark: _Toc161139016]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: definitions][1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G system, Stage 2".
[4]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".
[5]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[6]	3GPP TS 22.261: "Service requirements for the 5G system; Stage 1".
[7]	3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".
[8]	3GPP TR 22.865: "Study on satellite access Phase 3".
[9]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[10]	3GPP TS 29.514: "5G System; Policy Authorization Service; Stage 3".
[11]	3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
[12]	3GPP TS 38.413: " NG-RAN; NG application protocol (NGAP)".
[13]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description".
[14]	3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)".
[15]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[16]	IETF RFC 7976: "Updates to Private Header (P-Header) Extension Usage in Session Initiation Protocol (SIP) Requests and Responses" (https://www.rfc-editor.org/rfc/rfc7976.txt).
[17]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[18]	3GPP TS 23.272: "Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2".
[19]	3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".
[20]	3GPP TS 29.338: "Diameter based protocols to support Short Message Service (SMS) capable Mobile Management Entities (MMEs)".
[21]	3GPP TS 23.334: "IP Multimedia Subsystem (IMS) Application Level Gateway (IMS-ALG) - IMS Access Gateway (IMS-AGW) interface: Procedures descriptions".
[22]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[aa]	3GPP TS 33.401: “3GPP System Architecture Evolution (SAE); Security architecture”.

*** Next change ***
6.19.1	Description
This solution supports KI#2.
A satellite operating in satellite store and forward (SSF) mode contains the functionally of a RAN node (eNB or gNB) plus a CN and has an on board proxy for remote endpoints, referred to as an endpoint proxy. A UE with Release 17 or 18 satellite access capability sees a satellite in SSF mode as providing access to a PLMN (that is on board the satellite) and applications on the UE and the user of the UE interact with the endpoint proxy that enables data and voice transfer to occur as if performed end to end. The solution can support applications that are able to operate in a simplex or half duplex mode - e.g. SMS, CP or UP data transfer, one way voice message transfer, HTTP (e.g. Internet) queries and responses.
The solution is illustrated in Figure 6.19.1-1 and operates as follows.


Figure 6.19.1-1: SSF Operation using a UE Proxy and Endpoint Proxy and an SSFC
A satellite without a feeder link may operate in SSF mode. In this mode, an SSF indication is broadcast in SIB1 along with IDs of one or more supported PLMNsa PLMN ID for the satellite operator. The PLMN ID could be per country (where a different PLMN ID is broadcast in each country) or might be an international ID with a 9xx MCC. UEs that do not support SSF mode do not access the satellite or get rejected if they do. UEs that support SSF mode and that are allowed to access the broadcast PLMN may access the satellite using existing Release 17 or 18 satellite access capability - e.g. may select an indicated PLMN, establish an RRC signalling connection and perform a NAS Attach (4G) or Registration (5G) with a new indication of SSF capability. The onboard satellite CN includes a UDM or HSS that can support secure access for UEs as described later in clause 6.19.2. UEs may also establish PDN connections or PDU sessions (to the onboard satellite CN) and perform IMS Registration (to an onboard satellite IMS)..
The UE can then perform mobile originated (MO) transactions such as sending SMS, sending data (e.g. using IP or non-IP protocols), establishing SIP sessions and sending SIP media (e.g. voice, video, text) or sending HTTP queries. Each MO transaction is sent to the onboard endpoint proxy which stores transaction data (e.g. SMS, data, voice, HTTP queries) and associated protocol and remote endpoint data and returns responses at a transport and application level that are necessary to allow correct transport and application protocol operation, avoid timeouts and enable a user (if participating) to be aware of the one way communication status. For example, in case of a user, a preconfigured SMS, voice or HTTP reply might be returned indicating when an SMS message, voice message or HTTP query sent by the user may reach the remote endpoint. For real time (e.g. IMS) services, the solution is restricted to one way transfer of messages (e.g. a voice message or a video clip). The recipient can then return a similar one way message in a reply.
Shortly before satellite coverage is lost, the satellite detaches or de-Registers the UE. If there is a radio link failure before this, the satellite and UE both perform a local detach or local de-Registration. If the UE can access a new satellite before coverage is lost, a satellite may transfer UE status including data for ongoing transactions to the new satellite using ISL and the UE then performs a handover.
After the UE loses coverage and when the satellite obtains a feeder link to a ground based PLMN allowed to support the UE at its previous location, the satellite (or the onboard endpoint proxy) transfers all of the stored data for the UE MO transactions to a ground based server, referred to as an SSF centre (SSFC). The transfer procedure is not defined by 3GPP and the SSFC may belong to the satellite operator or to the MNO for the ground based PLMN. The SSFC contains a proxy for the UE, referred to as a UE proxy, that forwards the voice or data for each MO transaction to the associated remote endpoint and is able to receive and store voice and data for mobile terminated (MT) transactions that may be returned by the remote endpoints to the UE.
The UE proxy in the SSFC may first perform a NAS Attach or Registration on behalf of the UE with the PLMN. This can occur at an Uu level where the SSFC connects to an eNB or gNB for the PLMN and emulates the behaviour of an NTN gateway that has real time satellite access to the UE. Alternatively, the SSFC may connect to the CN of the PLMN at an S1 or N2 level and, from the perspective of the CN, emulates the behaviour of an eNB or gNB that has real time satellite access to the UE. Alternatively, the SSFC may be integrated with the ground based PLMN in a manner not defined by 3GPP which can avoid use of 3GPP signalling and procedures between the SSFC and the PLMN. Each of these alternatives impacts the SSFC but need have no normative impact on 3GPP specifications (at least for stage 3).
Subsequent to NAS Attach or Registration and establishment of any PDN connections or PDU sessions and IMS Registration, the UE proxy initiates MO transactions corresponding to those initiated earliery by the UE which forward the MO voice and data to the remote endpoints. The SSFC also interacts with remote endpoints to receive and store voice and data for MT transactions and, similar to the endpoint proxy in the satellite, can return responses to the remote endpoints at a transport and application level that are necessary to allow correct transport and application protocol operation, avoid timeous and enable a user at a remote endpoint to be aware of the one way communication status. For example, in the case of a user, a preconfigured SMS or voice reply might be returned indicating when an SMS message or voice message may reach the UE.
The SSFC and UE proxy can simulate continuous reachability of the UE and possibly remain permanently in a CM Connected state. The MT transaction data received and stored by the UE proxy is transferred to one or more satellites that are expected to later provide coverage to the UE. When the UE accesses such a satellite, the endpoint proxy in the satellite can transfer the MT transaction data to the UE along with supporting any new MO transactions from the UE.
Satellites carrying MT transaction data for the UE do not page the UE but instead rely on the UE instigating access. However, after initiating MO transactions, a UE or user can be advised when a satellite with MT transaction data in reply will first become available and/or can be provided with coverage data for satellites to facilitate access.
On MT transactions, the UE could simply attach to every visible satellite and then wait for possible MO transactions from the user or applications on the UE or for MT transactions from the satellite this could be highly inefficient. A smarter UE could first wait for an indication from the user or from an application on the UE of a pending MO transaction or could wait based on knowledge of when MT transactions may arrive before performing an attach. This could be implementation dependent.

*** Next change ***
6.19.2.1	Support of MO and MT Transactions
An MO or MT transaction can correspond to:
-	Transfer of one SMS message (e.g. using NAS or IMS).
-	Transfer of a set of data to or from one remote endpoint using CP CIoT or UP.
-	SIP session establishment to or from one remote endpoint, one way transfer of media (e.g. voice, video and/or text) followed by SIP session release.
-	An HTTP request and/or response where the response may be preconfigured.
Figure 6.19.2.1-1 shows how MO and MT transactions can be supported between a UE and remote endpoints in SSF mode.


Figure 6.19.2.1-1: Support of MO and MT Transactions
1.	A satellite operating in SSF mode broadcasts an SSF indication and a supported PLMN ID(s) for the satellite operator in SIB1.
2.	At a time T1, a UE that supports SSF mode selects a PLMN indicated in SIB1, obtains an RRC Connection and sends a NAS Attach Request or Registration Request as for Release 17/18. The UE also includes an indication of SSF capability. The MME/AMF will reject the Attach or Registration if the SSF indication is not included. The rest of the Attach or Registration procedure occurs as for Release 17/18. If the UE needs to transfer data over UP or transfer SIP media data, the UE establishes PDN connection(s) or PDU session(s) and, for SIP media, performs an IMS Registration. All UE interactions are with the RAN, CN and Endpoint proxy in the satellite and do no involve any other ground based entities. Support of security for a Registration, Attach or IMS Registration is described in clause 6.19.2.2.
Editor's note:	There may be new impacts for support of security and subscription data for a Registration, Attach or IMS Registration which will be defined later in clause 6.19.2.2.
3.	The UE instigates one or more MO transactions to the satellite on board CN. Existing 3GPP procedures in Release 17/18 are used without change. The on board CN forwards MO transaction data and protocol and signalling information applicable to the remote endpoint(s) to the endpoint proxy which stores this and returns any responses to the UE necessary to ensure correct operation of transport and application protocols. The endpoint proxy may also return preconfigured application level messages to a user of the UE to clarify SSF operation. For example, a preconfigured voice message may indicate an expected delay in forwarding MO transactions to the remote endpoint(s) and may further indicate a later time when MT transaction responses may be received back at the UE from the remote endpoint(s). The endpoint proxy may also request and obtain the location of the UE (e.g. location at time T1).
4.	Shortly before the UE will lose satellite coverage,; the satellite performs a NAS Detach or De-registration of the UE. If satellite coverage is lost before this can occur, the UE and onboard satellite CN each perform a local Detach or local De-registration. If ISL is supported and another satellite becomes available to the UE before coverage is lost, the satellite can transfer UE state and ongoing transaction information to the new satellite using ISL and instigate UE handover. Preventing a UE attempting handover or cell change to a new satellite when ISL is not supported can be supported without new impact by broadcasting a different TA from each satellite and prohibiting UE access to other TAs.
5.	At a later time T2 when the satellite has feeder link access to an SSFC with access to a PLMN allowed to serve the UE at its location at time T1, the endpoint proxy transfers UE status and MO transaction information to a UE proxy in the SSFC. The transfer procedure is not defined by 3GPP. If there were no MO transactions at step 3, an indication of UE presence only is transferred.
6.	The SSFC and UE proxy simulate satellite real time access to the UE at its location at time T1. If the PLMN has defined a TA and fixed cell that covers this location, the SSFC and UE proxy can indicate UE presence in this TA and fixed cell by indicating the TA and cell with SSFC connection to the PLMN at an S1 or N2 level. For SSFC connection at a Uu or N1 level, the UE proxy can send the UE location at time T1 to the PLMN when requested. The UE proxy sends a NAS Attach Request or Registration Request to the MME or AMF at a Uu/N1 level or S1/N2 level according to how the SSFC connects to the PLMN. The rest of the Attach or Registration procedure occurs normally. If the UE proxy needs to transfer data over UP or transfer SIP media data, the UE establishes PDN connection(s) or PDU session(s) and, for SIP media, performs an IMS Registration with security. Support of security for a Registration, Attach or IMS Registration is described in clause 6.19.2.2.
Editor's note:	There may be new impacts for support of security and subscription data for a Registration, Attach or IMS Registration which will be defined later in clause 6.19.2.2.
NOTE:	The UE Proxy may, but is not required to, transfer SMS messages and data using the same procedures and protocols as in step 3. For example, the UE could use CIoT to transfer data at step 3 whereas the UE Proxy could use UP.
7.	The UE Proxy instigates one or more MO transactions to transfer any data and SIP media for the MO transactions at step 3 to the remote endpoint(s). Existing 3GPP procedures are used without change. The UE proxy may send preconfigured application level messages to a user of a remote endpoint to clarify SSF operation. For example, in the case of a SIP voice media message, the UE proxy may indicate to the user that it is about to play a voice message from the UE, may indicate the time and possibly location at which the message was originally sent and may further prompt the user to replay a voice message or return a voice message reply.
8.	Remote endpoint(s) (e.g. a user at a remote endpoint) may instigate one or more MT transactions to return responses to the UE Proxy for the MO transaction(s) received at step 7. The UE Proxy stores the received data and associated protocol and signalling information and returns any responses to a remote endpoint necessary to ensure correct operation of transport and application protocols. The UE Proxy may also send preconfigured application level messages to a user at the remote endpoint to clarify SSF operation. For example, application level messages may indicate an expected delay in forwarding MT transactions to the UE and may further indicate a later time when MO transaction responses from the UE may be received back at the remote endpoint. The UE proxy may also assemble an internal MT transaction that might be an SMS message or voice message that confirms delivery of the MO transactions at step 7 (e.g. indicates the times when MO transactions were delivered).
 9.	The SSFC periodically transfers MT transaction data obtained at step 8 to one or more satellites that will later provide coverage to the UE location for time T1. Each satellite passes the MT transaction data to an Endpoint Proxy for the UE where it is stored. The MT transaction data may be retained at the SSFC until a satellite later indicates delivery of the MT transactions to the UE. The SSFC can maintain the UE Proxy in CM Connected state or allow the PLMN to place the UE Proxy in IDLE state. In the latter case, the SSFC simulates continuous reachability of the UE.
10.	At a later time T3, a satellite that received MT transaction data for the UE from the SSFC and UE Proxy at step 9 is able to provide coverage at the UE location. The satellite broadcasts an SSF indication and thesupported PLMN ID(s) for the satellite operator in SIB1 as at step 1.
11.	The UE selects the same PLMN as at step 2, obtains an RRC Connection and sends a NAS Attach Request or Registration Request as at step 2. Other actions in step 2 are also performed.
12.	The Endpoint Proxy instigates one or more MT transactions to the UE to forward the MT transactions received at step 9. Existing 3GPP procedures in Release 17/18 are used without change. The endpoint proxy may also provide preconfigured application level messages to a user of the UE to clarify SSF operation. For example, transfer of voice messages to the user may be preceded by a preconfigured voice message indicating the sender of each message and the time when each message was sent by the remote endpoint.
13.	The UE may instigate one or more MO transactions to the endpoint proxy as in step 3 to reply to MT transactions received at step 12 or to initiate new transactions.
14.	Shortly before the UE will lose satellite coverage, and unless handover to a new satellite is possible using ISL, the satellite performs a NAS Detach or De-registration of the UE as in step 4, or the UE and onboard satellite CN each perform a local Detach or local De-registration.

*** Next change ***
6.19.2.2	Support of Security and Access to Subscription Data
Editor's note:	This clause will be completed later.
For UE access to a satellite in SSF mode with 4G access, the IOPS solution defined in Informative Annex F in TS 33.401 [aa] is used, where satellites replace the HSSs used for IOPS. This requires an IOPS capable USIM in a UE which can either be the normal USIM enhanced for IOPS or a dual USIM that is used by the UE only for SSF access. With an IOPS solution, and for each supported UE, each satellite would be provisioned with the IMSI for the UE and a security key K* derived from the long term (master) key K in the USIM. The derivation of K* from K can be based on a satellite ID as described in TS 33.401 Annex F [aa] for HSS IDs. The satellite does not perform the derivation of K* and is just provisioned with K* by the HPLMN and satellite operators. The USIM performs the derivation after receiving the satellite ID as part of authentication. The derived key K* is used for authentication  and ciphering. Each satellite can have a different ID and different K* value for a UE or groups of satellites can share an ID and K* value. There are no new impacts to an ME (except for selecting a dual USIM for SSF access). The IOPS solution avoids exposure of the long term (master) key K to satellites (and the SSFC) and is thus more secure.
The IOPS solution could also be used for 5G access since the authentication parameters can be the same and the same IOPS capable USIM can be used for both 4G and 5G access. 
Editor's note:	SA3 would need to verify the above.
For SSFC access to a ground based serving PLMN, the initial satellite for a UE first transfers the authenticated IMSI or SUPI to the SSFC. The SSFC then maps the IMSI or SUPI to a second IMSI or SUPI for the UE that is provisioned in the SSFC by the HPLMN and satellite operators. The second IMSI or SUPI has a second long term security key K2 (different to the key K)  that is also provisioned  in the SSFC. The SSFC uses the second IMSI or SUPI and the second key K2 to authenticate the second IMSI or SUPI to the HPLMN, where the second IMSI or SUPI and second key K2 are also configured in the HPLMN HSS (4G) or UDM or ARPF (5G). The second IMSI or SUPI is also associated with existing public identifiers (e.g. MSISDN or GPSI) for the UE to allow MT service data from remote endpoints to reach the UE without any new impact to the remote endpoints. The capability to share the same public user identities among different private identities for a UE is already supported by some PLMNs in the form of a second IMSI or SUPI for an additional user device such as a smart watch that is associated with a primary user device (e.g. a smart phone). The capability can include simultaneous coexistence of an attach or registration by both devices. HPLMN specific logic can then be used to direct MT services to one or both of the devices.
The K2 values for different UEs (who have the same HPLMN) may be different or may be the same because authentication of the UE proxy is actually an authentication of the SSFC for either case and not the individual UE which is only authenticated by the satellite. The usage of a second IMSI or SUPI allows a different security key K2 in the SSFC to the security key K in the USIM. If there is a known or suspected security compromise to the SSFC (e.g. which may not be as well protected as an HSS or UDM), the HPLMN operator can provision new security keys K2 without affecting the USIMs of its UEs.  That would not be possible if the SSFC were to use the IMSI or SUPI in the USIM and the key K. 
When a dual USIM in a UE (not the normal USIM) is used, and is used only for SSF access with a different IMSI or SUPI than that in the primary USIM, the mapping by the SSFC of the IMSI or SUPI to a second IMSI or SUPI is not needed and the IMSI or SUPI from the dual USIM can be used to authenticate the UE proxy with the HPLMN. Even though the same IMSI or SUPI would then be authenticated by both a satellite and HPLMN, the two keys (K and K2) that are used for the two authentications can then still be different.
The end to end operation of the security solution is shown in Figure 6.19.2.2-1 and summarized below.


Figure 6.19.2.2-1: End to End Security Operation
1.	The HPLMN and satellite operators provision security related credentials for a UE to satellites and an SSFC. The HPLMN operator also provides an IOPS capable USIM for the UE. The provisioning procedures are out of scope of 3GPP.
2a-2d. Following step 1, the UE (USIM), satellites, the SSFC and HPLMN (HSS, UDM and/or ARPF) are provisioned with the security data shown in Figure 6.19.2.2-1.
3.	A satellite without a feeder link becomes accessible to the UE via a service link.
4.	The UE accesses the satellite as in steps 1 and 2 of Figure 6.19.2.1-1.
5.	The satellite authenticates the IMSI or SUPI of the UE using the derived key K*.
5a.	A part of step 5, the CN in the satellite sends a NAS Authentication Request to the UE that includes an ID n for the satellite as part of the authentication challenge data (see TS 33.401 Annex F [aa]). 
5b.	The USIM in the UE determines the derived key K* from the long term master key K and the ID n as defined in TS 33.401 Annex F [aa].
5c. The UE returns a NAS Authentication Response to the CN in the satellite that includes an authentication result determined by the USIM from the authentication challenge data and the derived key K*. The CN in the satellite verifies the authentication result using the derived key K*.
6.	The satellite moves to where a feeder link to the SSFC is available and the service link to the UE is no longer available.
 7.	The satellite transfers the IMSI or SUPI authenticated at step 5 to the SSFC along with any MO data received from the UE after step 5.
8.	The SSFC maps the IMSI or SUPI to the second IMSI or SUPI for the UE.
9.	The SSFC (e.g. the UE Proxy) accesses the ground based serving PLMN on behalf of the UE as in step 6 in Figure 6.19.2.1-1 using the second IMSI or SUPI to identify the UE.
10.	The HPLMN of the UE authenticates the UE using the second key K2. Following step 10, the UE Proxy can forward MO service data for the UE and receive MT service data for the UE from remote endpoints as in steps 7 and 8 in Figure 6.19.2.1-1.
There are a few variants of the above security solution with different security related pro.s and con.s but a full analysis of these are outside the scope of the present specification.  

*** Next change ***
[bookmark: _Toc157597004][bookmark: _Toc158028989]6.19.2.3	Transition between SSF and Real Time Modes
Editor's note:	This clause will be completed later.
Orbiting LEO and MEO satellites can support SSF mode along orbital segments where no feeder link is available and real time mode along segments where a feeder link is available. UEs which only see satellites on the SSF segments or only on the real tine segments would not need to deal with mode transitions. However other UEs will as described here.
When a satellite supporting real time mode loses access to a feeder link, the satellite would cease support for real time mode and may switch to SSF mode. UEs which accessed the satellite previously may be able to handover to another satellite with a feeder link if one is available, but will otherwise experience a coverage gap. Some of these UEs may then commence SSF access as described in clause 6.19.2.1. 
When a satellite supporting SSF mode obtains a feeder link, the satellite may cease support for SSF mode and switch back to real time mode. UEs in SSF mode can be detached or de-Registered prior to cessation of SSF mode as described in clause 6.19.2.1. Satellite coverage data provided to a UE (if supported) can indicate the durations of SSF satellite coverage and, separately, the durations of real time satellite coverage. UEs can then know ahead of time when SSF coverage will cease. When an SSF coverage gap is about to occur, a UE can detach or de-Register from the satellite.
A UE that switches between SSF and real time modes may experience problems in interacting with remote endpoints as data and voice sent in real time mode could arrive (at the UE or at a remote endpoint) before data and voice sent earlier for SSF mode. MT data sent to a UE that was previously attached or registered for real time access will also be buffered in a serving PLMN, while the UE is in a real time coverage gap, which could lead to an opposite effect where MT data sent later to the UE when in SSF mode arrives first. In addition, an Attach or Registration for a UE in real time mode would normally pre-empt and release an existing Attach or Registration by the UE for SSF mode or the reverse. This is not a problem when a UE transitions from real time mode to SSF mode as the real time attach or registration is no longer needed. But for a transition from SSF mode back to real time mode, the real time Attach or Registration would either be released if the SSFC instigates the Attach or Registration for SSF mode in the serving PLMN after the real time Attach or Registration has occurred, or would cause a release of the Attach or Registration for SSF mode (and cause ongoing MO and MT transactions for SSF mode to be aborted) if the SSFC Attach or Registration had occurred first.
[bookmark: _Toc157597006][bookmark: _Toc158028991]The security solution described in clause 6.19.2.2 avoids conflicts between SSF and real time Attach or Registration due to use of a different IMSI or SUPI for each, which allows an Attach or Registration for SSF mode to coexist with an Attach or Registration for real time access (via TN or NTN) without either of these affecting the other. If the UE (e.g. a user or application) also consistently uses only SSF mode or only real time mode for communication with each remote endpoint, mis-ordering of MO data and voice arrival can also be avoided. Mis-ordering of MT data arrival at the UE might be tolerated by the user given awareness of the dual usage of SSF mode and real time mode.
*** Next change ***
6.19.3	Impacts to Services, Entities and Interfaces
Editor's note:	There may be additional impacts for support of security and subscription data and switching between SSF and Real Time Modes which will be added later.
Impacts at a 3GPP level are highlighted below. Other impacts below that are not highlighted are out of scope of 3GPP.
SMS Service:
-	No impact to signalling and procedures.
-	Applications and users of SMS need to expect longer than normal delay.
Data Services (e.g. IP, UDP/IP,. TCP/IP, . Non-IP):
-	No impact to signalling and procedures.
-	Applications and users are restricted to sending data one way where an Endpoint Proxy or UE Proxy sends preconfigured Reponses at a transport and application level to allow correct protocol operation without timeouts or abnormal termination.
Voice Service:
-	No impact to signalling and procedures.
-	Applications and users are restricted to one way voice messaging.
HTTP Services (e.g. Internet access):
-	No impact to signalling and procedures.
-	Applications and users are restricted to sending one way HTTP queries or responses where an Endpoint Proxy or UE Proxy sends preconfigured replies to allow HTTP operation without timeouts or abnormal termination.
UE:
-	New SIB1 SSF flag, new SSF capability in a NAS Attach Request or Registration Request, local Detach or De-registration if needed when satellite access is lost.
-	Use of an IOPS capable USIM or dual USIM.
-	InteIrnal (not 3GPP defined) impacts to advise a user and applications of SSF mode.

PLMN RAN:
-	No new impacts.
VPLMN CN:
-	No new impactsImpact for Prioritization of Real Time Mode if included..
HPLMN CN
	-	Proprietary impacts to manage a second IMSI or SUPI for each UE.
Satellites:
-	New SIB1 SSF flag, verification of UE SSF capability in a NAS Attach Request or Registration Request, Detach or De-registration of a UE before satellite access is lost.
-	Support of on board eNB or gNB and CN functionality according to Release 17 or 18.
-	Support of an endpoint proxy for certain MO and MT services (not in scope for 3GPP).
-	Support of interaction with an SSFC (not in scope for 3GPP).
-	Support for provisioning of UE security credentials.
SSFC:
-	Support of interaction with satellites (not in scope for 3GPP).
-	Support of a UE proxy for certain MO and MT services(not in scope for 3GPP).
-	Support for provisioning and use of UE security credentials. 

***End of changes ***
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