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Abstract: A new solution to address key issue 1, 2, 3 on the support for Ambient IoT.
1. Introduction/Discussion
A new solution to enable Ambient IoT Management within 5GC to address the key issues in terms of architecture enhancements, AIoT Device management and ambient IoT services.
2. Text Proposal
It is proposed to capture the following changes vs. TR 23.700-13.
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Table 6.0-1: Mapping of Solutions to Key Issues
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* * * *Next Change (all new text) * * * *
6.X	Solution #X: Enable Ambient IoT Management within 5GC to support AIoT services
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc513028451]6.X.1	Description
6.x.1.1	General
This solution addresses the key issues in terms of architecture enhancements, Ambient IoT (AIoT) Device management and AIoT services, i.e., for KI#1, KI#2 and KI#3. 
6.x.1.2	Architecture Principles
This solution proposes to introduce enhancements in the 5GS to support AIoT Device management and AIoT services that utilise the AIoT Device Operations (i.e., the operations the network supports to communicate with AIoT Device e.g., inventory, read, write, disable) to support AIoT use cases. In particular, 
-	AIoT specific NAS, to support transfer of AIoT data (AIoT Device Operation commands and responses) between AIoT Device and 5GC directly via the gNB.
-	Ambient IoT Management Function (AIoTMF), responsible for the logic for handling of AIoT services including:
-	execute the AIoT service request (e.g., inventory, read) in the network and handle any corresponding AIoT specific NAS messages,
-	support inventory and message routing for AIoT Devices,
-	authorize the AIoT service request,
-	perform validation of the AIoT Device Identifier (ID) and secure AIoT Device operations if needed,
-	collect AIoT data and aggregate the reporting,
-	collect charging information if required by SA5.
-	UDM enhancements to manage subscription-like information for AIoT Devices and service control information for 3rd party application: 
-	An AIoT Device ID is allocated to each AIoT device that has subscription-like information provisioned in the UDM. The AIoT Device ID shall be unique within a mobile network, and it is used to locate the subscription-like information. The format of the AIoT Device ID will be defined by other solutions.
-	The subscription-like information for an AIoT Device is different from the UE subscription data. The subscription-like information contains: AIoT Device ID, security materials, and device status information e.g.last serving node, whether the AIoT Device is disabled, etc.
-	As part of a provisioning process for an AIoT Device, the AIoT Device is provided with its AIoT Device ID, security materials and security settings which control what operations on which memory regions require what levels of security to be applied.
-	The service control information is used to authorize the AF’s device operation request. The service control information contains: AF ID, allowed service area, allowed service operations, allowed AIoT Device ID information etc.
-	NEF enhancements to expose the 5GS AIoT capability so as to allow 3rd party application to consume the AIoT services.
Figure 6.x.1.2-1 illustrates the enhancements to the 5GC to support AIoT Device management and AIoT services for topology 1.


Figure 6.x.1.2-1: 5GC enhancements to support Ambient IoT
Editor's Note:	It is FFS whether AMF is needed
NOTE:	From AIoT Device point of view, the interfaces with the network are the same for both Topology 1 Topology 2.
6.x.1.3	Function Principles
Inventory: collect the AIoT Device ID(s) of all or a subset of AIoT Devices discovered and selected with MASK.
MASK: a full or partial AIoT Device ID, which will be broadcasted by a reader in order to select a specific group of AIoT Devices to perform random access and report their Device IDs to the network. The AIoT Device whose Device ID matches the MASK will perform random access to report the Device ID.
Task ID: an identifier generated by 5GC which is used to identify the AIoT Service requested by a 3rd party/AF. To deliver the information between AF and an AIoT Device over 5GS, the 5GC uses the Task ID to maintain the association within the 5GC for a specific AF’s AIoT service request from the time it accepts the AF’s AIoT service request to the time the AF’s AIoT service request is completed.
The 5GS shall support AIoT specific NAS to deliver the UL or DL data between AIoT Device and 5GC. The UL data includes the AIoT Device ID, Results of the Commands, security information, and Indication of cached data etc. The DL data includes the Commands and security information etc. There is a NAS connection between AIoT Device and 5GC, and this NAS connection is per device level. The AIoT NAS message is transferred over NAS connection between AIoT Device and 5GC.
NOTE x:	AIoT Devices have reduced functionality compared to other types of UE (e.g., NR, eMTC or NB-IoT). An AIoT Device is more akin to a memory device (for example a flash memory card) that utilize basic memory comparison operation (match a bit sequence (e.g. the MASK) against memory location Y for length Z) to support identification, and then further operations for inventory, reading and writing data.
	The physical memory of the AIoT Device can be logically viewed as containing multiple different types of information, e.g., 3GPP Information and Application Information: 1) The 3GPP Information is information that is known to and used by the 3GPP system. Examples of 3GPP Information include AIoT Device ID, Security Materials etc. 2) The Application Information is information that depends upon the application to use. Examples of use of the Application Information include the device having a fixed application defined memory format, where certain locations in the memory are known to contain information read/written by the application, sensor reading(s) or it can be used for more complex message passing techniques, e.g., being used as a mailbox. The contents and use of the Application Information is not expected to be defined by 3GPP, however 3GPP needs to define the operation primitives that allow reading, writing etc of the memory without detailed knowledge of its contents. The mapping of information / fields and their contents into physical memory is to be defined by Stage 3.
The AMF/AIoTMF and AIoT Device shall support to store a temporarily device context. The temporarily device context is kept in the AIoT Device and AMF/AIoTMF and is only used while energy is available to the AIoT Device, and it is used to record any information (e.g., security context) required for information transfer over NAS connection (in particular for multiple-rounds of information exchange for example step 10~step 14 in figure 6.x.2.2-1) between the AIoT Device and AMF/AIoTMF. The temporarily device context helps avoid re-generation of e.g., security context each time a NAS message is transferred.
NOTE x:	As agreed by RAN, the AIoT Device memory can include two types of memory: 1) Non-Volatile Memory (NVM) such as EEPROM for permanently storing AIoT Device ID, etc. and 2) volatile memory (e.g. registers or RAM) for temporarily keeping any information required for its operation only while energy is available.
The 5GS shall support AIoT NGAP to control the behaviour of Reader, e.g., start of the inventory, continue of the inventory, end of the inventory. In addition, the AIoT NGAP provides transport of the AIoT NAS messages between Device and AMF/AIoTMF. The 5GS shall support NGAP connection management for AIoT Service, this is used to transfer AIoT NAS message and AIoT inventory NGAP message, e.g., reporting of RAN’s AIoT capability, requesting inventory for AIoT Device.
The high-level AIoT Protocol Stack is illustrated in the Figure 6.x.1.3-1.


Figure 6.x.1.3-1: AIoT Protocol Stack (Topology 1)
NOTE x:	AIoT AS and AIoT NGAP protocols will be defined by RAN, and it is assumed that the AIoT AS and AIoT NGAP message can transport NAS messages.
NOTE x:	The AIoT NAS needs to be lightweight to adhere to the nature of the AIoT Devices (e.g., ultra-low complexity power, cost and resource-constrained) while addressing e.g., confidentiality, integrity, etc. For example, Security header type, Message authentication code, and Sequence number are only needed if NAS security protection (e.g., Integrity protected, Integrity protected and ciphered) is required.
AIoT Data: This is used to transfer application specific AIoT data between AIoT Device and application. This layer is optional and supports customization and extension of advanced functions on top of the basic standard functions to meet diverse requirements in different scenarios.
AIoT NAS: This is used to indicate the operation commands, as well as transfer of the application specific AIoT data between AIoT Device and 5GC. AIoT NAS message includes e,g., Inventory Request/Response, Read Service Request, Write Service Request, Disable Service Request, Command Service Accept. 5GC executes the AIoT service request from AF and generates the corresponding NAS messages, then triggers the reader(s) to perform inventory for AIoT Devices and transfer of the AIoT NAS messages between the AIoT Device and 5GC.
NOTE x:	It is assumed that the 5GC needs to indicate Reader RAN the different device operations to apply different handling for different AIoT Device operation commands e.g., Read or Write or Disable. And this will be further studied by RAN groups.
NEF exposure is used by the AF to invoke AIoT service (e.g., Inventory, Commands: Read, Write, Disable). Along with this AIoT service request, the AF is implicitly subscribed to receive notifications for its AIoT service request. At the same time, the NEF exposure can be used to deliver the UL or DL data for AIoT Devices between AF and 5GC. The DL data includes the Inventory Parameters and Command Parameters, and the UL data includes the Results of the Inventory and Command, Indication of cached data.
6.X.2	Procedures
6.x.2.1	General
This clause provides end to end high-level information flow for support of AIoT service (Inventory, Command [Read/Write], Disable) over 5GS as specified in clause 6.X.2.2, as well as the NEF service operations as specified in clause 6.X.2.3.
6.x.2.2	AIoT Service High-Level Information Flow


Figure 6.x.2.2-1: AIoT Service High-Level Information Flow
1.	During the node-level NGAP association establishment procedure, the RAN reports the RAN’s AIoT capability (RAN ID, list of IDs for supported Reader(s), coverage area of each Reader) to the AMF/AIoTMF.
2.	The AMF/AIoTMF aggregates the AIoT capabilities of all connected RANs and registers its AIoT capability into the NRF (AMF/AIoTMF ID, coverage area for AIoT service).
3.	AF sends AIoT service operation request to NEF, carrying the AF ID, device identification information, and reporting control information.
The device identification information includes one or more of the following:
-	device area information, indicates the requested area where the inventory service will be performed. 
-	device filter information: indicates complete or partial of 3rd Party-defined Identifier, and is used to compose the MASK used in step 3 to filter the Ambient IoT Devices to be inventoried.
The reporting control information indicates when and how to send the reports, e.g., immediate reporting of new result or progress, periodic reporting, one-time reporting at the end of the AIoT service procedure, and it can also indicate to report cached data along with the AIoT Device ID etc.
The AIoT service operation can be AIoT_Inventory service operation or AIoT_Command service operation or AIoT_Disable service operation as specified in clause 6.x.2.3. If the AIoT service operation is AIoT_Command service operation, the AIoT service operation additionally includes the AIoT Device operation command information, which indicates Read, or Write and command related parameters (e.g., memory location to start, length to read/write or data to write). If the AIoT service operation is AIoT_Disable service operation, the AIoT service operation additionally includes the AIoT Device Disable operation command related parameters (e.g., signature and password).
4.	NEF invokes NRF to discover and select the AMF/AIoTMF(s) using the AF requested device area information. The NRF determines the target AMF/AIoTMF(s) based on the AF requested device area information and the AIoT capability of the registered AIoTMF in step 2.
5.	NEF generates a Task ID for the AF request and sends the AIoT service operation request (including Task ID) to each of the selected AMF/AIoTMF. The AMF/AIoTMF may obtain the service control information from UDM.
The AMF/AIoTMF performs the permission control of the AIoT service operation request based on the operator policy, service agreement between the AF and the operator, and information obtained from the UDM, e.g., based on service area which allows the AF to request the service operation, or subscribed service operation(s) that allows the AF to invoke. If not authorized, the AMF/AIoTMF rejects the AIoT service operation request with an appropriate cause code, and step 7 onwards are skipped. Once the AIoT service operation request is authorised, the AMF/AIoTMF generates a Task ID corresponding to this AF service operation request, as well as the associated device MASK information based on device identification information, information obtained from the UDM, and/or local configuration.
If the AIoT service operation is AIoT_Disable service operation, the AMF/AIoTMF additionally determines the AIoT Devices that have subscription-like information in UDM and match with the device identification information. The AMF/AIoTMF performs validation of the signature provided by the AF, and if validated, it stores the password and sets the device status in UDM to "TO BE DISABLED" for the determined AIoT Devices. With this "TO BE DISABLED" indication, the 5GC won’t provide AIoT service to AF for those AIoT Device.
6.	NEF sends the AIoT service operation response to the AF, containing the accept or reject result for the AIoT service operation request.
7.	The AMF/AIoTMF selects the Ambient IoT capable RANs, taking the device identification information (e.g., AF requested device area information) and information obtained from the UDM (e.g., allowed service area) into account.
8.	For each of the selected reader RAN, the AMF/AIoTMF sends the Inventory Start NGAP message with the device MASK information and the Task ID generated in step 5. 
If the AMF/AIoTMF receives the AIoT_Command or AIoT_Disable service operation request, the Inventory Start NGAP message additionally includes the indication that transfer of AIoT NAS Command message subsequently.
If the AMF/AIoTMF receives indications to report cached data along with the Device ID, the Inventory Start NGAP message also includes the indication of data reporting.
9.	Upon reception of the Inventory Start NGAP message, RAN/Reader executes inventory Task by triggering the Paging-like procedures with the device MASK information and indication of data reporting (if received in step 8) towards the AIoT devices.
10.	If an AIoT device matches the device MASK information, the AIoT device performs random access like procedures to establish the RRC-like connection with RAN.
11.	The AIoT Device sends the truncated AIoT Device ID in AIoT Inventory Response NAS message. The truncated AIoT Device ID is a partial AIoT Device ID without MASK. The AIoT Inventory Response NAS message is encapsulated within the Uu message sent to Reader/RAN, and the RAN/Reader relays the AIoT Inventory Response NAS message over NGAP message (Task ID, RAN NGAP ID, AIoT NAS) to AMF/AIoTMF.
If the AIoT Device has cached data, the AIoT Device also includes the Indication of the cached data in the AIoT Inventory Response NAS message, or if the AIoT Device receives the indication of data reporting in step 9, the AIoT Device includes the cached data in AIoT Inventory Response NAS message.
Based on the received indication that transfer of NAS Command message in step 8, the Reader RAN keeps the NGAP context for this selected AIoT Device.
12.	The AMF/AIoTMF constructs the entire AIoT Device ID by adding the MASK information on the partial AIoT Device ID. The AMF/AIoTMF performs validation based on the device subscription-like information received from the UDM, including Device ID validation. The AMF/AIoTMF updates the device status for this AIoT Device in the UDM, e.g., last serving node.
If the device status indicates "TO BE DISABLED" for AIoT_Inventory or AIoT_Command service operation, 
-	In case of AIoT_Inventory service operation, the AMF/AIoTMF records the AIoT Device ID and the serving node for this AIoT device. In a later time, the AMF/AIoTMF performs the step 7~16 to disable this AIoT Device.
-	In case of AIoT_Command service operation, the AMF/AIoTMF in step 13 proceeds as AIoT_Disable service operation instead of AIoT_Command service operation to disable this AIoT Device.
If the device status indicates "DISABLED", the AIoT Device ID of this AIoT Device is discarded and subsequent steps are not pursued for this AIoT Device.
13.	[Conditional] If the AIoT service operation is AIoT_Command or AIoT_Disable service operation, the AMF/AIoTMF constructs the corresponding AIoT Command NAS messages (e.g., AIoT Read Service Request NAS message, AIoT Write Service Request NAS message, AIoT Disable Service Request NAS message), and the AIoT Device operation command related parameters as described in step 3 are payload of the AIoT Command NAS message.
The AMF/AIoTMF sends the AIoT Command NAS message to the AIoT Device. This AIoT Command NAS message is sent to RAN/Reader over NGAP message (Task ID, RAN NGAP ID, CN NGAP ID, AIoT NAS), and then the AIoT Command NAS message is relayed by Reader RAN to the AIoT Device over Uu message.
14.	[Conditional] If the AIoT Device receives the AIoT Command NAS message, the AIoT Device generates the results of the AIoT Device operation command and sends the AIoT Command Service Accept NAS message to AMF/AIoTMF. The results of the AIoT Device operation command are carried as payload of the AIoT Command Service Accept NAS message. The AIoT NAS message is sent to Reader RAN over Uu message and then the AIoT NAS message is relayed by Reader RAN to AMF/AIoTMF over NGAP message (Task ID, RAN NGAP ID, CN NGAP ID, AIoT NAS).
	If the AIoT Device receives the AIoT Disable Service Request NAS message, the AIoT Device needs to perform validation with the received password.
15. [Conditional] If the AIoT service operation is AIoT_Command or AIoT_Disable service operation, and when the AMF/AIoTMF completes the device operation on the selected AIoT device, the AMF/AIoTMF sends the Inventory Continue NGAP message (Task ID, RAN NGAP ID, CN NGAP ID) to the RAN/Reader. Upon reception of this NGAP message, the RAN/Reader releases the NGAP context for the current AIoT device and continues looking for next matched AIoT device.
16. [Conditional] If the AIoT service operation is AIoT_Disable service operation, and when the Disable Operation is completed successfully for one AIoT device, the AMF/AIoTMF sets the device status of this AIoT device in UDM to " DISABLED". With this " DISABLED" indication, the 5GC won’t provide AIoT service to AF for this AIoT Device and the 5GC can delete the subscription-like information immediately or after a configured time period.
17.	[Conditional] If the reporting control information matches (e.g., immediate reporting of new result or progress, periodic reporting), the AMF/AIoTMF reports the AIoT Device ID (s), results of the AIoT Device operation command and if available, the reported data or indication of cached data to NEF by sending the AIoT_ Notify message (list of Device IDs, results of the AIoT Device operation command, reported AIoT data or indication of cached data). The NEF forwards the received information to AF by sending the AIoT_ Notify message.
Steps 10~17 is repeated for each matched AIoT Device.
18.	The RAN/Reader sends the Inventory Complete NGAP message (Task ID) to AMF/AIoTMF in case of e.g., there is no further Ambient IoT Device performing random access, or AMF/AIoTMF proactively sends the Inventory Complete NGAP message (Task ID) to RAN/Reader in case of e.g., all target Ambient IoT Device(s) have been inventoried. The RAN Reader confirms the Task indicated by Task ID is completed.
19. The AMF/AIoTMF completes the Task for AIoT service operation request for each selected RAN/Reader. The AMF/AIoTMF reports the progress of the AIoT service operation request to the NEF by sending the AIoT_ Notify message, the NEF informs the AF of the progress of the AIoT_Inventory request by sending the AIoT_Notify message.
If the reporting control information matches e.g., one-time reporting at the end of the AIoT service procedure, the AMF/AIoTMF can further aggregate the Device ID(s) and/or results of the AIoT Device operation command and reported AIoT data or indication of cached data. The AMF/AIoTMF further performs filtering and then includes into AIoT_ Notify message the list of Device IDs, reported AIoT data or indication of cached data, results of the AIoT Device operation command etc.
6.x.2.3	NEF AIoT Service
The NEF supports a new Nnef_AIoT service with the operations described in table 6.x.2.3-1.
[bookmark: _CRTable7_2_81]Table 6.x.2.3-1: AIoT Service provided by NEF
	Service Name
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nnef_AIoT_Service
	Inventory
	Request/Response
	AF

	
	Command
	Request/Response
	AF

	
	Disable
	Request/Response
	AF

	
	Notify
	Subscribe/Notify
	AF



Inventory Service Operation: The inventory operations for the Nnef_AIoT service allows the consumer to request to perform an inventory device operation for an AIoT device or a group of AIoT devices.
Command Service Operation: The command operations for the Nnef_AIoT service allows the consumer to request to perform a read or write device operation for an AIoT device or a group of AIoT devices.
Editor's note: It is FFS whether to design separate AIoT service operations for "Read" or "Write" AIoT device operations, or to use an explicit parameter in AIoT_Command service operation to differ "Read" or "Write" AIoT device operations.
Disable Service Operation: The disable operations for the Nnef_AIoT service allows the consumer to request disabling RF transmission from an AIoT device or a group of AIoT devices. If the AIoT Device is disabled then the network may also discard any stored state for the AIoT Device and no further operations for that AIoT Device will succeed.
Notify Service Operation: The notify operations for the Nnef_AIoT service allows the consumer to receive the status and results of the requested service operation.
6.X.3	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing services, entities and interfaces.

* * * * End of changes * * * *
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