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Abstract of the contribution: This paper proposes a new solution for the authentication and authorization of non-3GPP devices connecting behind a UE or RG, and enhancement of policy control for the traffic of the specific device.

1.	Discussion
This paper proposes a new solution for the authentication/authorization and policy control of non-3GPP devices connecting behind a UE or RG based on the identity of the device.
 
2.	Text proposal
It is proposed to agree the following changes vs. TS 23.700-32:
[bookmark: _Hlk67396857]>>>>BEGINNING OF CHANGES<<<<
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc93073662][bookmark: _Toc153818189][bookmark: _Toc153818405][bookmark: _Toc16839382][bookmark: _Toc26386412][bookmark: _Toc26431218][bookmark: _Toc30694614][bookmark: _Toc43906636][bookmark: _Toc43906752][bookmark: _Toc44311878][bookmark: _Toc50536520][bookmark: _Toc54930292][bookmark: _Toc54968097][bookmark: _Toc57236419][bookmark: _Toc57236582][bookmark: _Toc57530223][bookmark: _Toc57532424][bookmark: _Toc93073659][bookmark: _Toc153818186][bookmark: _Toc153818402]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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>>>>NEXT CHANGE<<<<
6.X	Solution #X: Authentication/authorization of non-3GPP devices behind UE
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc153818407][bookmark: _Toc26386413][bookmark: _Toc26431219][bookmark: _Toc30694615][bookmark: _Toc43906637][bookmark: _Toc43906753][bookmark: _Toc44311879][bookmark: _Toc50536521][bookmark: _Toc54930293][bookmark: _Toc54968098][bookmark: _Toc57236420][bookmark: _Toc57236583][bookmark: _Toc57530224][bookmark: _Toc57532425][bookmark: _Toc93073660][bookmark: _Toc153818187][bookmark: _Toc153818403]6.X.1	Key Issue mapping
This solution addresses KI#4.
6.X.2	Description
In order to support the storage of non-3GPP device identity information and authenticate/authorize of device identity, this solution applies a new NF i.e., Device Authorization Server (DAS).
The DAS can be deployed by operators as a trusted AF.
The non-3GPP device identity profile is stored in DAS may include following information:
· Device identifier;
· Credential Information for authentication / authorization;
· Associated UE/RG (list of GPSI);
· Traffic flow filters.
[bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc153818409][bookmark: OLE_LINK13]6.X.3	Procedures
[bookmark: _Toc153791398]6.X.3.1	URSP configuration
When the device is pre-configured to connect to 5GC via a specific UE/RG, the DAS may trigger the delivery of URSP rules to the associated UE/RG for the route selection of the traffic to/from the non-3GPP device. The procedures specified in clause 4.15.6.10 of TS 23.502 can be applied for DAS to provide  guidance for URSP determination.
To support the traffic control of a specific non-3GPP device, the PIN ID specified in Traffic Descriptor of URSP can be used to indicate the DNN/S-NSSAI and other RSD parameters that the device is allowed to use. 
Upon receiving the URSP rule, UE/RG is responsible for binding the device traffic with the PIN ID and route the traffic to the appropriate PDU session.
[bookmark: _Hlk158022384]6.X.3.2	Non-3GPP device authentication/authorization
The authentication/authorization of non-3GPP device may happen only via the application layer interworking without any impacts to the PDU sessions establishment procedure. The authentication/authorization may happen: 
· between the non-3GPP device and UE/RG locally (e.g. using EAP and some pre-provisioned credentials), or 
· between non-3GPP device and DAS over the top (e.g. using EAP). In the latter case a “default” PDU session can be established by the UE/RG that provides access to DAS.
In both cases, after the authentication is successful: 
· a “secret” e.g. one time password style PIN-ID is generated that matches the one provisioned in the URSP TD. The UE/RG matches this URSP rule for device to establish PDU session for specific RSD or, 
· simply, UE/RG configures the “gate opens” and the connection manager allows the provided PIN-ID that can be in the username of EAP to be passed and matched with TD. 
This approach will not have any impacts in existing normative 3GPP specifications but can be eventually documented in technical annex of SA2 or SA3 specifications.
6.X.3.3	QoS Control for Non-3GPP device traffic
Following two approaches can be applied for the QoS control of the non-3GPP device traffic:
-	Once the traffic of the device is routed to the configured DNN and S-NSSAI according to the received URSP Rule. The device traffic is served with the default QoS flow provided by the DNN and S-NSSAI combination. Different QoS for different devices behind the UE/RG can be enabled by using different DNN/S-NSSAI combinations with different configured default QoS.
-	Alternatively, if the application server requires different QoS on a per flow level, the AF/DAS can request QoS via NEF/PCF with corresponding traffic filter for the service flow of the device (e.g., IP 5-Tuples). The trigger for this can be the application traffic sent by an application running on the device behind the UE/RG to the application server.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc153818410]6.X.4	Impacts on services, entities and interfaces
DAS impact:
· Store the device identity information (e.g. device ID, associated UE/RG ID, authentication information, authorized DNN, S-NSSAI, QoS, PDU session type etc.).
· Perform device authentication/authorization.
· Request URSP configuration or differentiated QoS for the traffic of device.


>>>>END OF CHANGES<<<<
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