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Abstract of the contribution: The contribution updates Solution #7, a solution for KI#2, Bulk Introduction of Devices to the Network (Group Registration) to support Ambient IoT.
1. Introduction
Key Issue #2 is Identification, Subscription, Registration and Connection management. This Key Issue pertains to the authorization and management of Ambient IoT Devices to support Ambient IoT services.

Considering that Ambient IoT Devices are a new type of devices with reduced capabilities, the existing subscription model may not be suitable. Specifically, there is the need to study the device identification method to support Ambient IoT devices which are under operator control. 

Based on the above consideration, the aspects to be studied in this key issue include:

-
Study whether subscription management, registration management and/or connection management are necessary for an Ambient IoT Device or a group of Ambient IoT Devices, and if so identify the necessary state machine(s), procedures and functionality considering the Ambient IoT Devices capability and characteristics;

-
Study whether and how reachability and paging apply to Ambient IoT Device(s) considering the Ambient IoT devices capability and characteristics, and if so, what are the impacts.

-
Study how to identify Ambient IoT Device or group of devices and how to format the identifier.

NOTE:
NAS based Congestion control are not in the scope of this study.
Regarding the Registration, the following should be considered.

-
AIoT Devices have No USIM (UICC)
-
AIoT Devices have ultra-low complexity/power/cost and are resource-constrained
-
The network needs to support a huge number of AIoT Devices
2. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-13.

* * * * First change * * * *
6.7
Solution #7: Bulk Introduction of Devices to the Network (Greoup Registration)
6.7.1
Description
This solution is targeting KI#2 Identification, Subscription, Registration and Connection management. It is related with KI#1 as well.

Regarding the Registration, the following should be considered.
-
AIoT Devices have No USIM (UICC)
-
AIoT Devices have ultra-low complexity/power/cost and are resource-constrained.
-
The network needs to support a huge number of AIoT Devices.
Considering the above, registration from each of the AIoT Device to the network is difficult both for the AIoT Device and for the network.

This solution proposes a Bulk Introduction of Devices to the Network performed by AF based on pre-Registration of Ambient IoT Devices (Stores the credentials of Ambient IoTs per a service). The pre-Registration of Ambient IoT Devices may be done during provisioning phase, even before Ambient IoT Device deployment.

It is assumed that UDM is provisioned with the Ambient IoT Device data before bulk introduction procedure.

After this Bulk Introduction of Devices to the Network, AMF has context for the Ambient IoT devices, and so the messages from the devices need not undergo additional authentication/authorization checks.

6.7.2
Procedures

Bulk Introduction of Devices to the Network procedure for Ambient IoT ID is depicted in Figure 6.7.2-1.
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Figure 6.7.2-1: Bulk Introduction of Devices to the Network procedure for Ambient IoT

0.
Before deployment, Registration of Group of Ambient IoTs via AF is done. AF stores all the credentials of Ambient IoTs per a service

1.
Bulk Introduction of Devices to the Network Request sent by AF to NEF. Bulk Introduction of Devices to the Network Request includes AF ID, list of device IDs, Registration Type. The Registration type can be Group Initial Registration.

2.
Delivering the request information to the relevant AMF. 
NEF selects AMF supporting Bulk Introduction of Devices to the Network. It can be based on pre-configuration or AF ID. 
3.
Bulk Introduction of Devices to the Network Request sent by NEF to AMF. 
4.
Authentication and Security procedures are done at this step. The details are described in Figures 6.7.2-2, 3, and 4.
5.
AMF retrieves Subscription data for group of devices from UDM. Subscription data for group of devices can be stored in AF. AMF creates UE context of group of devices. UE context of group of devices is identified by AF ID. Following information can be added: The number of devices, the type of devices, List of Tasks.Bulk Introduction of Devices to the Network Request sent by NEF to AMF.
6.
AMF sends Bulk Introduction of Devices to the Network Accept to NEF.


7.
NEF sends Bulk Introduction of Devices to the Network Accept to AF.
Overall Procedures of Authentication/Authorization is as depicted in Figure 6.7.2-2.
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Figure 6.7.2-2: Overall Procedures of Authentication/Authorization for Ambient IoT Devices

EAP-AKA’ Authentication for AF is depicted in Figure 6.7.2-3.
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Figure 6.7.2-3: EAP-AKA’ Authentication for AF
0.
SEAF sends Authentication request to AUSF. AUSF selects a UDM and asks the UDM to send authentication data to AUSF.
1. 
UDM generates Athentication Vector.
2. 
UDM sends AUSF Nudm_AFAuthentication_Get Regsponse including EAP-AKA’AV and NAI. 

3. 
AUSF sends SEAF Nausf_AFAuthentication_Authenticate Response including EAP Request and AKA’-Challenge. 
4. 
SEAF sends AF Auth-Req. including EAP Request / AKA’s-Challenge, ngKSI, ABBA.
5. 
AF calculate Athentication Response.
6. 
AF sends SEAF Auth-Resp which includes EAP Response / AKA’s-Challenge.
7. 
SEAF sends AUSF Nausf_AFAuthentication_Authenticatge Request which includes EAP Eesponse / AKA’-Challenge.
8. 
SEAF verifies the Response.
9. 
AUSF sends SEAF Nausf_AFAuthentication_Authenticate Response which includes EAP Success || Anchor Key, NAI
10.
SEAF sends AF Meassgage which includes EAP Success / AKA’-Challenge, ngKSI, ABBA.
After AF performs mutual authentication with UDM as depicted in Figure 6.7.2-2, EAP Authentication for Group of Ambient IoTs is followed. This procedure is depicted in Figure 6.7.2-4.
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Figure 6.7.2-4: Authentication for Group of Ambient IoTs
0.
AF stores all credentials of AmbientIoT Devices per service.
1. 
AF sends AMF/NEF Group Authentication Request. It includes list of Group Cerentials of Ambient IoT Devices, AF ID, and NAI.

2. 
AMF/NEF sends AUSF Nausf_GroupAuthentication_Authenticate Request. It includes list of Group Cerentials of Ambient IoT Devices, AF ID, and NAI. 

3. 
AUSF sends UDM Nudm_GroupCredentialRetrieve Request. It includes AF ID, NAI.
4. 
UDM retrieve all the credentials corresponding combination of AF ID and NAI. 

5. 
AMF selects a UDM instance based on AF ID.

6.
AUSF performs Authentication/Ahtorization of AmbientIoTs. AUSF compars all the group credentials from AF to those from UDM. 

7. 
AUSF sends AMF/NEF Nausf_AFAuthentication_Authnticate Response. It includes AF ID, NAI, and Results.
8. 
AMF/NEF sends AF Group Auth-Response. It includes AF ID, NAI, and Results.
6.7.3
Impacts on services, entities and interfaces
AF:

-
Performs Bulk Introduction of Devices (Group Registration) to the Network with the PLMN. This Registration of devices can be done before deployment.
-
Stores all the credentials of Ambient IoTs per a service.

NEF:

-
Supports signalling for Bulk Introduction of Devices (Group Registration) to the Network between AF and AMF.

AMF:

-
Supports Bulk Introduction of Devices (Group Registration) to the Network of Ambient IoT Devices.

-
Retrieves Access and Mobility Subscription data for group of devices from UDM. Subscription data for group of devices can be stored in AF.

-
Creates UE context of group of devices. UE context of group of devices is identified by AF ID.

UDM:

-
Supports retrieval of subscription data for group of devices from UDM.
-
May authenticate and authorize whole devices at a time.
* * * * End of change * * * *
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