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[bookmark: _Toc462478989]Abstract of the contribution: This paper proposes some principles for solution evaluation for the FS_UIA_ARC TR 23.700-32.
1	Discussion
The transmission of User ID and its authentication involves sending personal information from data subject (user) to the network (data controller/processor) and may result in the sharing or exposure of this information to 3rd parties. User ID authentication may include more sensitive information, such as User identity, biometric information, which should be strictly protected for the purpose of privacy and minimize unnecessary information exposure.
In light of the aforementioned considerations and certain regional regulations, the following solution principles are proposed:
1. User ID should  only be reported to network when necessary, such as  when required by the 3GPP network.
User ID and its corresponding information is a kind of sensitive information. The network may process sensitive personal information only for specific, justified purpose and must implement stringent protective measures. 
2. SUPI authentication and User ID authentication needs be performed separately. 
SUPI and User ID are two things, which needs to be managed separately. The User ID authentication should be performed separately from the current secondary authentication for S-NSSAI. 
3. The original biometric information (such as Face ID, fingerprint), if used for User ID authentication, should not be stored in any network entities.
4. User ID reporting and its authentication, exposure of the User ID related information from 3GPP network to 3rd party, and the specific 3rd party to which it is exposed, are based on user consent.
5. Data minimization principle applies: only the necessary User ID related information should be acquired by 3GPP network and/or exposed to 3rd party.
In any situation, the personal information exposure should be adequate, relevant and limited to what is necessary for the intended purposes, adhering to the principle of data minimization.
NOTE: the User ID related information includes any parameters related to the personal data, such as User Identifier, User Identity, biometric information used for authentication, and parameters in 3GPP defined User profile.
2	Proposal
It is proposed to add the principles in discussion into clause 7 “Overall Evaluation” in TR 23.700-32 V0.2.0.
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The solution evaluation and conclusion should be performed following the principles below:
1. User ID should only be reported to network when necessary, such as when required by the 3GPP network.
User ID and its corresponding information is a kind of sensitive information. The network may process sensitive personal information only for specific, justified purpose and must implement protective measures.
2. SUPI authentication and User ID authentication needs to be performed separately. 
SUPI and User ID are two things, which needs be managed separately. The User ID authentication should be performed separately from the current secondary authentication for S-NSSAI. 
3. The original biometric information (such as Face ID, fingerprint), if used for User Id authentication, should not be stored in any network entities.
4. User ID reporting and its authentication, exposure of the User ID related information from 3GPP network to 3rd party, and the specific 3rd party to which it can be exposed, are based on user consent.
5. Only the necessary User ID related information should be acquired by 3GPP network and/or exposed to 3rd party.
In any situation, the personal information exposure should be adequate, relevant and limited to what is necessary for the intended purposes, adhering to the principle of data minimization.
NOTE: the User ID related information includes any parameters related to the personal data such as User Identifier, User Identity, biometric information used for authentication, and parameters in 3GPP defined User profile.
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