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Abstract of the contribution: proposes solution update to Solution#4
1	Discussion
This proposal describes the necessary changes required in the N4 interface in order to properly configure the UPF to enable required/desired functionalities for the PDU Session.
2 	Proposal
[bookmark: _Hlk513714389][bookmark: _Hlk91782779]It is proposed to adopt the following changes to TR 23.700-63.
*** Start of the change***
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157447963][bookmark: _Toc157448170][bookmark: _Toc160444870][bookmark: _Toc160444934][bookmark: _Toc160444996] 6.4	Solution #4: Selection of UPF providing specific user plane functionalities
[bookmark: _Toc160444871][bookmark: _Toc160444935][bookmark: _Toc160444997]6.4.1	Key Issue mapping
This solution addresses Key Issue #1.
[bookmark: _Toc160444872][bookmark: _Toc160444936][bookmark: _Toc160444998]6.4.2	Description
The functionality of the UPF is defined in 3GPP TS 23.501 clause 6.2.3. Currently a UPF advertises the features it supports in the NF profile of the UPF registered in NRF as specified in e.g. 3GPP TS 29.510 clause  6.1.6.2.13, and/or over PFCP as defined in 3GPP TS 29.244. An SMF leverages the exposed UPF information for proper UPF discovery and selection. A UPF implementation may support optional functionalities like NAT, Packet Inspection, etc. which might be useful for a PDU session. For the most optimal UPF selection for a PDU session a solution needs to address the following aspects:
1.	How does the SMF determine the UPF functionalities that should be considered for the selection of the most appropriate UPF for a given PDU session?
2.	How the UPF discovery is enhanced to enable an SMF to discover a UPF offering functionalities like NAT, Packet Inspection, etc. which are considered useful for the relevant PDU session?
The current solution proposes that the SMF determines the UPF functionalities for a PDU session based on:
1.	Configuration: The SMF may be configured with the UPF functionalities to use for PDU sessions established for a given DNN/S-NSSAI. The UPF functionalities may be required and/or desired for the PDU Session. 
2.	Subscription information from the UDM/UDR: The SMF may receive subscription information from the UDM, during (or after) the establishment of the PDU session, indicating functionalities that are required and/or desired for the PDU session. For example, subscription information for children might require parental control for the internet DNN/S-NSSAI.
3.	Policy information received from the PCF: The SMF may receive policy information from the PCF, during (or after) the establishment of the PDU session, indicating functionalities that are required and/or desired for the PDU session. The PCF may be configured with relevant policies e.g. per DNN/S-NSSAI, or per subscriber, group(s) of subscribers, etc. For example, for subscribers of a specific enterprise some functionalities might be required and/or preferred. PCF may be configured with these policies via AF request (e.g. using external parameter provisioning or service specific parameter provisioning). The polices may be provided by PCF in the form of PCC rules to indicate if a certain UPF functionality is “required”/“desired” for a particular service data flow(s).
4.	Input from the incoming PDU Session Establishment/Modification request. The incoming request is not modified in this solution, existing input can be leveraged.  
When the SMF determines a UPF functionality as required for the PDU Session it only selects a UPF supporting the UPF functionality. If such a UPF does not exist, the PDU Session Establishment/Modification request is rejected. When the SMF determines a UPF functionality as desired for the PDU Session the SMF prefers selecting a UPF supporting the desired functionality, however if such a UPF is not available the PDU Session is served by a UPF supporting at least all required functionalities. For a combination of required and desired functionalities for a PDU Session the SMF selects a UPF for the PDU Session supporting all the required functionalities and most of the desired functionalities possible. For the cases were the optimal UPF for a PDU Session is loaded or located away from the current UE location etc. it is up to the SMF implementation/configuration to make the best possible UPF selection considering all relevant functionalities and the rest KPIs. The following flowchart describes the logic followed by the SMF:


Figure 6.4.2-1: UPF selection logic at the SMF
Examples of UPF functionalities that may be required or desired for a PDU session are the following:
-	support of Deep Packet Inspection (DPI) with specific DPI levels, e.g. specific transport levels such as QUIC, MP-QUIC, MP-TCP, MASQUE and/or application such as HTTP, RTP, SIP, WebRTC, etc.;
-	support of parental control, with optionally specific controls to be enforced to the traffic;
-	support of MASQUE proxy functionality.
-	support of NAT, optionally including type of NAT (e.g. Symmetric NAT/Static/Dynamic) supported, and whether the NAT behaviour is configurable.
The UPF advertises its functionalities in its NF profile via proper extensions. Discovery query parameters used by the SMF are enhanced accordingly to support the discovery of the UPF functionalities. The SMF leverages the Nnrf_NFDiscovery service to retrieve UPF profiles. Desired functionalities are queried as optional to the NRF so that the NRF returns UPFs either supporting these functionalities, if such UPFs exist, or UPFs which do not support the desired functionalities. Utilizing the returned UPF profiles from the NRF, SMF selects the best possible UPF to serve a PDU Session. 
UPF functionality advertisement can also take place over N4 via the existing PFCP messages and proper extensions of the UP Function Features.  
In order to configure the UPF for the functionalities required for the PDU session or for particular SDFs, SMF can provide information using N4 session establishment/modification messages in order to trigger UPF to use (or to activate) particular UPF functionalities.
One of the option to provide information to UPF for required/desired functionalities is to define a new rule (called Packet Functionality rules) that can be included in N4 message, in order to configure UPF to use particular UPF functionality for the PDU Session (or for particular SDFs). A PDR (Packet Detection rule) can contain reference to this new rule in order to apply the UPF functionality to the particular PDR.
Following is an example how configuration information can be provided via N4 (PFCP messages) to the selected UPF.
	N4 Session ID
	Identifies the N4 session associated to this PFR

	Rule ID
	Unique identifier to identify this rule

	UPF Functionality Information
	Precedence
	Determines the order, in which the UPF functionality of all available UPF functionalities is applied

	
	UPF Functionality
	Identifies the UPF functionality to apply to the packet (e.g. Firewall, NAT)

	
	Parameters
	List of parameters for UPF functionality to apply to the packet (e.g. for NAT : type of NAT mappings to use for the particular service data flow)

	
	Direction
(UL, DL, Both)
	Determines which direction (UL, DL or Both) of the packet is applied by the UPF functionality

	
	Required/
Desired
	Identifies whether the UPF functionality to apply to the packet is mandatory (required) or optional (desired).


Table 6.4.2-1 Packet Functionality Rule

[bookmark: _Toc160444873][bookmark: _Toc160444937][bookmark: _Toc160444999]6.4.3	Procedures
Figure 6.4.3-1 depicts the procedure summarizing the solution. Only changes to existing TS 23.502 procedures to include new parameters are mentioned.

[image: ]

Figure 6.4.3-1: Procedure for selecting the optimal UPF for a PDU Session supporting required and desired functionalities
1.	A PDU Session Establishment (Modification) request is received at the SMF. No modifications are foreseen by this solution to this message.
2.	SMF retrieves session related subscription information from the UDM which might include required and/or desired functionalities for the PDU Session. In case of PDU Session Modification, UDM may notify to SMF using Nudm_SDM_Notification message for changes in UE subscription data related to UPF functionalities.
3.	Policy association (modification) is triggered by the SMF. SMF may provide to PCF the Required and/or desired functionalities (if received from UDM or otherwise) so that PCF can use those input decision while generating PCC rules for the PDU session.
4.	PCC rules might include required and/or desired functionalities for the PDU Session.
5.	Taking into account information received from UDM/PCF, SMF discovers UPFs with the help of NRF by issuing an Nnrf_NFDiscovery request. Required and desired UPF functionalities are included in the query.
6.	NRF returns the profiles of the UPFs supporting at least the required UPF functionalities.
7.	SMF (re-)selects the best UPF supporting all the required functionalities, if it exists, and the maximum set of desired functionalities. 
8.	N4 Session Establishment/Modification request is properly extended, if needed, to configure the UPF as necessary for using the required and/or optional functionalities. SMF may take into account policies received from PCF in Step 4 in order to provide specific rules to UPF for this purpose as described in clause 6.4.2.
[bookmark: _Toc160444874][bookmark: _Toc160444938][bookmark: _Toc160445000]6.4.4	Impacts on services, entities and interfaces
-	UDM/UDR – Session subscription information might include required and/or desired functionalities for the PDU Session of the subscription.
-	PCF – includes in the PCC rule required and/or desired functionalities for the PDU Session.
-	NRF – supports the UPF profile with the extended functionalities. The NRF also supports enhanced discovery with new query parameters for the UPF functionalities.  
-	SMF – supports extended UPF discovery and selection based on required and/or desired UPF functionalities for the PDU Session. Supports providing PCF the required and/or desired functionalities according to UE subscription data (as received from UDM). The SMF also supports any N4 extensions for the proper UPF configuration for using the required and/or desired UPF functionalities.
-	UPF – supports extended UPF functionalities, their advertisement in UPF profile (to NRF) and/or N4 interface (to SMF) and their configuration if needed from the SMF via PFCP messages.

*** End of the changes ***
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