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Abstract of the contribution: This contribution proposes a new solution for Key Issue #4.
1. Discussion
This contribution is related to KI#4 "NWDAF enhancements to support network abnormal behaviours (i.e. signalling storm) mitigation and prevention", it is to be studied whether and how existing analytics or new analytics can be used to assist detection and prediction of signalling storm.
As stated in clause 5.1.3 in TR 23.700-84, in some scenarios, the devices, e.g. NB-IoT terminals, in some area may be active at the same time so that a large amount of NAS signalling may be transmitted into the network, which may cause signalling storm in that area during that period of time.
To prevent signalling storms, the network may control user access by setting static interface thresholds ahead of time. Whether the threshold is set too high or too low, it may lead to abnormal NF load or long service delay. In order to recover the network when encountering network anomaly, user access can be controlled by manually setting the backoff timer for the UEs.
However, there may exist a huge lag in controlling user access by using these methods mentioned above. To minimize the impact on the network during signalling storm prevention and recovery. By performing the analysis of the state information of 5GC NFs, the NWDAF can provide some analytics data in form of prediction or statistics to the consumer NF to dynamically adjust interface thresholds and/or backoff timer to mitigate signalling storm.
2. Text Proposal
It is proposed to agree the following solution into TR 23.700-84.
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Table 6.0-1: Mapping of Solutions to Key Issues and Use Cases
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[bookmark: _Toc500949097][bookmark: _Toc157534623][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157747894]6.X	Solution #X: NWDAF-assisted for 5GC handling of abnormal network behaviors <Solution Title>
[bookmark: _Toc157534624][bookmark: _Toc157747895][bookmark: _Toc93070686][bookmark: _Toc92875662]6.X.1	Description
This solution aims to address Key Issue #4 "NWDAF enhancements to support network abnormal behaviours (i.e. signalling storm) mitigation and prevention".
Editor's note:	This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). Sub-clause(s) may be added to capture details.
[bookmark: _Toc157534625][bookmark: _Toc92875663][bookmark: _Toc93070687]As stated in clause 5.1.3 in TR 23.700-84, in some scenarios, the devices, e.g. NB-IoT terminals, in some area may be active at the same time so that a large amount of NAS signalling may be transmitted into the network, which may cause signalling storm in that area during that period of time.
To prevent signalling storms, the network may control user access by setting static interface thresholds ahead of time. Whether the threshold is set too high or too low, it may lead to abnormal NF load or long service delay. In order to recover the network when encountering network anomaly, user access can be controlled by manually setting the backoff timer for the UEs.
However, there may exist a huge lag in controlling user access by using these methods mentioned above. To minimize the impact on the network during signaling storm prevention and recovery. By performing the analysis of the state information of 5GC NFs, the NWDAF can provide some analytics data in form of prediction or statistics to the consumer NF to dynamically adjust interface thresholds and/or backoff timer to mitigate signalling storm.
[bookmark: _Toc157747896]6.X.2	Procedures
[bookmark: _Toc92875664][bookmark: _Toc157534626][bookmark: _Toc93070688]Editor's note:	This clause describes high-level procedures and information flows for the solution.


[bookmark: _Toc157747897]Figure 6.X.2-1: Procedure of NWDAF-assisted for 5GC handling of abnormal network behaviours
1.	The consumer NF initiates a subscription and/or request to the NWDAF for abnormal network behaviours Analytics information that may include:
- The current abnormal 5GC NFs and its relevant information.
- The future time period abnormal 5GC NFs and its relevant information.
- 5GC NFs interface thresholds.
- Whether the backoff timer is enabled or not and the suggested time range (e.g., 0-30mins or 0-5mins), etc. 
The consumer NF, which could be AMF, SMF, PCF, UPF and AF, can request statistics or predictions or both.
2.	The NWDAF initiates the collection of relevant information from the 5GC NF, which may include:
- The load of 5GC NFs.
- Total number of 5GC NFs interface messages.
- 5GC NFs interface message success rate.
- Current interface thresholds of the 5GC NFs, etc.
3.	(Optional) The NWDAF may also collect 5GC NFs loads via the NRF. 
4.	NWDAF derives requested analytics on abnormal network behaviours, which may include the interface threshold of the 5GC NFs, suggested time range for UE backoff timer and so on.
5.	The NWDAF responds to the consumer NF with the analytics data subscribed and/or requested in step 1. The consumer NF may adjust the interface thresholds of 5GC NFs and/or backoff timer based on the analytics data from NWDAF
6.X.3	Impacts on services, entities and interfaces
NWDAF:
-	Supports providing subscriptions and/or requests for abnormal network behaviors Analytics.
-	Supports deriving statistics and/or predictions of based on Analytics consumer requests.
Consumer NF:
[bookmark: _GoBack]-	Supports subscribing and/or requesting abnormal network behaviors analytics data from NWDAF.
-	Supports adjusting the interface thresholds and/or backoff timer based on the analytics data from NWDAF.
Editor's note:	This clause captures impacts on existing services, entities and interfaces.
* * * * End of changes * * * *
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