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Abstract of the contribution: This pCR proposes a new solution on Ambient IoT Device States.
[bookmark: _Hlk513714389]1	Discussion
This pCR proposes a new solution on Ambient IoT Device States.
2. Proposal
It is proposed to adopt the following text in TR 23.700-13.
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[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157534624][bookmark: _Toc157580450]6.X.1	Description
6.X.1.1	Overview
This solution addresses KI#1 and proposes new states and sub-states for AIoT devices that may assist the AIoT services the AIoT device supports in any particular moment. In particular, the solution consists of the following aspects:
-	A new set of states or mode of operations are defined for the AIoT device, which can be transitions to/from based on network requests, where these requests may come from the AF.
-	A new service exposure is proposed that enables the AF to trigger a change in the AIoT device state (or mode of operation). This may also be performed by the network due to local configuration.
-	The network and AIoT device can confirm the result of the state change (or change in mode of operation), or provide a report on the current state the AIoT device is currently in.
In this solution, an AIoT device state may also refer to an AIoT device mode of operation and/or to a service operation that the AIoT device can take while being in such state. As such the term state is not to be considered as a restriction that binds an AIoT device to a particular state but rather as an example of how the AIoT device may perform or behave in certain modes or conditions or based on service operations or expectations.
Note that an AIoT device may also be referred to as a UE, or an AIoT device may be considered a special type or category of a UE. A UE may have at least AIoT capabilities, or an AIoT device can be a UE with restricted capabilities.
Clause 6.X.1.2 describes new AIoT device states proposed by this solution and clause 6.X.2 describes a procedure to toggle the state of an AIoT device.
6.X.1.2	New AIoT Device States
An AIoT device that has not yet been registered with the network may be in an INVALIDATED state. In this state, the AIoT device needs to be validated e.g. by going through authentication or other security procedures, or by its identity being validated. The AIoT device may also be validated as part of the registration process of the device with the network. 
After a successful security and/or validation procedure, the AIoT device may enter a new VALIDATED state, where this is the main state of operation of this device.
Moreover, the AIoT device may operate on (or switch to) any of the following sub-states:
-	REPORT-ONLY (or READ-ONLY): in this sub-state the AIoT device is only supposed (or allowed) to report data, or read data that has been collected and/or stored, and report the data.
-	In this sub-state the AIoT device may report data either due to the AIoT device needing to report data e.g. periodically, or based on a solicitation (or command, trigger, and/or indication, etc.) from the network. This data reporting may not necessarily be due to a threshold being crossed (e.g. the data reporting may not necessarily be due to occurrence of an event). 
-	RECEIVE-ONLY (or WRITE-ONLY): in this sub-state, the AIoT device may only receive data and/or commands from the network, and/or from an application function (AF) via the network, but this AIoT device does not report any data itself.  Additionally, the AIoT device may be permitted to store this received data. The AIoT device may acknowledge the receipt of the data and/or command but may not send data. As an example, the AIoT device may toggle to a different sub-state, or stay in the same sub-state after receiving the data.   
-	RECEIVE-and/or-EVENT-REPORT: in this sub-state the AIoT device only receives data and/or commands but can only report if particular events and/or conditions have occurred. For example, the event may be that a certain threshold has been crossed in relation to a parameter that has been sensed or monitored. In one example, upon the observed parameter exceeding a pre-configured threshold, the AIoT device enters or change sub-state to EVENT-REPORT in order to report the occurrence of this event to the network and/or the AF.
-	In this sub-state, the AIoT device may not report even if solicited to do so as long as the event in question has not been detected. This differentiates this sub-state from the READ-ONLY or REPORT-ONLY sub-states.
Any of the functions above can be combined into one sub-state as well. For example, the WRITE-ONLY behavior may be part of the RECEIVE-ONLY sub-state. 
Editor’s Note: The name of the above states/sub-states and whether additional states/sub-states can be defined is FFS.
[bookmark: _GoBack]Editor’s Note: Further details on how the above states may assist the service operations of AIoT devices is FFS.
The network may be configured to inform the AIoT device which state to start with, where this may be based on local policies or based on subscription information. As such, after validation of the AIoT device, the network may send a message, which may be part of the validation process or the registration process, to inform the AIoT device which state the AIoT device should start operating in. Alternatively, the AIoT device may indicate the desired state, and the network may verify whether the UE can operate in that state or not.   

[bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc157534625][bookmark: _Toc157580451]6.X.2	Procedure for State Toggling in AIoT Devices
An AIoT device may operate in any of the states described in cl. 6.X.1.2. This clause proposes a method by which the network can toggle the AIoT device state by issuing a command such that the AIoT device will transition from one state to another. This proposal is based on an interaction between an AF and the network, but it could also be locally based on policies of the network. The AF for example can have preference for a device to operate in a particular state only based on the usage of the device.
The main proposal in this clause is that the network should inform the AIoT device to change its expected behavior or set of functions, where each set of functions or expected behavior may correspond to a well-known action or behavior. A network entity (e.g. AMF) subscribes to the UDM for getting events related to a requirement to toggle an AIoT device state. 
  


Figure 6.X.2-1: Procedure to support toggling of states in an AIoT device 

The procedure in Figure 6.X.2-1 to support toggling of states in an AIoT device is described step by step below.
1.	The AF discovers the capability of the NEF exposure service, in particular the service to toggle the AIoT device state. 
2.	The AF provides a request to the NEF to toggle the AIoT device’s state. The AF identifies an AIoT device or group of AIoT devices in the request. The request also provides a clear indication that what is needed is to toggle an AIoT device(s)’s state(s) and as such the target state(s) is/are indicated. The current AIoT device(s)’s state(s) may also be indicated if necessary.  
NOTE 1:	A single AIoT device will be assumed in this solution hereafter but the solution can still apply to a group of AIoT devices.
3.	The NEF communicates the request to toggle the AIoT device state with the UDM in order to verify if the AF is allowed to place such a request. The NEF may indicate the details of the request to toggle the AIoT device state to a target state, e.g. target state and/or current state. The NEF may also provide the identity of the AF. 
4.	The UDM verifies if the request can be granted based e.g. on the AF identity, the type of the request, etc. The UDM may indicate if the request is not authorized, or if the request can be authorized based on the above criteria.
5.	The UDM determines which entity is responsible for this request, e.g. AMF, and communicates with such responsible entity to provide the request to toggle an AIoT device state indicating the target state to use.
Editor’s Note: Whether the AMF and/or other new or existing entities are responsible for this request is FFS.
6.	The AMF sends a NAS message to the AIoT device indicating the new state the AIoT device should transition to. Alternatively the request may be to report the current state of the AIoT device. 
Editor’s Note: Whether a protocol different from NAS may be used to indicate the new state to the AIoT device is FFS.
7.	The AIoT device reports the result of the operation e.g. indicating if any state transition has been performed or reporting the current state of the AIoT device.
7a.	The AIoT device transitions into a new state based on the request received from the network. This step assumes that the AIoT device has successfully toggled its state or that it can successfully do so. Otherwise if this is not possible then the AIoT device does not change its state.  
NOTE 2:	Step 7a may occur before the AIoT device reports the result of the operation to the network in step 7.
8.	The responsible entity in step 5 (e.g. AMF) sends the result of the request to the source NF i.e. the UDM. The result may be that the AIoT device has changed its state or not, and the result may contain the AIoT device’s current state (which may be a new state e.g. in the case that the AIoT device has changed its state, or any other state such as the state that the AIoT device is in and that may not have changed based on the request from the network).
8a.	The responsible entity in step 5 (e.g. AMF) updates the AIoT device’s state or context to reflect the new AIoT device state, based on the operation or result indicated by the AIoT device. If the operation or result is successful, then the responsible entity in step 5 (e.g. AMF) can update the AIoT device’s state, otherwise the AIoT device state is not updated and optionally a “failure to update” indication may be stored. 
9.	The UDM indicates the result of the request to update a AIoT device state (or to report the current state of the AIoT device) to the NEF. This may be based on the result received from the responsible entity in step 5 (e.g. AMF).
10.	The NEF indicates the result of the operation e.g. the result to toggle the AIoT device state or to report the current AIoT device state.


[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc157534626][bookmark: _Toc157580452]6.X.3	Impacts on services, entities and interfaces 
Editor’s Note: Impacts are FFS.
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