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1
Discussion

TS 23.501 clause 5.32.6.2.2 contains the following Editor’s note:

When the MPQUIC functionality is applied, the protocol stack of the user plane is depicted in figure below.
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Figure 5.32.6.2.2-1: UP protocol stack when the MPQUIC functionality is applied

Editor's note:
The above figure might need changes (e.g. related with the mandatory use of TLS) based on the security work in SA WG3.

The EN refers to the mandatory use of TLS as part of the QUIC protocol (see RFC 9000 and RFC 9001). As indicated in the following excerpts from RFC 9001, the client (i.e. UE) must authenticate the identity of the server, whereas the server (i.e. the UPF) may request the client to authenticate:
A client MUST authenticate the identity of the server. This typically involves verification that the identity of the server is included in a certificate and that the certificate is issued by a trusted entity (see for example [RFC2818]).¶
…

A server MAY request that the client authenticate during the handshake. A server MAY refuse a connection if the client is unable to authenticate when requested. The requirements for client authentication vary based on application protocol and deployment.¶
From these excerpts it follows that, when using TLS as part of QUIC, at least one-way authentication (i.e. UE authenticating the UPF) needs to be performed. This implies provisioning of a digital certificate (or some similar mechanism) in the UPF. Alternatively, UE and UPF can perform mutual authentication using Pre-Shared Key TLS (PSK-TLS), but in this case there is a need to distribute the common security material (i.e. the Pre-Shared Key) to the UE and to the UPF.

To our knowledge there is currently no ongoing work in SA3 related to the aforementioned EN in 23.501.

In order to resolve the EN in 23.501, we propose to send an LS OUT to SA3 asking them to define a security mechanism for the use of TLS with QUIC in ATSSS context, as illustrated in 23.501 Figure 5.32.6.2.2-1.

CT1 and CT4 should be in copy of the LS OUT given that the solution defined by SA3 may have impact on N4 and N1, especially in case PSK-TLS is used. SA and CT should also be in copy in case the solution defined by SA3 has stage-3 impact, given that stage-3 of Rel-18 has been frozen in March 2024.
Proposal 1: Send an LS OUT to SA3 (Cc: CT1 and CT4) asking them to define a security mechanism for the use of TLS with QUIC in the context of ATSSS.
It may be so that a security solution based on a digital certificate provisioned in the UPF has no stage-3 impact, however, this approach may have other drawbacks (e.g. certificate life cycle management in the UPF, or provisioning of root certificates in the UE) which are up to SA3 to investigate.

2
Proposal

Proposal 1: Send an LS OUT to SA3 (Cc: CT1, CT4, CT and SA) asking them to define a security mechanism for the use of TLS with QUIC in the context of ATSSS.
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