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[bookmark: _Hlk514274591]1		Discussion
The main objective of Key Issue 4 is to identify scenarios that can result in situations of "signalling storm". However, such scenarios are usually associated/related to specific network deployment and as such it can be difficult to list or identify all signalling storm scenarios.
Given that signalling storm scenarios depends on the network deployment it is suggested to design a flexible analytics procedure that is designed to support different signalling storm scenarios in multiple network deployments. As such it is proposed to define new analytics to detect an increase of SBI signalling when a certain "network event" occurs. A network event is an observed event (e.g. observed by the network operator) that can lead to a signalling storm situation. Examples of a network event can be an NF or a set of NFs malfunction, requests received by multiple AF(s) to manage behaviour of NB-IoT devices, massive mobile registrations received at an AMF. A network event identifier can be defined to allow the NWDAF to determine the signalling storm use case. 
The solution proposes the following:
-	A consumer requests analytics identified by a specific Analytics ID from the NWDAF to provide statistics or predictions of the number of extra control plane signalling expected when a "network event" occurs. The analytics request includes:
-	A network event corresponding to the signalling storm use case (e.g. UE mobility scenario) 
-	Impacted NF-types from the extra SBI signalling. This field is used by the NWDAF to to monitor the SBI signalling load of the indicative NF-type(s) and determine whether extra signalling load is created/received by such NFs when a network event occurs
-	A percentage increase threshold of additional signalling. This field is used by the NWDAF to determine when to provide analytic output to the analytics consumer. 
-	The NWDAF as input data collects the following data to derive analytics
-	OAM: Collects performance data as described in 3GPP TS 28.552 by collecting information on the number of SBI request received/requested by the "impacted NF-types" and the time of day area of interest
-	If the analytics request includes no impacted NF-types the NWDAF collects data from all NFs and identifies the NFs where SBI signalling has considerably increased.
-	MDAS: Collects Fault Prediction Analytics and the time it took for the NF to recover based on the specific NF-type(s) that malfuctions according to the analytics request
-	The NWDAF derives the nominal signalling traffic load when the network operates in normal load and monitors the signalling load when the NWDAF detects that a certain "network event" occurs. For example, if the NWDAF is configured to monitor mobile registrations at AMF the NWDAF notifies the consumer when the signalling load is above a certain threshold and also provide an indication of what other NF(s) are impacted from this event (e.g. NRF receiving high load of discovery requests).

-	A consumer of such analytics may be an SCP. The SCP uses this information to determine how to handle the extra signalling storm generated (e.g. by throttling traffic or prioritising control plane traffic essentially to the operation of the network, e.g. prioritising discovery request signalling).

Figure 1 shows the potential NFs impacted for allowing the NWDAF to determine analytics for signalling. NWDAF may obtain data from MDAS (failure events), SCP (data input for SBI requests sent received to NF types), NF (data input for SBI requests sent received to this NF), OAM (to obtain performance measurements for SBI requests sent received to NF types).


Figure 1 - Framework to support analytics for SBI signalling

Further details for the solution are provided below:

2		Proposal
The following key issue is proposed.
******************************** First change  *******************************
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Table 6.0-1: Mapping of Solutions to Key Issues and Use Cases
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******************************** Second change (all new text)  *******************************
[bookmark: _Toc101170915][bookmark: _Toc8115][bookmark: _Toc101336981]6.x	Solution X: Flexible analytics design to support multiple "signalling storm" scenarios.
[bookmark: _Toc101170916][bookmark: _Toc552][bookmark: _Toc97269611][bookmark: _Toc101336982]6.x.1	Description
Editor's note:	This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). Sub-clause(s) may be added to capture details.
The main objective of Key Issue 4 is to identify scenarios that can result in situations of "signalling storm". However, such scenarios are usually associated/related to specific network deployment and as such it can be difficult to list or identify all signalling storm scenarios.
Given that signalling storm scenarios depends on the network deployment it is suggested to design a flexible analytics procedure that is designed to support different signalling storm scenarios in multiple network deployments. As such it is proposed to define new analytics to detect an increase of SBI signalling when a certain "network event" occurs. A network event is an observed event (e.g. observed by the network operator) that can lead to a signalling storm situation. Examples of a network event can be an NF or a set of NFs malfunction, requests received by multiple AF(s) to manage behaviour of NB-IoT devices, massive mobile registrations received at an AMF. A network event identifier can be defined to allow the NWDAF to determine the signalling storm use case. 
The solution proposes the following:
-	A consumer requests analytics identified by a specific Analytics ID from the NWDAF to provide statistics or predictions of the number of extra control plane signalling expected when a "network event" occurs. The analytics request includes:
-	A network event corresponding to the signalling storm use case (e.g. UE mobility scenario) 
-	Impacted NF-types from the extra SBI signalling. This field is used by the NWDAF to to monitor the SBI signalling load of the indicative NF-type(s) and determine whether extra signalling load is created/received by such NFs when a network event occurs
-	A percentage increase threshold of additional signalling. This field is used by the NWDAF to determine when to provide analytic output to the analytics consumer. 
-	The NWDAF as input data collects the following data to derive analytics
-	OAM: Collects performance data as described in 3GPP TS 28.552 by collecting information on the number of SBI request received/requested by the "impacted NF-types" and the time of day area of interest
-	If the analytics request includes no impacted NF-types the NWDAF collects data from all NFs and identifies the NFs where SBI signalling has considerably increased.
-	MDAS: Collects Fault Prediction Analytics and the time it took for the NF to recover based on the specific NF-type(s) that malfuctions according to the analytics request
-	The NWDAF derives the nominal signalling traffic load when the network operates in normal load and monitors the signalling load when the NWDAF detects that a certain "network event" occurs. For example, if the NWDAF is configured to monitor mobile registrations at AMF the NWDAF notifies the consumer when the signalling load is above a certain threshold and also provide an indication of what other NF(s) are impacted from this event (e.g. NRF receiving high load of discovery requests).

-	A consumer of such analytics may be an SCP. The SCP uses this information to determine how to handle the extra signalling storm generated (e.g. by throttling traffic or prioritising control plane traffic essentially to the operation of the network, e.g. prioritising discovery request signalling).

Figure 6.x.1-1 shows the potential NFs impacted for allowing the NWDAF to determine analytics for signalling. NWDAF may obtain data from MDAS (failure events), SCP (data input for SBI requests sent received to NF types), NF (data input for SBI requests sent received to this NF), OAM (to obtain performance measurements for SBI requests sent received to NF types).


Figure 6.x.1-1 - Framework to support analytics for SBI signalling

[bookmark: _Toc157747896]6.X.2	Procedures
Editor's note:	This clause describes high-level procedures and information flows for the solution.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc157534626]Figure 6.x.2-2 shows a general procedure for deriving SBI signalling analytics.



Figure 6.x.2-2 - Procedure to derive SBI signalling traffic load for  analytics
Steps are as follows:
1.	An analytics consumer requires analytics to determine whether an SBI signalling traffic overload will occur when an NF malfunctions or when a network outage event occurs
2.	Analytics consumer sends an analytics request setting the analytic ID to "SBI signalling " and including a network event identifier and additional parameters described in clause 6.x.1.
3.	The NWDAF subscribes to collect data on the number of SBI requests sent or received to NF-types, OAM or SCP. 
4.	Based on the data collection the NWDAF prepares analytics on expected SBI signalling traffic load.
5.	The NWDAF may subscribes for fault information from MDAS as described in 3GPP TS 28.104 taking into account the "network event" requested in step 2.
6.	The NWDAF identifies whether network event takes place 
7.	The NWDAF identifies NF types that experience heavy SBI signalling traffic load compared to the expected siganlling traffic load as determined in step 4..
8.	NWDAF derives analytics for SBI signalling traffic load.
9.	NWDAF provides analytics to the consumer.

[bookmark: _Toc157747897]6.X.3	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing services, entities and interfaces.
New Analytics supported by NWDAF.

******************************** End of change *******************************
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