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Abstract of the contribution: New Solution for KI#6: L4S for non-3GPP access networks and intermediate 5GS nodes (e.g., N3IWF, TNGF, W-AGF).
Discussion
1) Solution #17 was approved in the Jan. SA2 meeting. There is the following EN in the solution:
Editor's note:	The detailed impacts caused by draft-ietf-tsvwg-ecn-encap-guidelines-22 [16] are FFS, as well as the impacts of feature parity with 3GPP access. The impact for different alternatives will be further separated and clearly clarified.
2) Not all the nodes in the network may support the draft-ietf-tsvwg-ecn-encap-guidelines-22 [16] features. For example, there may be some legacy network nodes that may not be supporting the ECN decapsulation capability needed as per [16].

Therefore, this pCR proposes a solution for the case that ECN decapsulation capability is not global in a deployment. 
[bookmark: _Hlk163155034]When 5G XR traffic is transmitted via non-3GPP intermediate access nodes (such as N3IWF, TNGF, or W-AGF), two separate IP tunnels are created in the DL direction: i) Tunnel-1a between UPF and the non-3GPP intermediate access node (e.g., N3IWF, TNGF, W-AGF) and ii) Tunnel-1b, between the non-3GPP intermediate access node and the UE (c.f. Figure X1). 
In the DL, as per [16], UPF shall first encapsulate the inner IP header ECN markings (and possibly other header information) to its outer header (tunnel IP header). When the non-3GPP intermediate access node receives the IP header, it may or may not be able to decapsulate the encapsulated ECN markings. This is valid for both Tunnels, 1a and 1b (c.f., Fig. X1). As shown in Fig. X1, congestion may happen in any of the queues, e.g., egress of the non-3GPP intermediate access node, or in the N3 link, or egress of the UPF, i.e., N3. 

[image: ]
Figure. X1: Congestion scenarios in Downlink
Therefore, in order to carry out the smooth transition (encapsulation/decapsulation) of the ECN markings between the tunnels, source or ingress of the tunnels (e.g., UPF for the first DL tunnel-1a and intermediate node for the tunnel-1b) should ensure that the egress or receiving ends (e.g., non-3GPP intermediate access node for the tunnel-1a and UE for the tunnel-1b) of the tunnel is capable of decapsulating the ECN markings.
In case, the non-3GPP intermediate access node (in case of tunnel-1a) or UE (in case of tunnel-1b) is not capable of correctly decapsulating the ECN marking information, the outer CE marks into the inner IP.ECN header the ECN marks will be lost. Hence, if this support is not ensured, then the upstream nodes that are involved (e.g., UPF, AF, etc.) in the ECN mechanism, may not be aware of this and assume that L4S mechanism is working fine whereas, in reality, it has been broken midway and the expected rate control may not be applied at the source in case of actual congestion. This will have further negative impacts on the network resources, QoS/QoE of the XR application.  
Similar issue applies to the uplink direction.
To avoid this scenario, each of the egress node (e.g., non-3GPP intermediate access node in case of tunnel-1a and UE in case of tunnel-1b) shall indicate its ECN decapsulation support to the ingress node of the tunnel (e.g., UPF in case of tunnel-1a and non-3GPP intermediate access node in case of tunnel-1b). If the ingress node gets this information it can understand if ECN marking is not getting forwarded and take other measures such as dropping the packets in case of congestion.

Proposal
New solution #Y proposed for KI#6 in the XRM Ph2 TR 23.700-70.
*** First change (all new text) ***
[bookmark: _Toc161291364]6.X	Solution #Y: ECN encapsulation/decapsulation in 5GS with non-3GPP access
[bookmark: _Toc161291365]6.X.1	Key Issue mapping
This solution is for KI #6.
[bookmark: _Toc161291366]6.X.2	Description
6.X.2.1	General encapsulation and decapsulation capability check
When 5G XR traffic is transmitted via non-3GPP intermediate access nodes (such as N3IWF, TNGF, or W-AGF), two separate IP tunnels are created. In the downlink direction, the tunnels are between the PSA UPF and the non-3GPP intermediate access node and between the non-3GPP intermediate access node and the UE. Similarly, in the uplink direction, the tunnels are between the UE and the non-3GPP intermediate access node and the non-3GPP intermediate access node and the PSA UPF.
When encapsulating IP traffic in 3GPP tunnels that add an extra IP header, L4S capability will be suppressed or will get broken if the right ECN-encapsulation and ECN-decapsulation process is not followed as defined in [16]. If the encapsulation action is performed without a correct decapsulation all congestion information will be lost, breaking the end-2-end application rate control. If L4S encapsulation action cannot be performed by a 3GPP node, an underlying L4S capable network will not be able to perform its L4S capabilities for 3GPP traffic, with higher loss and latency impact for the user using the 3GPP service, compared to the user not using the 3GPP service.
To assure that L4S capability of applications and transport networks is not disabled by 3GPP UP functions the following ECN-encapsulation and ECN-decapsulation actions need to be followed.
General encapsulation actions at the ingress side of the tunnel are:
Egress Capability Check: An ingress node needs to be sure that the corresponding egress node of a tunnel will propagate any congestion notification added to the outer header over the path. The egress capability will be provided by a control function as a part of the tunnel specification. If the egress node cannot correctly perform the decapsulation actions, then the outer IP header ECN field is set to 0x00 (not-ECT codepoint), otherwise the outer IP header ECN field is set to the value that is present in the inner IP header ECN field.
General decapsulation actions at the egress side of the tunnel are:
An egress node needs to set the inner IP header ECN bits to 0x11 only if following conditions are both true:
· the inner IP header ECN bits are not equal to 0x00 and
· the outer IP header ECN bits are equal to 0x11.
An egress node needs to announce its ECN-decapsulation capability to the control function that needs to inform the ECN-encapsulation node of this capability. Without this capability information, the encapsulating ingress node will need to disable the L4S capability as described above.
[image: A diagram of a process

Description automatically generated]
Figure 6.X.2.1-1: General L4S support for IP tunnelled protocols
Any node including the ingress and Egress can report additional congestion experienced in the node itself, by just setting CE in any IP header they can access (inner or outer). 
The Ingress node can validly report congestion in any of the following stages:
1. In the inner IP header, even after the ECN field is copied to the outer IP header ECN field. The egress decapsulation node is not allowed to overwrite an inner CE codepoint with an outer non-CE codepoint.
2. In the outer IP header, after the ECN field is copied to the outer IP header ECN field. If done before, the inner non-CE codepoint cannot overwrite the outer CE codepoint.
3. In the inner IP header, before the ECN field is copied to the outer IP header ECN field. Both the inner and the outer will carry the CE codepoint.
The Egress node can validly report congestion in any of the following stages:
1. In the inner IP header, after the ECN field is copied from the outer IP header ECN field.
2. In the outer IP header, before the outer ECN field is copied to the inner IP header ECN field. Setting the CE codepoint in the outer ECN field after the copy to the inner ECN field is not valid, as the CE will be lost.
3. In the inner IP header, before the outer ECN field is copied to the inner IP header ECN field. The egress decapsulation node is not allowed to overwrite an inner CE codepoint with an outer non-CE codepoint.
Tunneling instances that make use of non-3GPP networks are:
For upstream traffic the UPF needs to inform the SMF of it’s ECN-decapsulation capabilities during initialization. Subsequently the non-3GPP intermediate access nodes (N3IWF, TNGF or W-AGF) need to be informed of the UPF’s ECN-decapsulation capabilities by the SMF. For downstream traffic the non-3GPP intermediate access nodes need to inform SMF of it’s ECN-decapsulation capabilities during initialization. Similarly, the UPF need to be informed of the receiving node’s ECN-decapsulation capabilities.
Note: The ECN capability check shall be done in both UL and DL L4S traffic. For the UL, tunnels are between UE (ingress) and non-3GPP intermediate access node (egress - N3IWF/TNGF/W-AGF) and between non-3GPP intermediate access node (ingress) and UPF (egress).
6.X.2.2	Encapsulation and decapsulation capability check in downlink

[image: ]
Figure 6.X.2.2-1: Encapsulation and decapsulation capability check in DL in 5GS with non-3GPP access
Fig. 6.X.2.2-1 shows how congestion in the ingress, or egress respectively can be reported. All points where CE can be added are indicated, but for simplicity only one is showing the CE codepoint going forward towards the destination.
6.X.2.3	Supporting L4S in Lower than IP layers
If a tunneling protocol is not over IP or if the transport NW does not support IP, Layer-2 QoS mechanisms can be used to identify L4S and to signal congestion.
To support this feature, the ECN-decapsulation capability of the egress node needs to be extended as an ECN-decap-capability-set. ECN codepoints are standardized in RFC9331 and should not be specified in the capability set. On the other hand, codepoints for L4S-id and CE are operator defined/configurable for VLAN and .1p-bit values and need to be aligned with the underling NW configuration. 
Fig 6.17.2.x2-1 shows the General scheme for L2 NW support when the tunneling protocol is not supporting IP (so L4S needs to be defined in L2 only) and Fig 6.17.2.x2-2 shows the General scheme for tunneling protocols that are over IP, but also want to support L2 NWs.
[image: A diagram of a computer program
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Figure 6.X.2.3-1: General L4S support for L2 tunnelled protocols
[image: A diagram of a process
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Figure 6.X.2.3-2: General L4S support for IP tunnelled protocols with L2 L4S NW support
For simplicity we only indicate the IP header ECN-encap/decap actions in following clauses. 
6.X.3	Procedures
6.X.3.1	Procedure for ECN-decapsulation capability check in Downlink



Figure 6.X.3.1-1: ECN decapsulation capability check in DL tunnels
1.	The UE has registered with 5GC over non-3GPP access via a non-3GPP intermediate node (N3IWF/TNGF). The UE shall send a PDU Session Establishment Request message to AMF as specified in step 1 of clause 4.3.2.2.1 of TS 23.502. This message shall be sent to non-3GPP intermediate node via the IPsec SA for NAS signaling (established as specified in clause 4.12.2 of TS 23.502) and the non-3GPP intermediate node shall transparently forward it to AMF in the 5GC. 
2a. Steps 2-11 specified in clause 4.3.2.2.1 of TS 23.502 are executed according to the PDU Session Establishment procedure over 3GPP access. In the case of home-routed roaming, steps 2-14 specified in clause TS 23.502 4.3.2.2.2 are executed according to the PDU Session Establishment procedure over 3GPP access. 
Along with the QoS related parameters, UPF’s L4S indication shall be sent from SMF to AMF.
2b. The AMF shall send a N2 PDU Session Request message to non-3GPP intermediate node to establish the access resources for this PDU Session. AMF shall include UPF’s L4S indication in the N2 message to non-3GPP intermediate node. 
3.	Creation of IPSec SAs for L4S specific flow. 
[bookmark: _CRFigure4_12_51]4a. The non-3GPP intermediate node shall send to UE an IKE Create_Child_SA request according to the IKEv2 specification in (IETF) RFC 7296 to establish the first IPsec Child SA for the L4S specific PDU Session. Along with the existing parameters (4a of Figure 4.12.5-1 of 23.502), non-3GPP intermediate node shall include its L4S indication in the request. 
4b. If the UE accepts the new IPsec Child SA, the UE shall send an IKE Create_Child_SA response according to the IKEv2 specification in RFC 7296. The UE shall send the ECN-Decap-Support indication in the response message. 
5.	After all IPsec Child SAs are established, the non-3GPP intermediate node shall forward to UE via the signaling IPsec SA (see clause 4.12.2.2) the PDU Session Establishment Accept message received in step 2b. 
6.	The non-3GPP intermediate node shall send to UPF its ECN-Decap-Support indication for the tunnel packets received from UPF, either:
-	the ECN-Decap-Support indication shall be sent to UPF via AMF to SMF (using Nsmf_PDUSessionUpdateSMContext) and then SMF to UPF (N4 message); or 
-	directly from non-3GPP intermediate node to UPF using GTP-U header information.
Note: The trigger to send the ECN-Decap-Support Indication (from UE to non-3GPP intermediate node in step 4 and/or from non-3GPP intermediate node to SMF/UPF in step 6) can happen in two ways: 
-	Implicit: As soon as the UE or the non-3GPP intermediate node receives the L4S indication for the non-3GPP intermediate node to UE tunnel and/or the UPF to non-3GPP intermediate node tunnel, respectively, they can send the ECN-Decap-Support Indication. 
-	Explicit: The SMF may send explicit instruction to the egress node to send ECN-Decap-Support to the ingress node. For example, the SMF can instruct the non-3GPP intermediate node to report to the UPF (for the UPF to non-3GPP intermediate node tunnel) and it can send NAS instruction to the UE to send ECN-Decap-Support to the non-3GPP intermediate node (for the non-3GPP intermediate node to UE tunnel). 
6.	Step 7 of Figure 4.12.5-1 of TS 23.502.
8a. Step 8 of Figure 4.12.5-1 of TS 23.502 with following enhancements:
If the UPF has received ECN-Decap-Support = Yes, it shall create a rule to encapsulate the ECN markings (if received) from inner to outer IP layer. 
If ECN-Decap-Support = No, then the UPF i) Does not encapsulate the ECN markings (if received) from inner to outer IP layer, (ii) uses classic congestion control mechanism (e.g., drop packets in case of congestion).
6.X.3.2	Procedure for ECN-decapsulation capability check in Uplink:
Like the downlink case besides:

-	The L4S traffic is in UL direction.
-	ECN-Decap-Support Indication for the UL L4S QoS flow shall be sent from the non-3GPP intermediate node to the UE (UE shall perform UL congestion handling ECN rule accordingly) in the IKE Create_Child_SA request. 
-	Similarly, the UPF shall send the ECN-Decap-Support Indication to the non-3GPP intermediate node (non-3GPP intermediate node shall perform UL congestion handling ECN rule accordingly) in either GTP-U header information or via the SMF and the AMF using N4 and N2 signaling, respectively. 
[bookmark: _Toc161291376]6.X.4	Impacts on services, entities and interfaces
N3IWF/TNGF/W-AGF:
· Indicates ECN-decapsulation capability to the UPF for downlink traffic and to the UE for uplink traffic.
UPF:
-    Indicates ECN-decapsulation capability to the intermediate non-3GPP access node (N3IWF, TNGF, W-AGF) for uplink traffic.
SMF/AMF:
-    Propagate ECN-decapsulation capability of the entities in the user plane. 
UE:
-	Indicates ECN-decapsulation capability to the intermediate non-3GPP access node (N3IWF, TNGF, W-AGF) for downlink traffic.
*** END of first change ***
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