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[bookmark: _Hlk102588365]Abstract of the contribution: This paper proposes a new solution for Key Issue #1. The solution how the network can detect if certain packets correspond to source/data packets or repair/redundancy packets.
1.	 Discussion
Key Issue #1 is described as follows:
This key issue will study PDU set based QoS handling enhancements considering both control plane and user plane perspectives. In particular, this KI will address:
-	whether, what and how PDU Set based handling (e.g. new standardized 5QI, enhancements to Alternative QoS profiles, FEC, etc.) and PDU Set information (including Control Plane and/or User plane information) provided by the AF/AS are enhanced.
NOTE:	This will require close coordination with SA WG4 and RAN WGs.


This solution proposes that UPF is configured to detect that certain traffic uses Flex-FEC or a success ratio from the AS and determine whether certain packets correspond to source/data packets or repair/redundancy packets. The UPF then sends such FEC related information to the RAN in the GTP-U header of the downlink packets. RAN can use this information when making packet discarding decisions. For example, when packet discarding needs to take place due to congestion, it may be preferable to discard repair packets instead of source packets.

2. Proposals
It is proposed to adopt the following text in TR.23.700-70 v0.3.0.   
*** First Change ***
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Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issue #

	
	<KI #1>
	<KI#2>
	<KI#3>
	<KI#4>
	<KI#5>
	<KI#6>
	<KI#7>
	<KI#8>
	<KI#9>

	#1: PDU Set content ratio awareness at RAN
	x
	
	
	
	
	
	
	
	

	#2: Discarding of redundant PDUs (FEC) and reporting
	x
	
	
	
	
	
	
	
	

	#3: FEC mechanism and PSI based PDU Set QoS Handling Enhancement
	x
	
	
	
	
	
	
	
	

	#4: PDU Set FEC-based PDU Set QoS Handling
	x
	
	
	
	
	
	
	
	

	#5: PDU Set Handling and Information marking …for PSDB/PSER/PSIHI
	x
	
	
	
	
	
	
	
	

	#6: Enhanced Alternative QoS Profiles for PDU set based QoS handling
	x
	
	
	
	
	
	
	
	

	#7: Enhancing alternative QoS profile …PDU set QoS parameters
	x
	
	
	
	
	
	
	
	

	#8: Consistent PDU Set Handling between AF and 5GS
	x
	
	
	x
	
	
	
	
	

	#9: PDU Set information identification for encrypted traffic
	
	x
	
	x
	
	
	
	
	

	#10: PDU Set information identification based on MoQ
	
	x
	
	
	
	
	
	
	

	#11: RTP over QUIC based Encrypted Traffic …QoS flows mapping
	
	x
	
	
	
	
	
	
	

	#12: Obfuscated Metadata to Classify Payload in Encrypted Media Packets
	
	x
	
	x
	x
	
	
	
	

	#13: Multiple DSCP markings per QoS Flow
	
	
	x
	
	
	
	
	
	

	#14: Extending Packet Filter … within a single transport connection
	
	
	
	x
	
	
	
	
	

	#15: Traffic Detection and QoS mapping for XR and Media services
	
	
	
	x
	
	
	
	
	

	#16: AS based trigger of data boost handling with reflective QoS
	
	
	
	
	x
	
	
	
	

	#17: L4S in non-3GPP access networks
	
	
	
	
	
	x
	
	
	

	#18: PDU Set handling in wireline/wireless non-3GPP access
	
	
	
	
	
	
	x
	
	

	#X: Enhancing PDU Set QoS Handling with Dynamic FEC Related Information Marking in GTP-U
	x
	
	
	
	
	
	
	
	





[bookmark: _Toc151529983][bookmark: _Toc536546762][bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc97526925]*** Next Change (All New Text) ***
6.X	Solution #X: Enhancing PDU Set QoS Handling with Dynamic FEC Related Information Marking in GTP-U 
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc151529984]6.X.1	Key Issue mapping
This solution addresses Key Issue #1, "Support of PDU set based QoS handling enhancement".
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc151529985]6.X.2	Description
The XRM traffic may undergo Forward Error Correction, where source data packets are used to generate additional data, called repair packets. Repair packets are generated according to the FEC scheme and transmitted with the source data packets. The repair packets help in the detection and correction of errors in the data stream. As explained in RFC 8627 [32], if the receiver successfully receives all the source packets, then the repair packets are not needed by the receiver.  However, if the receiver does not successfully receive some of the source packets, then the receiver can use the repair packets to recover the information that was contained in the source packets that were not successfully received. 
In some configurations, source and repair packets may be sent via different IP Port Numbers. In other configurations, source and repair packets may be sent via the same IP Port Numbers but different RTP streams. 
· For example, Flex FEC, defined in RFC 8627 [32], is widely used where a number of FEC repair packets are generated from a set of source packets from one or more source RTP streams. These FEC repair packets are sent in a redundancy RTP stream separate from the source RTP stream(s) that carries the source packets. This (i.e. source packets and repair packets are transmitted in two RTP streams) actually provides a backward compatibility for the receivers that do not support Flex FEC. According to RFC 7656 [x], a redundancy RTP stream is an RTP stream that contains no original source data and only redundant data. Furthermore, as explained in reference [y], "although some FEC codes allow for static redundancy ratio, the K/N ratio is not always static during a media delivery session. For example, Video usually relies on Flex-FEC configurations. In such a case, the application is expected to update the 5GS with any configuration change".
The repair packets for each PDU Set may be dynamic due to the network conditions and the relative importance for real-time communication as shown following text from [32].
-	It is RECOMMENDED that the amount and type (row, column, or both) of FEC protection is adjusted dynamically based on the packet loss rate and burst loss length observed by the applications.
-	This would enable differential protection, i.e., application of FEC selectively to packets that require a higher level of reliability than the other packets in the source stream.
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687]This solution addresses how PDU set based QoS handling can be enhanced when the feature is applied to downlink user plane traffic that is protected via FEC. The solution does not apply to uplink data. 
The solution describes two options which are applied to different FEC mechanisms. For example, Option 1 can be used in scenarios where source and repair bits are sent as different blocks of data packets and the UPF can detect whether each block of data packets carries source or repair data respectively. Option 2 can be used in scenarios where source and repair bits are mixed in all PDUs of the PDU Set and a ratio of PDUs at least of PDU Set are needed to use the PDU Set and it is possible for the UPF to dynamically detect the success ratio via inspection of a header inspection.
The principles of this solution are:
· The AF may provide the following information with Flow Descriptors:
· Option1: The Assistance Information that indicates whether traffic that matches the Flow Descriptor (e.g. SSRC) is a source or a repair packet and optionally indicate the information can be used to detect what source packet a repair packet is associated with. 
· Option2: The protocol description which indicates that the RTP protocol can provide a success ratio and success ratio marking request.
NOTE: The success ratio is the ratio for PDUs of a PDU Set are needed at least for the usage of the PDU Set. 
· The PCF may authorize and send the above Assistance Information to the SMF in PCC Rules. 
· The SMF may 
· Option1: indicate in the Packet Detection Rules (PDR) that it sends to the UPF whether traffic that matches PDR is a source or a repair packet and request to mark the repair packet and the information for the source packet a repair packet is associated with. 
· Option2: send the Protocol Description and success ratio marking request indication to the PSA UPF.
· The UPF 
· Mark the following information in the GTP-U header in DL based on N4 rules and the protocol header of DL packet received from N6: 
· Repair packet and optionally information for the source packet the repair packet is associated with.
· a success ratio.
· The AS may include a success ratio in the RTP header extension.
NOTE:		Including a success ratio into the RTP header extension requires coordination with SA WG4.
· The RAN may use the information in GTP-U header from the UPF, e.g. to make packet discarding decisions in case of QoS flow congestion.
Editor’s Note:	How the new parameters interact with PSIHI of repair packets is FFS.
Editor’s Note:	The overall impact on the sender adaptation and the resulting transported media quality from discarding repair packets is FFS.


[bookmark: _Toc151529986]6.X.3	Procedures

Figure 6.x.1-1: Setting up with FEC Assistance Information
1. The AF invokes Nnef_AFsessionWithQoS_Create to the NEF.  The message includes Flow description(s). 
For each flow description, the AF may provide Assistance Information that
-  	indicates whether traffic that matches the Flow Descriptor (e.g. SSRC of source packets and the SSRC of repair packets) is a source or a repair packet and optionally indicate what information can be used detect what source packet a repair packet is associated with. 
-  	alternatively, includes the protocol description which indicates that the RTP protocol can provide a success ratio and success ratio marking request.
2. The NEF authorizes the request from the AF.
3. The NEF sends the flow description and the Assistance Information (from step 1) to the PCF.
4. The PCF responds to the NEF.
5. The NEF responds to the AF.
6. The SMF Receives PCC Rules from the PCF. The PCC Rules include FEC Assistance Information.
7. The SMF responds to the PCF.
8. The SMF sends N4 Rules to the UPF. 
[bookmark: _Hlk155705172]The PDRs of the N4 Rules can indicate whether traffic that matches the PDR is source or repair packets and requests to mark the repair packet and information for the source packet the repair packet is associated with. For example, the PDR can indicate the SSRC of source packets and the SSRC of repair packets. 
Alternatively, the N4 Rules include a success ratio marking request indication.
9. The PSA UPF responds to the SMF.
10. The PSA UPF receives downlink data and uses the N4 Rules to detect whether the packet it is a source or repair packet and extract information from the FEC header to associate repair packets with source packets. The PSA UPF marks the above information in the GTP header in step 11.  
Alternatively, if the AS includes a success ratio in the PDU Set Information Header in the RTP header, the PSA UPF marks the success ratio for the PDU Set in the GTP-U header based on N4 rules in step 11. 
11. The PSA UPF sends downlink data to the RAN. 
- 	The PSA UPF includes an FEC source or FEC repair indication in the GTP-U header. When the packet is a repair packet, the PSA UPF also include information in the GTP-U header for the source packet the repair packet is associated with (e.g. information from the FEC header such as the Sequence Number (SN), the L/D offset, mask, etc.).
- 	Alternatively, the PSA UPF may include a success ratio for PDU Set in the GTP-U header based on information that was detected in the RTP header extension. 
The PSA UPF sends the traffic to the RAN. The RAN may use this information when making packet discarding decisions in the QoS Flow in case of congestion happens for the QoS flow.

Editor's note:	SA WG2 will reach out to SA WG4 to get feedback on this solution.
Editor's note:	SA WG2 will reach out to RAN WG2 to get feedback on this solution.
Editor's note: 	How RAN determines K packets (i.e. UDP packets) are successfully delivered over an unacknowledged mode data bearer, is FFS.
Editor's note: 	Whether the application needs to distinguish and if so how the application distinguishes RAN's intentionally dropped FEC packets from congestion related drops and if the application needs to react by reducing its send-rate to individual packet loss), is FFS.
Editor's note: 	How the removal of FEC data affects subsequent hops in DL/UL and consequently the end user experience.
Editor's note: 	How in this envisioned solution the e2e FEC relates to FEC introduced by the radio interfaces' channel coding and HARQ is FFS.


6.X.4	Impacts on services, entities and interfaces
-	AF:
-	Provides Assistance Information to the NEF (or to the PCF directly). 
-	NEF:
-	Receives Assistance Information from the AF. 
-	Provides Assistance Information to the PCF. 
-	PCF:
-	Receives Assistance Information from the NEF (or directly from the AF). 
-	Creates PCC Rules that indicate include the Assistance Information.
-	SMF:
-	Creates N4 Rules that indicate 
-    Option1: whether traffic that matches a PDR is source or repair packet and requests to mark repair packet and information for the source packet the repair packet is associated with.
-	Option2: success ratio marking request indication.
-	AS (for option2):
[bookmark: _Hlk159599187]-	Includes a success ratio in the RTP header extension.

-	UPF:
-	Receives N4 Rules that indicate 
-    Option1: whether traffic that matches a PDR is source or repair packet and requests to mark the repair packet and information for the source packet the repair packet is associated with.
-	Option2: success ratio marking request indication.
-	Includes the following information in the GTP-U header based on received N4 rules: 
-	Option1: an FEC source or FEC repair indication in the GTP-U header and information for the source packet a repair packet is associated with.
-	Option2: a success ratio in the GTP-U header.
-	RAN:
-	may use the information in GTP-U header from the UPF, e.g. to make packet discarding decisions in the QoS Flow in case of congestion happens for the QoS flow.
-	UE: 
-	No impact.


*** Next Change ***
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*** Next Changes ***
Annex How does source packet associates repair packet in Flex FEC
The FEC header of the repair packet contains three formats according to R and F in the FEC header. Hence association of source packet and the corresponding repair packet can be done via (1) flexible bitmasks or (2) fixed L and D offsets, based on the format of FEC header of the repair packet. (The FEC header for retransmission is not needed for associating source packet and its corresponding repair packet)
[image: ]
Figure 1: FEC repair packet header format
For (1) Using Bitmasks: it is for the case when R=0 and F=0.
[image: ]
Figure 2: FEC repair packet header format when using bitmask to associate repair packets and source packets
The association mechanism are:
The header of repair packet carries a base of SN (i.e. SN base_i) of the source packet. The source packet is associated with the help of Mask parameter. The Mask can be a length of 15, 46, or 110. Take Mask = 15 for example:
	Mask =15
	1
	2
	3
	4
	…
	14
	15

	Bit value
	0
	1
	0
	1
	…
	1
	1



The above means that, the SN from SN base_i to SN base_i+15 is source packet if and only if the corresponding bit value of the Mask is set to 1, e.g. SN+1, SN+3,…, SN+13, SN+14 is the source packet that protected by the repair packets.
For (2) using L and D offsets: it is for the case when R=0 and F=1.
[image: ]
Figure 3: FEC repair packet header format when using L/D offset to associate repair packets and source packets
The association mechanism are:
The header of repair packet carries a base of SN (i.e. SN base_i) of the source packet. The source packet is associated with the help of L and D parameter:
	RFC 8627
For each SSRC (in CSRC list):
When D <= 1: Source packets for each row: SN, SN+1, ..., SN+(L-1)
When D > 1: Source packets for each col: SN, SN+L, ..., SN+(D-1)*L



Observation: The association of source packets and the corresponding repair packets can be done via (1) flexible bitmasks or (2) L and D offsets, based on the format of FEC header of the repair packet.
*** End of Changes ***
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Figure 11: R and F Bit Values for FEC Header Variants
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