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Abstract of the contribution: This contribution proposes a new solution for AIML_CN KI#4.
1. Discussion
Since Release 15, 5G Core (5GC) has introduced many new features along with an increasing number of network functions based on Service-based Architecture (SBA). With the increasing number of interconnections among various network functions and the Core network being central to 5G System (5GS), making a robust and resilient Core is more complicated and challenging. This is because 5GC needs to perform correctly and accurately all the time, including handling of abnormal network functions that could cause unintended malicious traffic. It should be able to prevent against (un)expected scenarios such as signal storm period and related misbehaving network functions.
Furthermore, with a stateless architecture and during the signal storm period, 5GC needs to be able to efficiently process and perform their functionalities without impacting on transaction, latency and throughput. This new solution is an NWDAF-assisted network abnormal behaviour mitigation and prevention. To make the Core more robust and resilient, e.g., against (un)expected abnormal / signal storm. The clause 5.2.4 of TR 23.700-84 (the key issue description of KI#4: NWDAF enhancements to support network abnormal behaviours (i.e. Signalling storm) mitigation and prevention) contains as below,
“
This Key issue aims to provide solutions for prediction, detection, prevention, and mitigation of network abnormal behaviours, i.e. signalling storm, with the assistance of NWDAF. In particular, the following aspects will be addressed:
-	Identify scenarios that can result in a signalling storm situation
-	Whether and how existing analytics or new analytics can be used to assist detection and prediction of signalling storm, including aspects of input /output data that needs to be collected/provided by the NWDAF.
What NF(s) will be consumer of such analytics and whether and how they can use them. 
-	Whether and how signalling storm can be prevented or mitigated based on the inputs provided by NWDAF.
NOTE 1:	In terms of data access right, privacy and security improvement, cooperation with SA3 is needed.
NOTE 2:	The study of this key issue will consider the study/work done by SA WG5 and CT WG4 in this regard already and collaborate with SA WG5/CT WG4 regarding the handling of abnormal network behaviours.
”
This contribution proposes a new solution for AIML_CN KI#4.
[bookmark: _Toc524945853]2. Text Proposal
It is proposed to agree the following solution into TR 23.700-84.

*** Start of the change ***
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Table 6.0-1: Mapping of Solutions to Key Issues and Use Cases
	
	Key Issues
	Use cases (optional)

	Solutions
	<Key Issue #1>
	<Key Issue #2>
	<Key Issue #4>
	<use case #x>
	<use case #y>
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*** Next change (all new text) ***
6.X	Solution #X: NWDAF-assisted Network Abnormal Behaviour Mitigation and Prevention
6.X.1	Description
[bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157534623][bookmark: _Toc157747894]This solution resolves KI#4 for NWDAF enhancements to support network abnormal behaviours (i.e. Signalling storm) mitigation and prevention. In terms of scenarios, there are cases where it is difficult to troubleshoot and or understand whether the NFs themselves are behaving correctly or not. Often, they may not know that their features/functions are behaving (un)expectedly, probably from cases such as signalling storm, complications of NF status and procedure. This can occur despite the irregularity of number of UEs or types of UE devices. 
Hence, NFs need to be robust and resilient to be ensured that their states and functionalities are validated(detected, predicted and mitigated) through the AI/ML NWDAF-assistance. In such cases, NFs need to able to extract/transfer their transaction, status and context information to NWDAF to be guided, e.g., mitigation and prevention for any potential (un)expected behaviours. In this, signalling storm prevention in general should not be limited to a counting certain number of message-types from certain specific NFs. The solution is to include Input data such as; 
· an individual and/or groups of NF’s sudden increase/decrease (bursts) of TPS (Transaction per second) and/or CPS (Connection per second) from various NF interfaces (e.g., SBIs and non-SBIs)
· an individual and/or groups of NF’s information from their procedures of Connection, Registration, Mobility and Session Managements (e.g., status, state-machine information)
· an individual and/or groups of NF’s information from user, security, and session contexts (e.g., trace information)
Furthermore, all of the potential scenarios can be observed and measured for over certain duration to include start and end time, number of successful/failed attempts of various UE and NF service requests.


[bookmark: _Toc146539441]6.x.2	Procedures
The NWDAF can provide network abnormal behaviours (i.e. Signalling storm) as follows.
[image: ]
1. The consumer NF subscribes to or send request to NWDAF assistance information for the Abnormal NF signalling Storm. The consumer may interact with multiple data sources for information collection, e.g., NRF and OAM.
1. The NWDAF retrieves various Input data from other NFs such as transaction, status and context information to derive the required analytics.
1. The NWDAF derives the required analytics based on consumer NF request. The NWDAF can collect additional Input data from different NFs depending on its configuration of AI/ML modeling and interferencing.
1. The NWDAF respond to the consumber NF for the Output data results, depending on its configured thresholds such as confidence level and accuracy of detection, prediction and mitigation.
1. The consumer NF upon receiving the detection, prediction and mitigation shall execute based on the output.

The NWDAF collects Abnormal NF signalling storm information in listed in Table 6.x.1-1.
[bookmark: _CRTable6_6_21]Table 6.x.1-1: Abnormal NF Signalling Storm information collected by NWDAF
	Information
	Source
	Description

	NF transaction information
	NF
	an individual and/or groups of NF’s sudden increase/decrease (bursts) of TPS (Transaction per second) and/or CPS (Connection per second) from various NF interfaces (SBIs and non-SBIs)

	NF status information
	NF
	an individual and/or groups of NF’s information from their procedures of Connection, Registration, Mobility and Session Managements (e.g., as status, state-machine information)

	NF context information
	NF
	an individual and/or groups of NF’s information from user, security, and session contexts (e.g., as trace information)






6.X.3	Impacts on services, entities and interfaces
NWDAF:
-	Supports providing subscriptions and/or requests Abnormal NF signalling Storm Analytics.
-	Supports deriving statistics and/or predictions of based on Analytics consumer requests.
Consumer NF:
-	Supports subscribing and/or requesting Abnormal NF signalling Storm Analytics data from NWDAF.
-	Supports executing the NF mitigations based on the analytics data from NWDAF.

[bookmark: _CR6_6_1]
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