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Abstract of the contribution: This contribution proposes a solution for KI#3 and KI#4 to support NWDAF-assisted policy control for network abnormal behaviours mitigation.
1. Discussion 
The proposed solution provides a procedure to enable NWDAF-assisted policy control for network abnormal behaviours mitigation, where the NWDAF provides policy recommendations to the PCF to assist policy control. The solution addresses KI#3, KI#4, and UC#3. As described in UC#3, abnormal network behaviour can occur in case of device originated signalling storm. To prevent, or detect and mitigate this scenario, the 5GC can benefit from NWDAF assistance. The NWDAF already supports providing network analytics for detecting abnormal behaviour, but NWDAF-assisted policy control to mitigate the detected behaviour is not supported.
2. Proposal

It is proposed to include the following text in TR 23.700-84.   
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Solutions
6.0
Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues and Use Cases
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*** Next change (all new text) ***

6.X
Solution #X: NWDAF-assisted policy control for network abnormal behaviours mitigation
6.X.1
Description

In previous releases, abnormal behaviour detection with support from the NWDAF has been enabled, where the PCF can request or subscribe to notifications of network analytics related to “Abnormal behaviour” and make policy decisions taking into account the analytics information [4][5]. 
However, in this case, NWDAF support only covers abnormal behaviour detection. The current solution provides a procedure to enable network abnormal behaviours mitigation with support from the NWDAF. In this procedure, the NWDAF detects and provides network analytics indicating an abnormal behaviour to the PCF as described in clause 6.7.5, where the message includes an Exception ID that identifies the detected risk. 

If the PCF determines that policy control is required to mitigate the network abnormal behaviour, it may request policy recommendations from the NWDAF to assist policy control. The PCF then sends a Nwdaf_PolicyRecommendation_Request to the NWDAF which includes the Exception ID from the abnormal behaviour analytics received in the previous step. The NWDAF then performs analytics and may collect additional data to determine a policy recommendation which is sent to the PCF. The PCF takes the recommendation into account to perform policy control for mitigating the abnormal behaviour.
6.X.2
Procedures
Figure 6.X.2-1 depicts the procedure for enabling NWDAF-assisted policy control for network abnormal behaviours mitigation.
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Figure 6.X.2-1: Procedure for NWDAF policy control for network abnormal behaviours mitigation
1. The PCF subscribes to notifications of network analytics related to network abnormal behaviours from the NWDAF using Nnwdaf_AnalyticsSubscription_Subscribe, or requests the network analytics using Nnwdaf_AnalyticsInfo_Request.
2. The NWDAF detects or predicts the network abnormal behaviour based on input from the 5GC NFs as described in clause 6.7.5 from TS 23.288[5], and sends network abnormal behaviour statistics or predictions to the PCF in a Nnwdaf_AnalyticsSubscription_Notify or the Nnwdaf_AnalyticsInfo_Request response.

3. Based on the provided analytics, the PCF determines to perform policy control to mitigate the abnormal behaviour with support of the NWDAF, and sends an Nnwdaf_PolicyRecommendation_Request to the NWDAF, which includes the Exception ID(s) from the analytics received in step 2.
4. The NWDAF determines a recommended policy for mitigating the abnormal behaviour based on the information collected for detecting the abnormal behaviour, and may collect additional data.

5. The NWDAF sends a Nnwdaf_PolicyRecommendation_Request response to the PCF, which includes the policy recommendation. The PCF takes the recommendation into account to perform policy control for mitigating the abnormal behaviour.

6.X.3
Impacts on services, entities and interfaces
The solution has impacts on the following entities:

NWDAF:
-
Needs to support additional analytics related to policy recommendations to mitigate network abnormal behaviour.
-
Needs to support the Nnwdaf_PolicyRecommendation_Request service.
PCF:
-
Needs to support policy control based on NWDAF policy recommendations.
-
Needs to support the Nnwdaf_PolicyRecommendation_Request service.
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