

	
SA WG2 Meeting #161	S2-2403690
[bookmark: _Hlk157719690]Athens, Greece, 26 February- 1 March 2024                                revision of S2-2402481
	CR-Form-v12.0

	CHANGE REQUEST

	

	
	23.304
	CR
	0431
	rev
	2
	Current version:
	18.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Security aspects alignment for U2U relay

	
	

	Source to WG:
	OPPO

	Source to TSG:
	SA2

	
	

	Work item code:
	5G_ProSe_Ph2
	
	Date:
	2024-02-26

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)
Rel-19	(Release 19)

	
	

	Reason for change:
	In clause 6.6.2 of TS 33.503
Provisioning of the UE-to-UE Relay Discovery security materials reuses the security materials provisioning mechanism for 5G ProSe UE-to-Network Relay discovery as specified in clause 6.1.3.2.
In clause 6.6.2 of TS 33.503
The PCF shall be able to provision the PC5 security policies to the 5G ProSe End UEs and the 5G ProSe UE-to-UE Relay per Relay Service Code during service authorization and information provisioning procedure as defined in TS 23.304 [2].
In clause 6.6.3.1 of TS 33.503
The User Plane (UP) based procedures as specified in clause 6.3.3.2 and the Control Plane (CP) based procedures as specified in clause 6.3.3.3 are used to provide authentication, authorisation and security establishment between the 5G ProSe Layer-3 UE-to-UE Relay and Source End UE with the following modification:
-	The Remote UE is replaced by the Source End UE.
-	The UE-to-Network Relay is replaced by the UE-to-UE Relay.
The User Plane (UP) based procedures as specified in clause 6.3.3.2 and the Control Plane (CP) based procedures as specified in clause 6.3.3.3 are used to provide authentication, authorisation and security establishment between the 5G ProSe Layer-3 UE-to-UE Relay and the Target End UE with the following modification:
-	The Remote UE is replaced by the Target End UE.
-	The UE-to-Network Relay is replaced by the UE-to-UE Relay.
From the above statements, SA3 has already specified the security aspects for the U2U relay communication.

	
	

	Summary of change:
	It is clarified that Npc9 can also be used between PKMF of End UE and U2U relay UE.
Security aspects of U2U relay is aligned with 33.503

	
	

	Consequences if not approved:
	The NOTE for checking security aspects is still there.
Security aspects of U2U relay is not aligned with 33.503

	
	

	Clauses affected:
	4.2.5, 5.1.5.1, 6.4.3.7.1, 6.4.3.7.4

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


* * * * First Change * * * *
[bookmark: _Toc60323247][bookmark: _Toc69883460][bookmark: _Toc73625468][bookmark: _Toc153794786][bookmark: _Toc153794833][bookmark: _Toc66692713][bookmark: _Toc66701892][bookmark: _Toc69883566][bookmark: _Toc73625579][bookmark: _Toc83206688]4.2.5	Reference points
PC1:	The reference point between the ProSe application in the UE and in the ProSe Application Server. It is used to define application level signalling requirements. This reference point is not specified in this release of the specification.
PC3a:	The reference point between the UE and the 5G DDNMF. PC3a relies on 5GC user plane for transport (i.e. an "over IP" reference point). It is used to authorise 5G ProSe Direct Discovery request and perform allocation of ProSe Application Codes / ProSe Restricted Codes corresponding to ProSe Application Identities used for 5G ProSe Direct Discovery.
PC5:	The reference point between ProSe-enabled UEs used for control and user plane for 5G ProSe Direct Discovery, 5G ProSe Direct Communication and, 5G ProSe UE-to-Network Relay and 5G ProSe UE-to-UE Relay.
PC8:	The reference point between the UE and the 5G ProSe Key Management Function (5G PKMF). The details are defined in TS 33.503 [29].
Npc2:	The reference point between the ProSe Application Server and the 5G DDNMF. It is used to define the interaction between ProSe Application Server and 5G DDNMF for 5G ProSe Direct Discovery.
Npc4:	The reference point between the UDM and 5G DDNMF. It is used to provide subscription information in order to authorise 5G ProSe Direct Discovery request.
Npc6:	The reference point between the 5G DDNMF in the HPLMN and the 5G DDNMF in a Local PLMN (5G ProSe Direct Discovery). This reference point is used for HPLMN control of ProSe service authorization.
Npc7:	The reference point between the 5G DDNMF in the HPLMN and the 5G DDNMF in the VPLMN. It is used for HPLMN control of ProSe service authorization.
Npc8:	The reference point between the PCF and the 5G DDNMF. It is used to define the interactions between the 5G DDNMF and the PCF to e.g. get a PDUID from the PCF.
Npc9:	The reference point between the 5G PKMF of the 5G ProSe Remote UE and the 5G PKMF of the 5G ProSe UE-to-Network Relay and between the 5G PKMF of the 5G ProSe End UE and the 5G PKMF of the 5G ProSe UE-to-UE Relay. The details are defined in TS 33.503 [29].
Npc10:	The reference point between the 5G PKMF and UDM. The details are specified in TS 33.503 [29].
Npc11:	The reference point between the AUSF and Prose Anchor Function (PAnF). The details are specified in TS 33.503 [29].
Npc12:	The reference point between the PAnF and UDM. The details are specified in TS 33.503 [29].
Npc13:	The reference point between the SMF and PKMF. The details are specified in TS 33.503 [29].
Npc14:	The reference point between the SMF and PAnF. The details are specified in TS 33.503 [29].
NOTE:	Npc2, Npc4, Npc6, Npc7, Npc8, Npc9, Npc10, Npc11, Npc12, Npc13 and Npc14 show the interactions that exist between the NF services in the NFs. These reference points are realised by corresponding NF service-based interfaces and by specifying the identified consumer and producer NF service as well as their interaction in order to realize a particular system procedure.

* * * * Next Change * * * *
5.1.5.1	Policy/Parameter provisioning for 5G ProSe UE-to-UE Relay
The following information is provisioned in the UE in support of the UE assuming the role of a 5G ProSe UE-to-UE Relay:
1)	Authorisation policy for acting as a 5G ProSe Layer-3 and/or Layer-2 UE-to-UE Relay:
-	when the UE is "served by NG-RAN":
-	PLMNs in which the UE is authorized to relay traffic for 5G ProSe Layer-3 and/or Layer-2 End UEs accessing 5G ProSe UE-to-UE Relays over PC5 reference point.
-	when the UE is not "served by NG-RAN":
-	Indicates whether the UE is authorized to relay traffic for 5G ProSe Layer-3 and/or Layer-2 End UEs accessing 5G ProSe UE-to-UE Relays over PC5 reference point.
-	The authorisation for a UE to act as a 5G ProSe UE-to-UE Relay also authorizes the use of 5G ProSe UE-to-UE Relay Discovery with Model A and Model B.
NOTE 1:	It is up to UE and application implementation to select a discovery model, or whether to perform both models simultaneously.
2)	ProSe Relay Discovery policy/parameters for 5G ProSe UE-to-UE Relay:
-	Includes the parameters that enable the UE to perform 5G ProSe UE-to-UE Relay Discovery when provided by PCF or provisioned in the ME or configured in the UICC:
-	5G ProSe UE-to-UE Relay Discovery parameters (User Info ID, Relay Service Code(s), UE-to-UE Relay Layer indicator). The UE-to-UE Relay Layer indicator indicates whether the associated RSC is offering 5G ProSe Layer-2 or Layer-3 UE-to-UE Relay service.
-	Default Destination Layer-2 ID(s) for sending Relay Discovery Announcement message and receiving Relay Discovery Solicitation messages;
-	Default Destination Layer-2 ID(s) for sending/receiving Direct Communication Request message for ProSe UE-to-UE Relay Communication with integrated Discovery;
-	For 5G ProSe Layer-3 UE-to-UE Relay, the traffic type (IP, Ethernet, Unstructured) to be used for the relayed traffic for each Relay Service Code;
-	Includes security related content for 5G ProSe UE-to-UE Relay, Relay Discovery for each Relay Service Code see TS 33.503 [29].
NOTE 2:	SA WG3 will determine the security related content for 5G ProSe UE-to-UE Relay.
3)	Validity time indicating the expiration time of the Policy/Parameter for 5G ProSe UE-to-UE Relay discovery and communication.
The following information is provisioned in the UE in support of the UE assuming the role of a 5G ProSe End UE and thereby enabling the use of a 5G ProSe UE-to-UE Relay:
1)	Authorisation policy for using a 5G ProSe Layer-3 and/or Layer-2 UE-to-UE Relay:
-	When the UE is "served by NG-RAN":
-	PLMNs in which the UE is authorized to use a 5G ProSe Layer-3 and/or Layer-2 UE-to-UE Relay.
-	When the UE is "not served by NG-RAN":
-	Indicates whether the UE is authorised to use a 5G ProSe Layer-3 and/or Layer-2 UE-to-UE Relay.
	The authorisation for a UE to act as a 5G ProSe End UE also authorizes the use of 5G ProSe UE-to-UE Relay discovery with Model A and Model B.
NOTE 32:	It is up to UE and application implementation to select a discovery model, or whether to perform both models simultaneously.
2)	Policy/parameters for 5G ProSe UE-to-UE Relay Discovery:
-	Includes the parameters for 5G ProSe UE-to-UE Relay Discovery as a 5G ProSe End UE and for enabling the UE to connect to the 5G ProSe UE-to-UE Relay after discovery when provided by PCF or provisioned in the ME or configured in the UICC:
-	5G ProSe UE-to-UE Relay Discovery parameters (User Info ID, Relay Service Code(s), UE-to-UE Relay Layer indicator). The UE-to-UE Relay Layer indicator indicates whether the associated RSC is offering 5G ProSe Layer-2 or Layer-3 UE-to-UE Relay service.
-	Default Destination Layer-2 ID(s) for sending Relay Discovery Solicitation messages and receiving Relay Discovery Announcement message;
-	Default Destination Layer-2 ID(s) for sending/receiving Direct Communication Request message for ProSe UE-to-UE Relay Communication with integrated Discovery;
-	For 5G ProSe Layer-3 UE-to-UE Relay, the traffic type (IP, Ethernet, Unstructured) to be used for the relayed traffic for each Relay Service Code;
-	Includes security related content for 5G ProSe UE-to-UE Relay, see TS 33.503 [29]Relay Discovery for each Relay Service Code.
NOTE 4:	SA WG3 will determine the security related content for 5G ProSe UE-to-UE Relay.
3)	Validity time indicating the expiration time of the Policy/Parameter for 5G ProSe UE-to-UE Relay discovery and communication.
The following information is provisioned in the UE in support of the UE assuming the role of a 5G ProSe UE-to-UE Relay as well as in the UE in support of the UE assuming the role of a 5G ProSe End UE and thereby enabling the use of a 5G ProSe UE-to-UE Relay:
1)	Radio parameters for 5G ProSe UE-to-UE Relay Discovery when the UE is not "served by NG-RAN":
-	Includes the radio parameters NR PC5 with Geographical Area(s) and an indication of whether they are "operator managed" or "non-operator managed". The UE uses the radio parameters to perform 5G ProSe Direct Discovery over PC5 reference point when "not served by NG-RAN" only if the UE can reliably locate itself in the corresponding Geographical Area. Otherwise, the UE is not authorized to transmit.
-	Default PC5 DRX configuration (see TS 38.331 [16]).
NOTE 53:	RAN WG2 will determine the default PC5 DRX configuration for 5G ProSe UE-to-UE relay scenario.
NOTE 64:	Radio parameters for 5G ProSe UE-to-UE Relay Discovery when the UE is not "served by NG-RAN" and Radio parameters when the UE is "not served by NG-RAN" for 5G ProSe Direct Discovery in clause 5.1.2.1 are expected to be aligned for direct and relayed discovery for UE to UE communication.
2)	Radio parameters for 5G ProSe UE-to-UE Relay communication when the UE is not "served by NG-RAN":
-	Includes the radio parameters NR PC5 with Geographical Area(s) and an indication of whether they are "operator managed" or "non-operator managed". The UE uses the radio parameters to perform 5G ProSe Direct Communication over PC5 reference point when "not served by NG-RAN" only if the UE can reliably locate itself in the corresponding Geographical Area. Otherwise, the UE is not authorized to transmit.
NOTE 75:	Radio parameters for 5G ProSe UE-to-UE Relay communication when the UE is not "served by NG-RAN" and Radio parameters when the UE is "not served by NG-RAN" for 5G ProSe Direct Communication in clause 5.1.3.1 are expected to be aligned for direct and relayed UE to UE communication.

* * * * Next Change * * * *
[bookmark: _Toc153794992]6.4.3.7.1	Common part for Layer-2 link management over PC5 reference point for 5G ProSe UE-to-UE Relay
For the 5G ProSe Communication via 5G ProSe UE-to-UE Relay as described in clause 6.7.1 and clause 6.7.2:
-	The Direct Communication Request message over the first hop PC5 reference point includes:
-	User Info ID of source 5G ProSe End UE: the identity of the source 5G ProSe End UE requesting relay operation.
-	User Info ID of 5G ProSe UE-to-UE Relay: the identity of the UE-to-UE Relay provided to the source 5G ProSe End UE during 5G ProSe UE-to-UE Relay Discovery procedure.
-	User Info ID of target 5G ProSe End UE: the identity of the target 5G ProSe End UE provided to the source 5G ProSe End UE during UE-to-UE Relay Discovery procedure.
-	(optional) Destination Layer-2 ID of target 5G ProSe End UE: the unicast destination Layer-2 ID of the target 5G ProSe End UE determined by the source 5G ProSe End UE as specified in clause 5.8.2.4.
-	ProSe Service Info: the information about the ProSe identifier(s) requesting Layer-2 link establishment.
-	RSC: the connectivity service provided by the 5G ProSe UE-to-UE Relay as requested by the source 5G ProSe End UE.
-	Security Information: the information for the establishment of security for the first hop PC5 link establishment (see TS 33.503 [29]).
NOTE 1:	The Security Information is defined by SA WG3.
The Direct Communication Request message over the second hop PC5 reference point includes:
-	User Info ID of source 5G ProSe End UE.
-	User Info ID of target 5G ProSe End UE.
-	User Info ID of 5G ProSe UE-to-UE Relay.
-	ProSe Service Info: the information about the ProSe identifier(s).
-	RSC: the connectivity service provided by the 5G ProSe UE-to-UE Relay as requested by the source 5G ProSe End UE.
-	Security Information: the information for the establishment of security for the second hop PC5 link establishment (see TS 33.503 [29]).
NOTE 2:	The Security Information is defined by SA WG3.
The Direct Communication Accept message over the second hop PC5 reference point includes:
-	User Info ID of target 5G ProSe End UE.
The Direct Communication Accept message over the first hop PC5 reference point includes:
-	User Info ID of target 5G ProSe End UE.
-	User Info ID of 5G ProSe UE-to-UE Relay.
The Link Modification Request message over the first hop PC5 reference point includes:
-	User Info ID of target 5G ProSe End UE: the identity of the target 5G ProSe End UE provided to the source 5G ProSe End UE during UE-to-UE Relay Discovery procedure.
-	(optional) Destination Layer-2 ID of target 5G ProSe End UE: the unicast destination Layer-2 ID of the target 5G ProSe End UE determined by the source 5G ProSe End UE as specified in clause 5.8.2.4.
The Link Modification Request message over the second hop PC5 reference point includes:
-	User Info ID of source 5G ProSe End UE.
-	User Info ID of target 5G ProSe End UE.
The Link Modification Accept message over the second hop PC5 reference point includes:
-	User Info ID of target 5G ProSe End UE.
The Link Modification Accept message over the first hop PC5 reference point includes:
-	User Info ID of target 5G ProSe End UE.

* * * * Next Change * * * *
[bookmark: _Toc153794995]6.4.3.7.4	Layer-2 link management over PC5 reference point for 5G ProSe UE-to-UE Relay Communication with integrated Discovery
This clause is for the 5G ProSe UE-to-UE Relay Communication with integrated Discovery procedure as described in clause 6.7.3.
The Direct Communication Request message over the first hop PC5 reference point includes:
-	User Info ID of source 5G ProSe End UE.
-	(optional) User Info ID of target 5G ProSe End UE: the identity of the target 5G ProSe End UE if provided from the ProSe application layer.
-	(optional) Destination Layer-2 ID of target 5G ProSe End UE: the unicast destination Layer-2 ID of the target 5G ProSe End UE determined by the source 5G ProSe End UE as specified in clause 5.8.2.4.
-	ProSe Service Info: the information about the ProSe identifier(s) requesting Layer-2 link establishment.
-	RSC: the connectivity service provided by the 5G ProSe UE-to-UE Relay as requested by the source 5G ProSe End UE.
-	Relay_indication: indicates whether the Direct Communication Request message can be forwarded by a 5G ProSe UE-to-UE Relay.
-	Security Information: the information for the establishment of security for the first hop PC5 link establishment (see TS 33.503 [29]).
NOTE 1:	The Security Information is defined by SA WG3.
The Direct Communication Request message over the second hop PC5 reference point includes:
-	User Info ID of source 5G ProSe End UE.
-	User Info ID of 5G ProSe UE-to-UE Relay.
-	(optional) User Info ID of target 5G ProSe End UE.
-	ProSe Service Info: the information about the ProSe identifier(s).
-	RSC: the connectivity service provided by the 5G ProSe UE-to-UE Relay as requested by the source 5G ProSe End UE.
-	Security Information: the information for the establishment of security for the second hop PC5 link establishment (see TS 33.503 [29]).
NOTE 2:	The Security Information is defined by SA WG3.
The Direct Communication Accept message over the second hop PC5 reference point includes:
-	User Info ID of target 5G ProSe End UE.
The Direct Communication Accept message over the first hop PC5 reference point includes:
-	User Info ID of target 5G ProSe End UE.
-	User Info ID of 5G ProSe UE-to-UE Relay.
For the 5G ProSe Communication via 5G ProSe Layer-3 UE-to-UE Relay, additional clarifications are as following:
-	In the Security Procedure of the second hop PC5 reference point, the 5G ProSe Layer-3 UE-to-UE Relay provides the IP Address Configuration or Link-Local IPv6 Address to the target 5G ProSe End UE.
-	The Direct Communication Accept message over the second hop PC5 reference point additionally includes IP Address Configuration or Link-Local IPv6 Address (if IP communication is used), Ethernet MAC address of target 5G ProSe End UE (if Ethernet communication is used). QoS Info is not included in the Security Procedure or Direct Communication Accept message of the second hop PC5 reference point.
 -	In the Security Procedure of the first hop PC5 reference point, the source 5G ProSe End UE provides the IP Address Configuration, Link-Local IPv6 Address and QoS Info of the end-to-end QoS to the 5G ProSe Layer-3 UE-to-UE Relay.
-	The 5G ProSe Layer-3 UE-to-UE Relay provides the QoS info of the second hop QoS to the target 5G ProSe End UE using the Layer-2 link modification as described in the clause 6.4.3.4.
-	The 5G ProSe Layer-3 UE-to-UE Relay decides the QoS Info of the first hop QoS with considering the received second hop QoS from the target 5G ProSe End UE, the Direct Communication Accept message over the first hop PC5 reference point additionally includes IP Address Configuration or Link-Local IPv6 Address, QoS Info of the first hop QoS and may include IP address of the target 5G ProSe End UE (if IP communication is used) or Ethernet MAC address of target 5G ProSe End UE (if Ethernet communication is used).
For the 5G ProSe Communication via 5G ProSe Layer-2 UE-to-UE Relay, the message contents over PC5 reference point for unicast mode 5G ProSe Direct Communication as depicted from clause 6.4.3.1 to clause 6.4.3.5 are same for the end-to-end connection between peer 5G ProSe End UEs.

* * * * End of Changes * * * *

