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1 Introduction
This paper proposes solution for KI#2 in TR 23.700-32 for the SID FS_UIA_ARC, how authentication and authorization of user identifier is executed
2 Proposal

It is proposed to approve following content in TR 23.700-32. 
*** BEGIN CHANGES ***
6.X
Solution #X: Authentication & Authorization of Users in 5GC in Control or User Plane
6.X.1
Description

This paper proposes to introduce two network functions into 3GPP Packet Core architecture:

User Information Database Function (UIDF): This NF holds user's profile information, authentication information etc. and is responsible for authenticating the user. This entity is independent from the UDR/UDM, which hold UE Subscription database. 

User Authentication Function (UAF): This NF is responsible for selecting and interfacing with UIDF for triggering User Authentication and interfacing with 5GC (e.g. UDM) for UE level subscription validation etc. This NF is owned by network service provider.

In addition, UE subscription data, which is stored in UDM/UDR, is enhanced to include the Allowed User Identities and/or User Domain Names.

The paper proposes to alternatives for supporting User Authentication and Authorization with support from 5GC – one using control plane messaging and one using user plane messaging. The solutions work on following principles:

A) Control Plane
· User Authentication and Authorization is triggered when 

· A new user access the device and UE initiates authentication request towards SMF; or
· UE registers or establishes a PDU Session and network determines User authentication is needed for this DNN.

· SMF then initiate User authentication/authorization procedure through UAF/UIDF
· UAF and UIDF authenticate the user.
· SMF perform UE subscription validation against User Identity.

B) User Plane
· User Authentication and Authorization is triggered by an AF when UE contacts an AF, which requires User Authentication.

· AF contacts UAF to authenticate the user.

· UAF works with UIDF to authenticate and authorize the user.

· UAF perform UE subscription validation against User Identity.
Editor's note:
Further details on how to handle already established PDU sessions and the case where new PDU Sessions are established after the user is authenticated is FFS.
Editor's note:
Justification of User authentication/authorization through dedicated UAF/UIDF is FFS.
6.X.2
Procedures
A) Control-Plane:
Following is the high-level sequence of events with this method. 
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Step #1: UE is already Registered with the network.

Step #2: A User (e.g. a human user) triggers the device access using implementation specific methods (e.g., by tapping on an option in an App).

Step #3: UE sends a User Authentication and Authorization request to the SMF. The request may be sent inside a PDU Session Establishment Request. The UE may include the User ID provided by user. 

Step #4: SMF may perform User-ID validation against UE's subscription data to ensure the user is allowed to access the UE, by retrieving the UE's subscription data from UDM.

Step #5: SMF performs the UAF selection based on User ID and sends User Authentication and Authorization request to the selected UAF. 

Step #6: UAF identifies the UIDF based on the received User-ID and requests UIDF to initiate User Authentication.

Step #7: The UE and the UIDF communicate to perform User Authentication. All the NFs will transparently forward the request between UIDF and UE.
NOTE :
The security between UIDF and UE will be handled by SA3.
Step #8: UIDF provides result of authentication procedure to UAF. If the authentication was unsuccessful, the procedure stops here and UIDF sends an error message to UAF, which then forwards it to SMF/UE. If the authentication was successful, UIDF may provide the User's profile data to the UAF.

Step #9: (Optional as SMF would have already done) UAF performs User's profile validation. It may validate if the User is allowed to use the specific UE from which it is accessing the application function. 
Step #10: UAF proceeds with sending a response to SMF along with user profile. SMF can then proceed with requesting specific QoS via PCF.
Step #11: SMF sends authentication result to the UE.

If the procedure is triggered by the network when UE establishes PDU session to a specific DNN, Step #1, 2 and 3 may be skipped and may involve retrieval of User-ID from UE by the SMF before Step #4.

B) User-Plane:
Following is the high-level sequence of events with this method:
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Step #1: UE Registers to the network and establishes a PDU Session.

Step #2: A User (e.g. a human user) accesses the UE by implementation specific means (e.g. by tapping on an App), and starts communicating with an application function. The communication between UE and the application function is over data-path (e.g. from UE to UPF to the application function). The communication could be start of a (application-level) session establishment procedure between the UE/User and the application function. The UE provides the User-ID).
Step #3: The AF determines that it needs to ensure that the user is indeed the one he is claiming to be (i.e. User-ID), before granting access to application. It selects a UAF, which will handle User's authentication procedure, and proceeds with sending a User Authentication request to UAF containing at-least the User-ID. The request may additionally include the GPSI of the UE. If AF resides outside the trust-domain of network service provider, the request may be routed via an NEF, in which case the NEF will be responsible for UAF selection and then sending the request accordingly. 
Step #4:  The UAF retrieves the UE's subscription data from UDM. If the User is indeed allowed to use the UE then UAF shall proceed with authentication for the user. 
Step #5, The UAF identifies the UIDF based on the received User-ID and requests UIDF to initiate User Authentication.

Step #6, The UE and the UIDF communicate to perform User Authentication. All the NFs will transparently forward the request between UIDF and UE. 
NOTE :
The security between UIDF and UE will be handled by SA3.
Step #7: The UIDF provides result of authentication procedure to UAF. If the authentication was unsuccessful, the procedure stops here and UIDF sends an error message to UAF, which then forwards it to AF/NEF. If the authentication was successful, UIDF may provide the User's profile data to the UAF.

Step #8, The UAF sending a successful response to the AF. AF can then proceed with requesting specific QoS via PCF.
6. X.3
Impacts on Existing Nodes and Functionality
This solution may have the following impacts to existing entities and interfaces:

SMF: For control plane procedure: 

· Support new NAS message and/or changes to PDU Session Establishment/Modification Messages

· Selection of UAF

· UE subscription validation against User Identities (optional)

· Providing User Identity to PCF

UE: Support new NAS message and/or changes to PDU Session Establishment/Modification Messages

UDM: Storing allowed user-Identities in UE subscription (optional)
UAF/UIDF: Introduction of new network functions
AF: Invoking UAF for user authentication (For user plane procedure).
*** END CHANGES ***
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