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Abstract: This paper proposes a solution for KI #4: Identifying non-3GPP Devices Connecting behind a UE or RG (5G-RG).
1. Introduction
TR 23.700-32 includes KI#4 agreed in SA2#160-AH-e as follows:
[bookmark: _Toc26386412][bookmark: _Toc26431218][bookmark: _Toc30694614][bookmark: _Toc43906636][bookmark: _Toc43906752][bookmark: _Toc44311878][bookmark: _Toc50536520][bookmark: _Toc54930292][bookmark: _Toc54968097][bookmark: _Toc57236419][bookmark: _Toc57236582][bookmark: _Toc57530223][bookmark: _Toc57532424][bookmark: _Toc93073659][bookmark: _Toc153818186][bookmark: _Toc153818402][bookmark: _Toc153818179][bookmark: _Toc153818395][bookmark: _Toc93073657]5.4	Key Issue #4: Identifying non-3GPP Devices Connecting behind a UE or RG (5G-RG)  
[bookmark: _Toc26386413][bookmark: _Toc26431219][bookmark: _Toc30694615][bookmark: _Toc43906637][bookmark: _Toc43906753][bookmark: _Toc44311879][bookmark: _Toc50536521][bookmark: _Toc54930293][bookmark: _Toc54968098][bookmark: _Toc57236420][bookmark: _Toc57236583][bookmark: _Toc57530224][bookmark: _Toc57532425][bookmark: _Toc93073660][bookmark: _Toc153818187][bookmark: _Toc153818403][bookmark: _Hlk500943653]5.4.1	Description
This key issue will study whether and how 5GC identifies individual non-3GPP devices connecting behind a UE or 5G-RG and whether and how to provide policy control for the traffic associated with individual non-3GPP devices.
The use case that is associated with this key issue is the case where non-3GPP devices behind a UE or 5G-RG need to be identified.
The objective of this key issue is how an identifier is used by the network to control the traffic to/from UE or 5G-RG when the traffic is associated with the non-3GPP devices. This objective differs from existing support for AUN3 devices in TS 23.316 [7] because the objective is to enable the non-3GPP devices to be identified and to use only the subscription of the UE or 5G-RG to access the 5GC (i.e. the UE or 5G-RG should have to maintain only a NAS Context itself and not for each non-3GPP device).
Solutions to this key issue will address:
-	whether and how the 5GC identifies individual non-3GPP devices connecting behind a UE or 5G-RG. (e.g. in order to charge the individual non-3GPP devices),
-	whether and how to provide policy control for the traffic of individual non-3GPP devices connecting behind a UE or 5G-RG. Including whether and how to trigger policy control for the traffic of individual non-3GPP devices via PCF and NEF APIs, including whether and how to support concurrent services with differing QoS requirements launched by the different non-3GPP devices.
Editor's note:	It is FFS whether to include "whether and how the operator restricts the number of simultaneously active non-3GPP devices per SUPI (i.e. per subscription) " in this key issue.
NOTE 1:	Changes to the layer 1 or layer 2 protocols of non-3GPP devices are not in scope of this study. 5G authentication for non-3GPP devices behind 5G-RG is not assumed in this study.
NOTE 2:	Conclusions related to an 5G-RG should be shared with the Broadband Forum (BBF) and CableLabs. 
NOTE 3:	Solutions for Ethernet PDU Session should work in the presence of randomized MAC addresses.
2. Proposal
This contribution proposes to include Solution X in TR 23.700-32 clause 6.X and to update Table 6.0-1 accordingly.
Start of changes
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Table 6.0: Mapping of Solutions to Key Issues
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[bookmark: _Toc157447955][bookmark: _Toc157692390]6.X	Solution #X: RG-initiated PDU Modification to support differentiated QoS for device behind RG
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc157447964][bookmark: _Toc157448171]6.X.1	Key Issue mapping
This solution addresses Key Issue #4 on how to provide policy control of individual non-3GPP device behind a UE or 5G-RG. 
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157447965][bookmark: _Toc157448172]5GC may have information on a QoS policy applied to a non-3GPP device behind a 5G-RG or UE where a User Identifier is used between 5GC and the 5G-RG/UE to identify the QoS policy, and maps that policy to non-3GPP access between the non-3GPP device and the 5G-RG/UE. 5GC may store the QoS policy based on network exposure with an external operator portal or AF. 
6.X.2	Description
[bookmark: _Toc500949101][bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc157447966][bookmark: _Toc157448173]Rel-18 WWC study/work item identified and specified a solution to handle non-3GPP devices behind 5G-RG based on Connectivity Group IDs, where a Connectivity Group ID is applied based on a SSID or Ethernet port. Typically, there are only a few SSIDs available (e.g., SSID#1 for home devices and SSID#2 for guest devices), thereby leading to certain limitations in Rel-18 features to allow providing different QoS/parental control over devices sharing a same SSID.
To provide differentiated QoS provisioning for non-3GPP devices behind a 5G-RG/UE, 5G-RG/UE should be able to identify individual non-3GPP devices as well as 5GC should be able to provision separately for individual non-3GPP device. To allow separate provision by 5GC for each non-3GPP device, a User Identifier (for non-3GPP devices) is necessary, where the User Identifier may be different from a MAC address of the non-3GPP device. Various known implementation techniques such those based on OpenWrt or CableLabs Micronets could be considered for a User Identifier/identification. In recent progress in IEEE 802.11bh working group (D1.0 draft) [x] to support various use cases with randomized MAC addresses, IEEE identified two solutions, namely, device ID and identifiable random MAC address (IRM). Using device ID mechanism, a 5G-RG or UE may provide an identifier to a non-3GPP device that may be used by the non-3GPP device where the device ID is constant in ESS regardless of the MAC address used by the non-3GPP device. Using IRM, a non-3GPP device may provide a random MAC address to a 5G-RG or a UE where the IRM MAC address will be used as transmitted address. For example, when the device ID mechanism is used, the device ID may be used as a User Identifier of the non-3GPP device. When IRM is used, the operator may assign a User Identifier of the non-3GPP device that is associated with a current IRM address and is updated by the 5G-RG or the UE when changes occur. Another example of a User Identifier is based on EAP credentials if a non-3GPP device supports EAP authentication, where EAP authentication may be performed outside of 5GC.
Such a User Identifier known to a 5G-RG or UE will be mapped to the local non-3GPP device information (e.g., device ID or current MAC address by 802.11bh, or credentials used in WLAN) by the 5G-RG or UE, though the exact mechanisms of how the 5G-RG maps the User Identifier to local non-3GPP device information would be implementation-specific or operator-choice, which are outside of 3GPP scope.
To support this, however, the 5G-RG is pre-configured with or receives policy from the 5GC on QoS policy for non-3GPP devices, where the QoS policy for each non-3GPP device has the following information:
· QoS parameters for the device (e.g., bit rate requirements)
· User Identifier
Based on non-3GPP device identification by the 5G-RG or UE, a separate QoS flow can be configured for each non-3GPP device. Based on Rel-18 feature of Connectivity Group IDs, a group of non-3GPP devices may share a same connectivity group e.g., based on SSID. The 5G-RG may establish a separate PDU session for each connectivity group. Each device in each connectivity group may be further differentiated based on separate QoS flow as shown in Figure 6.X.2-1.
[image: A screen shot of a computer

Description automatically generated]
Figure 6.X.2-1: Differentiated QoS for each non-3GPP device

6.X.3	Procedures
The procedure for the provisioning of non-3GPP device information is shown below:

[image: A screenshot of a diagram

Description automatically generated]
Fig. 6.X.3-1 High-level procedure of the solution for W-AGF and 5G-RG

0: A policy for a non-3GPP device may be registered to an operator portal (e.g., via AF, register parental control for kids iPad). During the policy registration, a User Identifier of the non-3GPP device is determined (e.g., either by assigning by operator portal or 5G-RG provides the User Identifier) and stored in a 5G-RG associated with the non-3GPP device. For example, based on a device ID technique, the non-3GPP device and the 5G-RG use the device ID which maps to the User Identifier in the operator portal for future communications. In case IRM is used, the 5G-RG maintains a random MAC address to the User Identifier so that when the non-3GPP device uses a random MAC address, the 5G-RG identifies the non-3GPP device and maps it to the User Identifier. The 5G-RG information would be known to the operator portal (e.g., 5G-RG GPSI is known to the operator portal).
0a-0c: Upon creating a policy for the non-3GPP device, the operator portal or AF updates the policy associated with the 5G-RG based on the policy configuration via NEF procedure (e.g., extending Service specific parameter procedure in clause 4.15.6.7 of TS 23.502 [5] for non-3GPP policy information). If AF or the operator portal is trusted or within the PLMN domain, AF or the operator portal may directly communicate with the PCF without NEF. This step may be optional such that UDR may not maintain policy information for non-3GPP devices. In this case, step 5-6 may be replaced by procedure in clause 4.16.5.1 of 23.502 [5]. 
These steps may occur before the non-3GPP is being provisioned by the 5GC, and this step may occur once.
1. [bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc157447967][bookmark: _Toc157448174]The 5G-RG registers to 5GC as specified in clause 7.2.1.1 of TS 23.316 [7].
2. The non-3GPP device establishes L2 connection (e.g., WLAN connection) to the 5G-RG. 
3. The non-3GPP device is authenticated via local authentication (e.g., PKS). The non-3GPP device may be authenticated using EAP authentication via external EAP-server depending on the device capability.
During steps 2-3, 5G-RG maps the non-3GPP local information (e.g., a current MAC address) to the User Identifier. 5G-RG detects the non-3GPP device with the User Identifier is connected. 
4-8. PDU session modification procedure based on clause 4.3.2.2 of TS 23.502 [5] with addition of indication of User Identifier and device info (such as IP address of the device) to apply appropriate QoS flow to the non-3GPP device.
6.X.4	Impacts on services, entities and interfaces
NEF:
· Extensions to the NEF Service Parameter Service to allow an AF to provision non-3GPP device information.
UDR:
· Extensions to the Application Data in UDR to store non-3GPP device information (e.g., User Identifier, policy for non-3GPP).
PCF:
· Ability to retrieve non-3GPP device information from UDR and take it into account for policy decisions.
It is assumed that the 5G-RG can identify a device behind it based on an implementation solution or a solution outside of 3GPP scope.
End of changes
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