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1.
 Discussion

Key Issue #2.1 studies enhancements required to existing Rel-18 MPQUIC steering functionality to support TCP, IP, and Ethernet traffic. This means that different CONNECT protocols can be used (i.e., with protocol values connect-udp, connect-ip, connect-ethernet), possibly concurrently in the same PDU session. Moreover, at least one of these CONNECT protocols also supports configuration parameters (connect-ip supports target and ipproto parameters defined in RFC 9484). 
While the UE may select which CONNECT protocol to use based on the application flow protocol, leaving this choice entirely in the control of the UE can lead to potential issues. For example, a UE using a wildcard target with connect-ip could potentially access any host through the connect-ip connection, which is not necessarily what the network wishes to allow. Furthermore, a proxy on the UPF would need to accept any CONNECT protocol, even if only one such protocol is used by the UE leading to a suboptimal resource usage. While the UPF could use enforcement rules such as “accept connect-ethernet only on Ethernet-type PDU sessions”, or “use only connect-udp if the SDF is using the UDP protocol”, such rules would lead to a lack of flexibility on how the MPQUIC steering functionality can be used.

It can be more flexible and secure to have the network control the CONNECT protocol(s) that a UE can use, as well as the values allowed for the related parameters. The network can then configure the UPF to accept and enforce only the allowed CONNECT protocols and parameter values. As an example of flexible operation, in some cases, the network operator could configure a PDU session to use connect-ip for all traffic, while in other cases the network operator could allow the UE to select itself whether to use connect-ip or connect-udp on a per-flow basis, while in yet other cases, the network could specify connect-udp for specific flows and connect-ip for all other traffic.
2. Proposals

It is proposed to adopt the following text in TR 23.700-54 v0.1.0.
*** Start of First Change ***
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*** End of First Change ***
*** Start of Second Change ***

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of DualSteer Solutions to Key Issues
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Table 6.0-2: Mapping of ATSSS_Ph4 Solutions to Key Issues
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*** End of Second Change ***
*** Start of Third Change (all new text)***

6.2.Y
Solution #Y: Policy Control for the MPQUIC Steering Functionality for non-UDP Traffic
This solution is proposed to address Key Issue #2.1.
6.2.Y.1
Description
The MPQUIC steering functionality can be enhanced to enable different CONNECT protocols to be used (i.e., with protocol values connect-udp [6], connect-ip [7], connect-ethernet [8]), possibly concurrently in the same PDU session. Furthermore, at least one of these CONNECT protocols also supports associated parameters (connect-ip supports target and ipproto parameters defined in RFC 9484).
The network operator should be able to influence the type of CONNECT protocol and applicable associated parameters used for a flow when using the MPQUIC steering functionality. In this proposed solution, the operator configures the desired protocol and parameters in a policy rule. In some cases, multiple protocols may be configured for a flow, in which case the UE needs to select an appropriate protocol among the allowed ones.
The MA PDU session control information of a PCC rule is extended to include allowed CONNECT protocol(s) and the values of related parameters. When an SMF selects the MPQUIC steering functionality for a flow, it determines the allowed CONNECT protocol(s) and values of related parameters, using this information. The SMF sends the allowed CONNECT protocol(s) and values of related parameters both to the UPF (over N4) and to the UE (in the PDU session establishment or update accept). The UPF uses the allowed protocols and parameter values to configure the MPQUIC proxy, e.g., to accept only the allowed protocols and parameter values. The UE uses the allowed protocols and parameter values to determine how to setup the MASQUE session. If a single CONNECT protocol is allowed, the UE uses this protocol in the CONNECT request. If multiple CONNECT protocols are allowed, the UE determines which protocol to use in the request (for example, using the application protocol and PDU session type).
6.2.Y.2
Procedure
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Figure 6.2.Y.2-1: Policy-Controlled MA PDU Session using MPQUIC Steering Mode for Non-UDP Traffic
The above Figure 6.2.Y.2-1 shows how the CONNECT protocol and values of related parameters are selected over an MA PDU Session using the MPQUIC steering functionality.

0. Policy rules that include allowed CONNECT protocol(s) and values of related parameters are provisioned in the network.

1. A UE application triggers the establishment of a new application flow.

2. The UE sends an MA PDU session establishment or update request to the SMF.

3. The SMF requests a policy control update from the PCF.

4. The PCF sends PCC rule(s) to the SMF.

5. The SMF determines to use the MPQUIC steering function and steering mode based on PCC rule(s).

6. The SMF configures the N4 session in UPF and passes the allowed CONNECT protocol(s) and values of related parameters to the UPF (as well as steering functionality, steering mode and other ATSSS related parameters).

7. The UPF configures the MPQUIC proxy using the allowed CONNECT protocol(s) and values of related parameters to the UPF.

8. The UPF sends a response to the SMF.

9. The SMF sends a PDU session establishment/update response to the UE, including an ATSSS rule with the allowed CONNECT protocol(s) and values of related parameters.

10. The UE selects a CONNECT protocol appropriate for the application flow, as well as the values of related parameters. 

11. The UE selects an MPQUIC connection corresponding to the service data flow’s MA PDU session and QoS flow, if it exists. Otherwise, the UE establishes a new MPQUIC connection with the MPQUIC proxy on the UPF.

12. The UE sends a CONNECT request on the selected MPQUIC connection. The CONNECT request includes the selected CONNECT protocol and values of related parameters.

13. The UPF enforces that the request corresponds to the allowed CONNECT protocol(s) and values of related parameters.

14. The UPF sends a response to the CONNECT request.

15. If needed, the UE can establish the second leg of the MA PDU session, over another access.

From this point on, the UE and UPF select access to send UL and DL PDUs, based on the steering mode, over the MASQUE connection between UE and UPF, associated to the CONNECT request.
6.2.Y.3
Impacts on services, entities and interfaces 
UE:

-
Select the CONNECT protocol and values of related parameters to use in the CONNECT request (based on ATSSS rules from the SMF including allowed CONNECT protocol(s) and values of related parameters).

PCF, UDM:

-
MA PDU session control information in PCC rules can include allowed CONNECT protocol(s) and values of related parameters

SMF:

-
Determine the allowed CONNECT protocol(s) and values of related parameters and provide this information to the UPF and the UE.
UPF:

-
The MPQUIC proxy additionally supports connect-ip and connect-ethernet services.

-
Configure the MPQUIC proxy to accept the CONNECT requests with allowed CONNECT protocol(s) and values of related parameters.

*** End of Third Change ***
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