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[bookmark: _Toc462478989][bookmark: _Hlk146818774]Abstract of the contribution: This draft proposes a solution to address how to support the PDU Set information Identification for end-to-end encrypted traffic in FS_XRM_Ph2.
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A solution is proposed for KI#2 for incorporation in the XRM Ph2 TR 23.700-70.
*** First change ***
2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[X1]	IETF RFC 9298: "Proxying UDP in HTTP".

*** next change ***
[bookmark: _Toc157745563]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	Key Issue #

	
	<KI #1>
	<KI#2>
	<KI#3>
	<KI#4>
	<KI#5>
	<KI#6>
	<KI#7>
	<KI#8>
	<KI#9>

	#1: PDU Set content ratio awareness at RAN
	x
	
	
	
	
	
	
	
	

	#2: Discarding of redundant PDUs (FEC) and reporting
	x
	
	
	
	
	
	
	
	

	#3: FEC mechanism and PSI based PDU Set QoS Handling Enhancement
	x
	
	
	
	
	
	
	
	

	#4: PDU Set FEC-based PDU Set QoS Handling
	x
	
	
	
	
	
	
	
	

	#5: PDU Set Handling and Information marking …for PSDB/PSER/PSIHI
	x
	
	
	
	
	
	
	
	

	#6: Enhanced Alternative QoS Profiles for PDU set based QoS handling
	x
	
	
	
	
	
	
	
	

	#7: Enhancing alternative QoS profile …PDU set QoS parameters
	x
	
	
	
	
	
	
	
	

	#8: Consistent PDU Set Handling between AF and 5GS
	x
	
	
	x
	
	
	
	
	

	#9: PDU Set information identification for encrypted traffic
	
	x
	
	x
	
	
	
	
	

	#10: PDU Set information identification based on MoQ
	
	x
	
	
	
	
	
	
	

	#11: RTP over QUIC based Encrypted Traffic …QoS flows mapping
	
	x
	
	
	
	
	
	
	

	#12: Obfuscated Metadata to Classify Payload in Encrypted Media Packets
	
	x
	
	x
	x
	
	
	
	

	#13: Multiple DSCP markings per QoS Flow
	
	
	x
	
	
	
	
	
	

	#14: Extending Packet Filter … within a single transport connection
	
	
	
	x
	
	
	
	
	

	#15: Traffic Detection and QoS mapping for XR and Media services
	
	
	
	x
	
	
	
	
	

	#16: AS based trigger of data boost handling with reflective QoS
	
	
	
	
	x
	
	
	
	

	#17: L4S in non-3GPP access networks
	
	
	
	
	
	x
	
	
	

	#18: PDU Set handling in wireline/wireless non-3GPP access
	
	
	
	
	
	
	x
	
	

	#X: Use Proxy-UDP for the PDU-Set info identification of the E2E encrypted XRM traffic
	
	x
	
	
	
	
	
	
	





*** next change (all new text) ***

6.X	Solution #X: Use Proxy-UDP for the PDU-Set info identification of the E2E encrypted XRM traffic
[bookmark: _Toc500949099][bookmark: _Toc93070686][bookmark: _Toc92875662]6.X.1	Key Issue mapping
This solution addresses the KI#2, the support of PDU set information identification for end-to-end encrypted XRM traffic.

[bookmark: _Toc500949101]6.X.2	Functional Description
6.X.2.1	(background information) Proxying UDP in HTTP (RFC-9298) 
In RFC 9298 [X1], HTTP client creates a tunnel to a UDP proxy (i.e a HTTP server that acts a proxy) for communicating to the application server. Tunneling UDP over HTTP is supported from HTTP 1.1 to HTTP3. UDP packets are carried as HTTP datagram payload from the client to the proxy. The format is defined as

UDP Proxying HTTP Datagram Payload {
     Context ID (i), 
     UDP Proxying Payload (..), 
} 



Figure 6.X.2.3: UDP-proxying HTTP datagram payload (Fig 7 of IETF RFC 9298)
Context ID: A variable-length integer that defines semantic of UDP Proxying payload. When encoding unmodified UDP packet into HTTP datagram, context ID field sets to zero.

RFC 9298 [X1] allows augmentation of the UDP payload with additional data. Currently the Context ID value Zero (0) is reserved for the UDP payload. Non-zero Context IDs can be generated dynamically and registered between peers. The Context ID registration process usually done by HTTP headers fields or capsule protocol [RFC 9297]. This context ID can be used to extend the CONNECT-UDP as defined by RFC 9298.
  
NOTE: 	TS23.501 [2] uses RFC 9298 [X1] for ATSSS with multipath QUIC support. Therefore, it is easily extendable in the context of PDU Set information exposure when E2E media is encrypted.  

6.X.2.2	XRM Metadata/PDU Set Information 

The metadata header is a variable length structure and may contain: 
· Length of Metadata
· ApplicationID_MediaType 
· PDU Set Information
· End of Data burst indication


The length of XRM metadata may vary upon future evolution of XRM application or may depend on ApplicationID_MediaType. 

ApplicationID_MediaType can be Audio, RTCP, STUN, video i-Frame, video p-Frame etc  and can be leveraged by UPF to determine whether a PDU belongs to a PDU set or not. Since Audio/RTCP/STUN PDU’s do not belong to a PDU set, the metadata would carry only ApplicationID_MediaType in that case

PDU Set Information is as defined in TS26.522  [20] clause 4.2.2 One-byte RTP Header Extension Format PDU Set Information is a key element to enable XR application aware 5G network. In XR, video frames such as I and P frame are encoded in a set of PDUs, that should be handled differently by the network. PDUs are set of IP packet, with different importance and order. Those different aspect of those PDUs are kept as PDU set information. 
NOTE: 3GPP TS26.522 has identified those relevant PDU set information. Those are:   
-	End PDU of the PDU Set [E] (1 bit)
-	End of Data Burst [EDB] (1 bits)
-	PDU Set Importance [PSI] (4 bits)
-	PDU Set Sequence Number [PSSN] (10 bits)
-	PDU Sequence Number within a PDU Set [PSN] (6 bits)
-	PDU Set Size [PSSize] (24 bits)
-	Two bits are reserved (2 bits)


6.X.2.3	The UDP Proxy based Solution
The solution uses the flexibility provided by RFC 9298 [X1], where the UE sends a request to initiate a tunnel with “connect-udp” upgrade token to the UPF (i.e a UDP proxy) and specify the targeted AS information in the “target_host” and “target_port” (by default 443). 
Based on this UE request for XRM media session establishment the UPF may send another HTTP request to the AS with the “connect-udp” upgrade token, and the target_port is the port number requested by the UE. When the AS receives the tunnel request from the UPF with “target_host” corresponding to a localhost, it understands the request to create the tunnel to reach a local application. The AS acknowledges the requests from the UPF.

Data transfer between the UE and the AS via the UPF can now take place;
In the DL direction, UDP Proxying HTTP Datagram Payload sent on UPF-AS tunnel contains the following: 
    { Context ID (context ID negotiated between the UPF and the AS),
    Metadata (…), (as defined in clause 6.X.2.2) 
    UDP Proxying Payload (..) }
Figure 6.X.2.3: UDP-proxying HTTP datagram payload with metadata 

In the downlink direction, AS sends UDP Proxying HTTP datagram with metadata according to the Context ID, and UDP payload containing actual media. When UPF receives this UDP proxying HTTP datagram, UPF extracts those XRM metadata, for mapping into GTP-U header for QoS handling in RAN. Finally, UPF sends UDP proxying payload to UE on the HTTP connection set with the UE.
  
6.X.2.4	UP Protocol stack of the solution. 
[image: ]
 Figure 6.X.2.4-1: UP Protocol stack of the solution


6.X.3   Procedures




Figure 6.X.3: Procedure for setting UDP-proxying between UPF and AS and for data exchange via this UDP-proxying
1. An UE establishes a PDU session
2. The UE establishes an UDP tunnel over HTTP to the UPF with “connect-udp” upgrade token asking the UPF to act as an UDP proxy towards the “target_host” (identifying the AS providing the XRM application) and “target_port”;
3. The UPF establishes an UDP tunnel over HTTP to the AS with “connect-udp” upgrade token towards the “target_host” and “target_port” received from the UE. The context ID associated with this tunnel indicates that for the UDP tunnel between UPF and AS the HTTP datagram payload format of Figure 6.X.2.3 will be used.
4. The AS detects that the target host is itself (thus the request targets a local application) and answers to the UPF
5. The UPF answers to the UE
Data transfer between the UE and the AS via the UPF can now take place
6. The UE sends UL data (UDP Proxying Payload) using the UDP tunnel over HTTP to the UDP proxy in UPF; 
7. The UPF maps the UDP tunnel over HTTP with the UE to the relevant stream on the UDP tunnel over HTTP to the AS (Application server/media server) and proxies the UL UDP Proxying Payload on that stream.
8. The AS (Application server/media server) sends DL data on the UDP tunnel over HTTP to the UPF; these DL data may include both XRM metadata and UDP Proxying Payload as defined in clause 6.X.2.3.
9. The UPF gets UDP proxying payload and XRM metadata container that are encapsulated in the received HTTP datagram. Then UPF extracts the PDU-set information from the XRM metadata according to the provisioned XRM metadata semantics. 
10. The UPF sends the received DL UDP Proxying Payload onto the UDP tunnel over HTTP with the UE. The corresponding PDU is sent via GTP-U and the UPF provisions the GTP-u header with and the extracted PDU set information.
The RAN takes into account this GTP-u header for proper QoS and DRX handling; the solution does not require changes to GTP-u header related information defined in R18 but can leverage new XRM metadata and GTP-u headers defined by other KI for 3GPP R19;

6.X.4	Impacts on services, entities and interfaces
AS
- 	Implements UDP proxy functionality including HTTP/3 and IETF RFC 9298 [X1] for UDP proxying.
-	Sends XRM metadata as defined in Figure 6.X.2.3

UPF:
- 	Implement UDP proxy functionality including HTTP/3 and IETF RFC 9298 [X1] for UDP proxying.
-   Extracts the PDU-set information from the XRM metadata container that is encapsulated in HTTP datagram and maps those PDU set information into GTP-U header. 
UE
· Supports HTTP/3 client and IETF RFC 9298 [X1] for UDP proxying in the user plane.

· *** END of changes ***
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