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1	Discussion
This document describes a solution addressing KI#4. The coverage of this document focuses on achieving end to end solution for the non-3GPP Devices connecting behind the UE or a 5G-RG, as defined as a problem statement as part of KI#4.
2 Proposal
[bookmark: _Hlk513714389]It is proposed to update TR 23.700-32 as follows.
[bookmark: _Toc517082226]* * * * First change * * * *
[bookmark: _Toc23326074][bookmark: _Toc25934675][bookmark: _Toc26337055][bookmark: _Toc31114302][bookmark: _Toc43392576][bookmark: _Toc43475372][bookmark: _Toc50558976][bookmark: _Toc54940331][bookmark: _Toc54952046][bookmark: _Toc57233494][bookmark: _Toc68068806][bookmark: _Toc93305720][bookmark: _Toc152046440]6.0	Mapping Solutions to Key Issues
Table 6.0-1: Mapping Solutions to Key Issues
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* * * * Next change (All new text) * * * *
[bookmark: _Toc93305721][bookmark: _Toc152046441]6.X	Solution #X: Identification and Policy Control for non-3GPP Devices with a PDU Session
[bookmark: _Toc16839383][bookmark: _Toc23236015][bookmark: _Toc93305722][bookmark: _Toc152046442]6.X.1	Introduction
[bookmark: _Toc16839384][bookmark: _Toc23236016][bookmark: _Toc93305723]For the non-3GPP Devices connecting behind the UE or a 5G-RG for whom the problem statement is defined in KI#4 is described in this solution.
[bookmark: _Toc152046443]6.X.2	Functional Description
[bookmark: _Toc16839385][bookmark: _Toc23236017][bookmark: _Toc93305724]How a non-3GPP Device user identifier is used by the network to identify and implement the policies for the traffic to/from UE or 5G-RG for the traffic identified for the corresponding non-3GPP Device user identifier, is described here. The mention of UE in subsequent sections needs to be considered as applicable for UE and 5G-RG.

Figure 6.X.2-1: Representation of non-3GPP Device access
As depicted in the figure 6.X.2-1, each of the non-3GPP Device behind the UE/5G-RG is expected to be identified and a corresponding policy is required to be enforced. This solution considers that a PDU session can be shared by all the non-3GPP Devices behind the UE/5G-RG that are accessing at the same time.
Pre-Requisites:
UE has an inbuilt authentication capability or is configured to access an external AAA server, which the UE could use to authenticate the device user identity. An EAP based device authentication can be carried out. This aspect is not discussed under this solution and not in the scope of the study.
The non-3GPP Devices behind the UE are individually configured with the non-3GPP Device user identities.
The non-3GPP Devices user identities that are connecting to a specific UE are unique.
Accordingly, the devices can connect to the UE, through a WLAN SSID kind of connection (Other kinds of connectivity such as Bluetooth may also be applicable), which is not in scope of this study.
Brief of the solution:
The AF/NEF shall provision into the UDR, the SM policy parameters. Currently these SM policy parameters are indexed by SUPI and additionally by DNN/S-NSSAI as the sub keys. This shall be further enhanced to have User Identities (non-3GPP Device user identifier) as an additional sub key.
The UDR shall be queried by the PCF during the PDU Session Establishment which may correspond to the SM Policy Association procedures between the SMF and PCF. Alternatively, when there is a change of data by the NEF to the UDR, the UDR shall notify the PCF, based on which the PCF for the PDU Session shall implement corresponding policies to the User Identity (non-3GPP Device user identity) that is using the SUPI.
During the PDU Session procedures, a framed route (IPV4, V6) / IPV6 Prefix (with PD) may be provided by the network to the UE/5G-RG. As per the current steps the IP allocation based on the DHCP mechanisms, etc hosted on the User Plane or directly hosted by the UE, the non-3GPP Devices behind the UE/5G-RG shall receive the IP.
A prior, during the PDU session procedure, the UE indicates to the network if it supports the feature of non-3GPP Device user identities as part of the ePCO and accordingly the network (SMF) too indicates its support of non-3GPP Device user identities.
In this solution, UE/5G-RG obtains non-3GPP Device user identifier and the IP Address of non-3GPP Device connected behind a 5G-RG. 
Based on the support of this feature, the UE indicates the non-3GPP Device user identifier and the IP address it is using as part of the PDU Session Modification procedure, until which based on the implementation, the UPF may be configured to keep the gate closed or with limited QoS for the uplink traffic. The modification procedure shall implement QoS and Charging rules for each of the IP mapped to the non-3GPP Device configured in the UDM.
[bookmark: _Toc152046444]6.X.3	Procedures
[bookmark: _Toc16839386][bookmark: _Toc23236018][bookmark: _Toc93305725]6.X.3.1	Handling of non-3GPP Device User Identities



Figure 6.X.3-1: Procedure for the identification and policy for non-3GPP Devices
0.  As part of the PDU Session Policy data, the UDR could be provisioned with SUPI being a key an additional sub key that shall indicate the non-3GPP Device User identities. Such a provision into the UDR would enable policy configurations for specific non-3GPP Device User identities belonging to a SUPI.
1.	Optionally, the AF may want to learn the association of non-3GPP Device User identities with a UE accessing with a dedicated IP, in which case the AF shall register for a specific event to learn the association of the User with the UE.
2.	As part of the current procedures, the PDU Session Establishment, the network shall learn that the UE indicated its support of non-3GPP Device User identities support. As part of the response, the network, while providing the IP parameters to the UE, indicates that it supports handling of non-3GPP Device User identities.
	The procedures shall involve as per the current framework, implementation of N2 and N4 rules.
3-3a.	Based on the device access behind the UE/5G-RG, the UE/5G-RG may act as the DHCP Server or the DHCP communication between the UE acting as a router to the DHCP server may be exchanged on the user plane resources established for the UE, for allocating the IP address for non-3GPP device behind the UE/5G-RG.
4.	A UE supporting the non-3GPP Device User identifier function, shall initiate a PDU Session Modification procedure indicating the associated IP address /prefix along with the non-3GPP Device User identification. This information is provided by the SMF to the PCF
5a-5c.	Optionally event notification to the AF and AF provisioning the PDU Session Policy data parameters.
6.	PCF for the PDU session may query the Policy parameters for the key identified by the SUPI and sub keys DNN/S-NSSAI and additional sub key non-3GPP Device User identifier to implement corresponding policies.
Note 1: The PCF based on the operator policies can limit the number of sub keys pertaining to non-3GPP Device User identifiers that it can enforce.
7.	The SMF may implement additional rules towards the UPF with the higher priority PDR matching the non-3GPP Device User identifier IP and associated rules. Any modification towards the N2 too may be implemented by the SMF accordingly.
[bookmark: _Toc152046445]6.X.4	Impacts on services, entities, and interfaces
UE:
· UE supports indicating UE capability of supporting Device User Identifiers.
· UE implements PDU Session modification procedures by including the associated IP address and the non-3GPP Device User identity.
RAN:
· No impact to signalling and procedures.
PCF:
· PCF supports receiving of the PDU Session Policy rules from the UDR that also consists of Device User Identifier as a sub key, and accordingly implements policy updates towards the SMF.
UDR:
· UDR receives and store non-3GPP Device User identifier as a sub-key to the PDU Session Policy data.
SMF:
· SMF may receive UE supporting non-3GPP Device User identifier.
· SMF if it supports the non-3GPP Device User identifier handling, may indicate the same to the UE.
· SMF shall support receiving of PDU Session Modification that includes the non-3GPP Device User identifier along with the IP Address.
· SMF based on the input from the PCF, shall implement policies.
NEF:
· NEF receives non-3GPP Device User identifier as part of Policy Data from the AF and communicate the same to the UDR.
· NEF supports receiving of even notification subscription from the AF for UE User mapping updates and registers the same with the SMF.

* * * * End of Changes * * * *
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